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1, 




of "TICOM".-- The word "TICOM" served as a 



cover name for a special project and for an organization 
the "Target Intelligence Committee." "^^^^ r^^n.^^^v ^>.-t^H 



The project> vhich 



vas originally conceived by Colonel George A^ Blcher, 
Director of the Signal Intelligence Division, ETOUSA, In 
the summer of I9^^j aimed at the Investigation and possible 
exploitation of German^ cryptologic organizations, operations, 
installations, and personnel, as soon as possible after the 
impending collapse of the German armed forces. Colonel 
Blcher elicited and secured the support of the 0* S» Navy 
and of- the British, and accordingly a joint and combined 



vas established In England 



^'Target Intelligence Committee" 

in October 19^^j by the authority of the Chief of Staff, 
United States Army; the Commande'r- in- Chief, United States 
Fleet; and the Chairman, London Sigint Board* 
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I 



* 

The target Intelligence Conuiittee originally planned 
riirborne operations, evepi before the German collapse, to 



ons, evep before the G 
Gerinan signal ini,elllg 



onoe targets, known 
of war interrogations. 



nelze important 

Ifrom Ultra ifiiaterlal and prisoner 
There were four objectives: 

a. To learn the extent of the German cryptanalytlc 
of fort against England and Aiaeritja; 

b- To prevent the results of such German cryptanalysls 
ftfa;filr}st England and America from falling into ur^authorized 
iiands as the German Armies retreated; 

c. To exploit Qei^man cryptologic teclmiques and in- 
entlons before they could be destroyed by the Germans; and 

d. To uncover items of slgsial intelligence value in 
pro3ecutln{2 the war against Japan. ^ 

The TICOM mission was of hi^^est importance. American 
crfiTPtographers did not then know with certainty the extent 
"to vhich United States c ommiml ca ; ion s were secure or 




ijior did they know the extent of ihe enemy's cryptanalytlc 
abilities, strength, and materlejl, except by conjecture, 
l!>y inference from Anglo-American 
systems and from prisoner of war 



cryptanalysia of German 
Interrogations . German 



cryptannlytic successes were obviously unpubllclzed. They 



were reflected Instead in higher 



casualty lists and lessened 



success on the part of Allied tactics and strategy. 

In the Spring of 19^5 j however, conditions for the 
proposed operations became rapidly unsatisfactory* The known 

Gerijsan aig£?^l intelligence agencies were dispersing or retreat* 
ing to Qbther localities in gre;atest disorder. Pinpoint 
locations could not be established. The possibility was 
remote that Anglo-^Americau paraci^ute imlts could seize worth- 
while personnel and material and hold them through the con- 
fusion of iiiajor battles- Theref Dre, In March, 19^5^ TICOM 
decided instead to alert six United States-British target 
exploitation teams in England, tliese teams to be sent into 
enemy territory as either UnJ.ted States or British troops 
overran it^ where they were to take over arid exploit known 
or newly discovered targets of signal intelligence Interest 
and to search for other signal intelligence targets and per- 
sonnel - 
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The first exploitation teatu vras dispatched In April 
to the Heumuenster-Plenshurg area, and othtjr teams 
were quickly dispatched to othe't* areas as soon as overrun. 
The odysaies of the TICOM teams striving to locate and 
exploit signal Intelligence tsLpgiets during the confused 
days before and after the Qerman! capitulation, make^ 
entertaining as well as Instructive reading. They are 
fully recorded In the TICOM publication^. 1 A short summary 

of these operations is given in Volume 8, Chapter of 
this report. i 

The results obtained from' these TICOM efforts vera im- 
pressive. Approximately 4000 separate Gteriiian documents 
yere captured, 2 This raateriall veigh^£>d 5 tons. Many crypto- 
graphic devices and machines ^ere captured* One hundred 
and ninety six reports, based on interrogation of German 
signal Intelligence personnel,' together vlth other mis- 
cellaneous reports and translations vere issued by TICOMo 

The true value of the TICOM effort is not measurable in 
such statistics. Its Importance lies rather in trhat the 
TICOM effort revealed to American cryptologists concerning 
German signal Intelligence, ^fith particular reference to 
American systems. The TICOM prisoner of var Interrogations 
and captured docximents, with the Interrogatioxis conducted by 
other Tlnglo^American agencies (notably the Combined Services 
Detailed Interrogation Centre, j or "CSDIC^) have given Anglo- 
American investigators a reasonably complete picture of Oernan 
signal Intelligence, 
has obtained fro 



The United States Army Security Agency 



these interrogations and documents information 
useful in assessing its own cryptanalytlc and cryptograpMc 
achievements, especially its own development of rapid analytic 

achinery, the state of its research in cryptography, and thB 
cryptographic security of American systems. 



1. 




and 



IP 15. 
I-l. 



IF ^0, IF 51. IF 101, IF 165, IP 166, IF 167, 



2. 



By "document" is meant either one or a collection of 
papers, books, files of correspondence, messages, films, 
worksheets or other items of Intelligence value, to vhlch 
a TICOM document number was assigned for convenience in 
classification and handling - 



1 



3560861 



I 
I 



2. The Kuropean Axla Icryptojaalytlc effort against United 




S tates communlcatlona . — From TICOW sources It Is 
Suropean cryptanalysts were unable to read any 
Mevy high- level crypt ograplilc ayste 

M15^C (SIQABA)j the Army Telle typewriter Cipher Attachment knovn 
the Converter M-228 (SIOCUM;, the Army Teletypewriter Prl- 



s 



any S. Amy or 
The Army Converter 



as 



vacy Set (SIOIBS), the Arms; High Security Teletypevriter Cipher 
System (SIGTOT), the Army Speech Equipment RC-220'-Tl (SIOSALY), 
the Combined Cipher Hachlne (CCM)p the Havy Electric Cipher 
Machine Hark XXX (ECUp identical vlth SXGABA)^ apd the Bavy 
Teletypevrlter Cryptographljc Attachment (C. 3. ?. 1515, Identi* 
cal ^Ith the Amy Converter M*228) Here completely secure. One 
Army Strip system (System Ho, 47 or 67) and one Mavy strip 
system (probably C- 3, i4o4) vere read for short intervals 
until the principle of strip elimination was introduced. The 
low-grade clphony device (Speech Equipment AM/GSQ-lp or SXQilP) 
vas not readp although theoretical, solutions vere vorJ^ed out. 

Both of the' unenclphered War Depe^rtment Telegraph Codes 
(SXORXM and SXOAjRM} vere read by the Germans. Hungary received 
photostatic copies of War X)epartment Confidential Code Nxunber 
2^, probably from the Bulgarians, together vith at least one 
set of cipher tables^ and t;he Italians reconstructed subsequent 
editions of the enciphering tables. The compromise appears to 
have been shared vith other Axis powers, notably Germany, Pin- 
land and Japan. t4illtary Intelligence Code Ko. 11 (p^sically 
compromised;^ used by the Military Attache in Cairo j vas read 
throughout the summer of 1^42. The Germans re€^ messages in 
several versions of the Division Field -^CJodee, ^ 



cent 



German cryptanalysts solved from 10 per cent to 30 per 
of Intercepted 0. S, Army M*209 messaices^ Save vhere 



S, Army M-209 messages. 
Iceys vere captured, it vas lusually read too late to be of tacti- 
cal value. Messages sent by the ^. S. Arm;^ in Slides, Codex, 
Bomber Code, Assault Code, {Aircraft Movement Code, Map Coor* 
dinate Codes, and Cipher Device M*94 vhere employed, vere read 
regularly and almost 100 per cent. 
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Combined Waval Cypher No. 3, used by the U. 3, Mavy and 
the Koyal Wavy for Atlantic Convoy operations, vas read almost 
100 per cent by the Germans from the end of 19^1 through the 
middle of 19^3 • The solution of this system tfas perhaps for 
the allies the most disastrous signal Intelligence success 
achieved by the Germans. Allied convoy shipping losses suffered 
during this period vere six times as great as during any other 
comparable period. 

The Germans engaged in intensive and successful traffic 
analysis activities against United States Army and Army Air 
Force, radio comraxmicationa. This Included direction-finding ^ 
analysis of call slisn and frequency allocation sys terns j, analysis 
of plain texc and operator's chat, as veil as more complex 
operations, such as alr»borhe radar route trackings and moni- 
toring of transmitter zero beat timing. 

The U. S. Army Converter M-13*A (SIGMYC), and the U. S. 
Navy Cipher Machine (HCM), furnished by the Wavy to the State 
Department J, were not read by the Germans. The State Depart- 
ment Strip systems 0-1 and 0*2 vere solved, the former probably 
through a compromise, and the iatter through crypt analysis. 
Several State Department codes including the Browi rode (un* 
enciphered) and Code A-1 (enciphered) j vere compromised and 
read, probably from 1938 and 1959, respectively. 

From an intelligence standpoint the results obtained by 
the German cryptanalytlc successes vere important^ but not 
decisive. American Army and Navy strategy vas secure as long 
as high level systems vere employed. Tactical operations j, 
hovever, did suffer. The Anglo-* American convoy shipping losses 
during 19^2 and early 19^5 vere huge, largely because of 
German successes vlth Combined Naval Cypher No. 3. Ger^^en 
traffic analysis and cryptanalysls provided a comprehensive 
order of battle for the U. S. Army and Army Air Forces in the 
United Kingdom j> in the Mediterranean^ and on the continent. 
According to a German air force officer, "no attack of the 
Eighth Air Force came as a surprise." The value of the intelli* , 
gence vhich the Germans got from State Department codes and 
strip ciphers is not accurately knovn. The strip systems vere 
probably read too late to be of any great value. The compromise 
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^-f Mllltapgr Intelligence Cod© Ho. 11 did pi-ovide Intelllgoac© 
of tjnQuestloned tactical value^ particularly in the summer 
qf iy42 during Rommel's advance to Egypt. 

The Gerwan C5?yp tana lytic effort against Russian military 
cJommiHii cations uas even greater than ti'^at tiiade against the 
United Statefs. The German succesi^es in solution of me<1iimi 
and lot? grade Ej^glish military and naval ooMmuni cat ions 
systems xrere considerable. The orypt-^-na lysis of the diplo- 
T^atic coffiLQiHilcatlons of Italy, Japan j, Prance, Turkey, Bulgaria, 
Greece, Portugal ^ Spain, Svitzerland, and other smaller nations 
also achiaved important results o 

A tabulation of the s^oaults of German and other European 
Aixla cryptanalysls, country by country j; 1b given in Chart 1-2, 



at 
in 



the 
the 



end of this Vol Time* TJiese results ivill be discussed also 
subsequent volumes on the separate Germain agencies, 



Qr^aaiaa tion of German fil ^a JJinpe 111 gene e A gonc le g , ~ 
dermany posoessed'^^x iiiarn crypt ologTc organizations during^ 
Viorld Vfcr II, vlth a total strength^ including field imita 
ajnd overhead, of approximately 30,000 persons- Italy possess- 
ed tTJo main signal intelligence organizations; Finland, Austria, 
and Hungary each had one. The grand total of Europsan /ocls 
personnel engaged in signal intelligence in World Har II la 
estimated as 56, 000 • 

This number is srsall when cojnpared uith the numbers 
engaged in the Anglo-Aiaerican effort- Tho grand total of Anglo- 
American slgn^al intelligence personnel at the end of the VJar, 
including all services and including field and ovex^head per- 
sonnel, was in excess of 60,000 persons. Out of this total, 
the United States Army employed approiaiimately 28,000 persons. 
I Of the sl^ main German crypto logic organisations, four 
i^ere military, and tuo Here civilian. 

The four military organizations vere: 

The Signal Intelligence Agency of the Army Eigh 
(0E3/GdM), Trhlch dealt with enemy Army traffic. 
The Signal Intelligence Agency of tlie Jlavy High 
(Om/HSKL III), ^7Mch dealt uith ene^iiy na\fal traffic. 
The Signal Intelligence Agency of the Air Force High 
Command OKh/W. Abt 350), trhlch desalt tfith enemy Air Force traff ICo 



uom] 



and 
b. 

Oomaand 

c* 



d. 



he 



Sign.^1 Intelligence Agency of the Supreme Command 
Armed Forces (OKlf/Chl), ^rhlch dealt Tiflth enemy, neutral or 
friendly diplomatic traffic, commercial traffic and nens broadcastj 



7 



DOCID 



3560 





1 



r 



s) 



The ttro civilian organizations \re'rei 

a. The Foreign Office Cryptanalytic Section (Pera Z 
v/hich rxiso dealt irlth diplomatic traffic. eneMy, neutral ^ 
or friendly. 

b. Goering's "Research" Bureau (?A), a Nazi party 
agency which alr-o dealt with dlploinatic traffic^ uevs releases, 
broadcast monitoring, telephone monit cringe, and other types 

of coiTiinurlca^tlona intelligence, enemy, neutral, or friendly • 

Chfirt numfcc^r 1-1 at the end of this volume shotra hoTf the 



Above 8i,^ agencies xrere related^ Brief descriptions 
these agencies and their uork folloir. 



of 



The Signal 



Intelli 

Tn 



eno 




_ jeno y of the Ar 

Command, a^he SlgnaT Intelligence Agency of the Army High 
Commend { Oberlcommando des Heeres, General der Ilachrichten 
Auf klaerun^j, ebbrcviated 0'Eli/Q6MA) uaa 1 oca, ted at Jueterbog, 
about 60 wiles Qouthwest of Berlin. Its laleslon Included 



cryptanaXyciRj and ei^aluatlon of Allied army traffic^ at 
level-, ifhethor strategic or operational. It also did a 
small amount of radio broadcast monitoring. 

laln unit of 



any 



the German Army signal 
Other units vj-ere : 



This Agency was the 
intelligence service in 19^5* 

a. Tifo intercept stations operating directly under the 
Signal Intelligence Agency, and supplying it ijith intercepts 
3f Allied high-level traffic. 

b. Sine field Signal Intelligence Hegiments assigned 

:o various Army Groups for the purpose of interception, traffic 
^nalyeis, cryptan^ilysis, and evaluation of Allied Army lotf- 
evel tactical traffic In the Army Group areas- These 
egim«^nts \fere independent of tlie Central Signal Intelligence 
gency, but supplied the latter vith intercepts and reports • 

c. A aroall Signal Intelligence Section, assigned to 
the Army Commander in Chief, Hest, which acted as a coordi- 
nating section for the tTfo Signal Intelligence Regiments on 
tlhe V/6stf5rn front. 

An estimated total of 12,000 persons uas employed in the 
Atrmy signal intelligence' effort described above. 



8 



The main successes of the Gernjan Army signal Intelll* 
gcnce organization froEJ its formation to tlcxe end of the ^rar 
Included the follouijog: 

a. Before 1939 it xias itble to establish French, Dutch^ 
and Erltlah order of battle. This was doroby cryptana lysis 

f French codes and Dutch Ari|»y double- transposition clpheps^ 
i^ud through directlon-f lading and traffic -analysis directed 
n^^inst British Army communications systems* 3 

b. Duivlns the 1940 French campaign it established 
French mobile order of ba^tl^. 



of French codes t^'i^i'iamed) . 

It established Russian 



This vaa done by cryptanalysls 



c 



location of strategic reserve 
19^3- This accomplished 
cryptanalysls of Eusslan 2j, 



2, 



army 
Sj, from 

through 



order of battle and 
earXj in the war through 
tj-^affic analysis and 



Ar 



y and Peoples 

d. It gave 
value during the fighting ar 

solving the super-enjiphermai^t of a comppomieed British 
code ( unidentified } . 

e. Information 



Go 



, and 5-fi3ure codes (both 



Issariafc 

Rommel Intelligence of great operational 

obnd Tobrulr. 



This vas done by 



Army in Horth Africa 



on operations underta!cen by the American 
and thereafter through the var, vas 



obtained through solution .of [Converter M-209 traffic? 
During the fighting In Sicily the Germann captured two treglcQ 
after it vent into effect j, a key list valid for one month 
and ifere enabled thereby to read the system completely for 
the remaining tuo ^reeks.9 On other nets uhen sufficient depth 



78 
'^I 78 

^l 78 J 
6 



I 26; I 21i I 19 



IP 107; 
Code . 



I 115- Germans called this "the British VJar Office 



^1 IP 107J I 60; I 113 



8 
9 



IP 107 
I 60 



9 



1 



was avatXablG, from 10^^*^ to JOpC^^ of M-20rJ traffic x/as j»ead- 

j?oad too la to to be of 



able?, though mosj; of tho traff 1 



tactical value. 

f . 

landj^ 



Information concerning 
England, Central America ^ 



Army activltieG 
and SfortJi AjTrlca^ iiras 



in Ice- 



obtained 

b^ reaaing th^ li. t?. Aray division t*'l@^.Q Codee {i^G Ib^ 16, 17^ 
21^ ?5j, and 28^ anct pcsslbly ofcners) 

Tactical information conc©;fning Allied bombing and 
artillery targets,-*^* weather reports j^-^-* and reports on the 
sizQ and location of Allied unlfcs passing Military Police control 
points in Prance, wore obtainad from fsclutlons of "Slidex, " 
a British device for protecting operational lou-level traffic* 
Thla device was used by both British and American forces and 
various versions of it were solved, usually in from one to three 
hours 

h. Solution of traffic passed on Hungarian internal net- 
works in 19^1 gave evidence that transportation! of German troops 
over Hungarian railroads could be safely under taken, 

1, Successful cryptanalys is was carried out against the 
traffic o,? Yugoslav partisans, Greek partisans, Cseoh agents, 
Russian agents, and the Polish resistance movement. 19 

The Signal Intelligence Agency of the Army Klgh Comstiand 
Issued three <3^11y reports. These were sent to the Army High 




Command, Kavy Hlglri Command, Air 



Supreme Coinmand, Armed Forces; 
Elite guard; and probably to thi3 Reich Security Office (R3HA). 



Force High Command, 
to Hlmmlor as ohief of the 



and to the 



10 
11 



I 60 

X 113 

^^I 142 



13 

iJt 

15 



IP 120 and IF 107 
IP 107 P 3 



I 7^ 

80 

^'^I 7^-^ 1 76, I 80, I 109, IP lt)7 



18 



IF 126 p 10 

115^ I 76, D 60, I 170, I 5^3, and others 
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In the field 



Each of the nine Signal Iiitelligenoe Reglm 
supplied intelltgcsnce directly 'to coramandora at Army Group, 

and Corps levels, looking to them for primary directives on 
iions and priorities. They cooperated closely with the local 

Air Force Signals Regiments, i 

The Signal Security Agency of the Army iiigh Conanand (In- 
spektlon 7/lV, abbreviated In t/lV) issued Araiy Codes and Clp 
until 19H4, when this function >Tas taken over by the Signal 
Intelligence Agency of the Supreme Coiniiie.nd, Armed Forces 

( OKV/Chl ) . 



Army ^ 

l3- 



Intell Igence 



p\mt of the German Army 



Signal 



5. The? &ignol '4 ntelllge noe, Agen oT tlio Air Force High 
C omm anu — The Signs! _ _ _ 

Command ( Obei'*icoiiii:iandc; der hxxttvktfe^ Lu/bnachrlchton Abteilung 

d 




Igence Agenc,- of Lie Air Force High 



0 B 



350, abbreviated OKL/LK Abt iJ^O; previously Chi Stelle, 
was the principal unit of the Geria8.n Air Force Signal Intelli- 
gence Service in 19^5. Field units Tier©: 

a. Three autonomous Signal j Intelligence Hegiments with a 
total of eigi\t battalions. 

Five autonomous Signal intelligence "i^attalions , Thirteen 
thousand people, including overl^iiaadj, were employed in ail the 
above units. 

The German Air Force Signal jintelllgenoe Service successes 
against the Royal Air Force and .the United States Army Air Forces 

iwere outstanding, ; 

a. The Service furnished a ! comprehensive and continuous 
picture of the battle order and .depl oiT'aent of United States 
lArmy Air Force and Royal Air Police units in the United Kingdom, 
in the Mediterranean Theater, and, after D-day, on the continent. 
This information came mainly frob trerfic analysis, radio- telephone 
iflonitoring, and monitoring of aifr-borne radar devices. The 
kolution of Royal Air Force Jf-flgure codes (from March 19^0 
iintll 1 Hovember 19^2) gave basic iJata which was enlarged upon 
and used until the end of the wai*. 
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It gave proaipt and a6 curate waralng of United Statea 
Army Alx* Foroo and Royal Air Force hoaivy bomber missions. This 
resulted from advanced methods of traffic analysis, from radio- 
telephone monitoring J and froik radar monitorlng.^l 

c. It gave immediate trarnlng to German ground forces and 

fighter squadrons of tactical operations by Allied ground sup- 
port aircraft. 22 

d. In cosanection irlth Its western front activities, the 
solution of the Bo?aber code^ Slldex, Sy&Ojj and Rekoh (used by 
the Royal Air Force and, for a short timoj, by the United states 
Army Air Force) ^ both by captxire and cryptanalysls^ vas impor- 
tant throughout the uar. 

The German Air Force Signdl Intelligence Service successes 
against the Russian Air Force w©re also groat • 

a. Its oryptanalysis of Rus&lan Air Force ground-to-ground 
2 -figure, ^-flgure^, and 4-flguire administrative and operational 
codes p and some 5-:'lgure codes|, provided a complete 02?der of 
battle for the Russian Air Forces from 1937 until the end of the 
var. A large amount of intelligence on Russian Army battle order 
vas also obtained from a study of air netvrorks.^* 

fro! 



b. 



From partial de cipher ilnent of air-ground traffic, 

and from radio-* 



plane -to- ground r ad t ''^-telephone monitoring, 

direction finding of bombers when airborne, it was able to give, 
accuraj^g v;arnlngs cf all Russian long-range strategic bombing 
raids. 

c. From oryptanalysis of each Russian Air Ally's 2-flgure, 

and it-figure traffic^ from traffic analysis, from plane 
radio- telephone monitoring, and from radio direct! on- 
f indizig of planes in flighty it was able to warn German ground 



3 -figure 

to -plane 



forces and fighter squadrons o 
fighters and fighter bombers, 2 




impending operations by Russian 
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Intelligence from both Western and Russian fronts, in the 
form of dally, ueekly, or monthly reports, was furnished by the 
Signal Intelligence Agency (OKL/LN Abt 350) to the Air Force 
High Command and to the local Air Forces (Luf tf lotten) . Dally 
and monthly reports were also sent to the local Ariuy Signal 
Intelligence Regiments. Monthly reports vere sent to the Army 
Commander in Chief West, to the Signal Intelligence Agency of the 
Army High Commend (OKH/GdMA), to the Signal Intelligence Agency 
of the Navy High Command (OKlV^ SKL/lII), to the Signal Intelli- 
gence Agency of the Supreme Command /Irmed Forces (OKW/Chi), 
and also to the Air Force Signal Intelligence units In the field. 21 

Field units, charged with the responsibility for vav»nlngs 
on allied air raids, telephoned their varnings and reports directlj 
to fighter squadrons, anti-aircraft batteries, and the local 
Gauleiters in charge of civilian air raid warnings. 28 

Group IV of Division II in the Office of the Chief Air Force 
Signal Officer ( Oberkommando der Luf tvaffe /Genera Inachrlcht en- 
fuehrer II, Gruppe IV, abbreviated OKL/Gen Wafue Il/lV) issued 
codes and ciphers for the Air Force. Group IV of Division III 
( OKL/Gen Mafue III/IV) checked them for cryptographic security. 

A detailed description of the Signal Intelligence Service 
of the Air Force Is given in Volume 5 of this report. ■ 



6. The _Si gn a 1 In t e 1 11 gene e Age nc y of the Hay; 
The Signal Yiitelli gene e Agency of the Navy High Cor 



Comma nd — 
Ober- 



an 

konim&ndo der Kriegsmarlne, ^ Seekrlegsleitung III, abbreviated 
OKM/4 SKL/III) was responsible ^for traffic analysis, cryptanalysls^ 
and evaluation of British, American, Russian, French, and Swedish 
naval traffic. It had a strength of approximately 1,000 persons. 
It also had operational control over a field organization of 
approxluiately 2,500 persons. The field units were as follows: 

a. Four detachments in Flanders, Brittany, Wilhemshaven 
and Poruerania engaged in cryptanalysls on low-level systems, 
interception and direction-finding. Each detachment had a total 
complement of 200 men. Including 100 intercept operators and 10 
cryptanalysts , 
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b. Eighteen "primary dtroctloa*f Indlng stations", HJioae 
main dux^ies were iuterceptlon rather than direction finding. 
Each station had a strength of 100, including 6o intercept 
operators J and 5 cryptanolysts . 

c* Twenty five "secondary direct! on -finding stations", 
vrhose duties vera direction finding and traffic analysis. Each 
station had a strength of 26 persons. 

d. Small detachments vere occasionally set up for special 
las ions ^ 

The main successes of the Signal Intelligonce Agency of the 
Navy High Coiaraand (OiaiA SKL/III) Included the following; 

a. In 1939 it vaa able to establish the var-time organi- 
zation and disposition of the British Fleet, through solution 
of British Haval Code Ho, 2. 

b. In bhe spring of 19^0 It obtained complete information 



concerning the proposed British and French 
( "Opera tJ,Dn 3 tr a tf or " ) , This vas done by 
Maval Cypher Ho. ^.^ 




Worv/ay expedition 
solution of British 



of 



The German Invasion of Horvay foil owed 
ediately. During the subsequent Norwegian campaign, solution 
traffic Bent in British Haval Cypher Mo, gave detailed 
information on Allied Gounter-measures, such as proposed British 
landing fields, transport arrival schedules, and the disposition 
of British and French surface forces, 



c 



six 



Throughout 1942 and part of 19^3 it provided Important 
Intelligence on Atlantic convoys by a current (and nearly lOOjJ) 
solution of Qombined Cypher Mo, 3 used by British and U, 3* 
Worth Atlantic Convoys, 31 The average laonthly allied shJpplng 
losses In the Atlantic during this period -were approximately 

times -he average monthly losses In later periods. 
Minor successes of the Signal Intelligence Agency of the 
Navy High Coiamand (OKIdA SKL/III) included the solution of the 
BrltlB) Intordepartnental Cypher|2 solution in 19^3 of a Royal 
Air Force torpedo -bomber transposition cipher used for practice 
exercises In the English Channel and solution of various minor 
Wavy and Merchant Hevy codes and ciphers. 
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ed jointly vith Goerlng's "Reaearch" Bureau (FA), the 
Signal Intelligence Agency of the Supreme Command Armed Forces 
(OKW/Chi), and vrith the Signal Intelligence Agency of the 
Commander in Chief German Air Force (Chi Stelle, OBdL) 1 1^7. 
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The Neval Signal Intelligence field units described above 
carried out direction-finding activities against Allied naval 
and merchant ships ^ plotted thoir positions and movements, and 
passed the information to local commanders* Detachment Flanders^ 
at Bruges, assisted in the 19^2 "escape" of tn<:> pocket battle* 
ships Scharnhorst and Gnelsenau when thoy made their daah froi 
Brest through the English Channel to Eiel. This seme detach* 
mottt read British naval traffic to advantage during the Ploppe 
raid ♦ 

The Signal Security Agency of the Havy High Command (OKfiA 
aKL/lI), as opposed to the Sl^al Intelligence Agency( OSM/'f SKL/ 
III), issued German naval codes and ciphers, and made cryptogra- 
phic security studies of these systems. Its exact strength la 
unknoun . 

The detailed organization and history of the two signal 
agencies of the Haval High Coimnand (0EJ»l/4 SKL/lII and QKlV^ 
S^/II) are not discussed further in this report. Their use 
of punch-card book-keeping machinery ("I. B, their security 

studies, and their chief cryptanalytic methods, houever, 
discussed in Volume 2^ 

7. The Signal Intelligence 



are 




nte 



ency_j)f the Supreme Command 
igence Agency of the Supreme 

, Chiffrlerab- 



Armed Forces t - T 

Command Armed Forces ^^Oberkommando der Wehrmacht^ 
teilung, abbreviated OKtj/Chi) had three muXxx functions; 

Intercepted, studies/, and evaluated diplomatic, 

and "agent" traffic. 

and evaluated commercial radio traffic 



a 



It 



military 

b. 



and nevs 

c. 



attache J 
It monitored, 
broadcasts , 

It made security studies of 



the codes and ciphers used 
by the Supreme Command, Armed Forces, the Army^ ^he Air Force 
and the Havy, and many government departments, vetoing (after 
1944) the use of those It deemed insecure. 

The Signal Intelligence Agency of the Supreme Command Armed 
Forces (OKV/A^hl) operated at least thirteen radio Intercept sta- 
tions of its oim, and received radio traffic from other agencies 
as well (notably Goering'a "Research" Bureau (PA)}. It also 
received land -line traffic from sources not stated. 
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with the e:r:cepticn of military attache systems, tt did not 
work on enemy Army, Havy or Air Force traffic. Documentary evi- 
dence as to it3 crsa>tan5(,lytlc successes is limited. The fol- 
lovlrig suMiaj^y covers its most important knovn cryptanalytlc 
achlevtiJjisenfcBs 

a. The most extensive 1959*19^^ successes seem to have 
been achieved vlth French systems. The electrical Kegel in Cipher 
Machine B-211 (adopted by the French - nov obsolete) was solved, 
and limited success vas also aphloved in the solution of .the 
French Hagelln Machine BC--58.-^5 important mUltary attache 
code (ASA trlgraph FVD) was solved at the beginning of the waro^*^ 

After 19^0 all Vlohy-French systezas vera autoniatioally compromised 
when filed with the German Armistice Commission in Wiesbaden • 

b. At least foiir Japanese diplomatic codes (including 
those designated by ASA trlgraphs JAE, JAH and JBA) vere jsolved. 
In 1956 and 1939 T*ho Agency collaborated with the Cryptanalytlc 
Section of the Foreign Office (Fers Z S) in a current soXlutlon 
of dally keys for the Japanese "Red" Machine,-^' 

c. Precise details on solution of U.S* systems are 
available. The agency had compromised copies at least; two 
U.S. State Department codes, namely "Brown" and "AJl", 
was also done on the U,S, State Department Strip Cipher 
and 0-2, the lead in 0-2 solution being taken by the Foreign 
Office Cryptanalytlc Section.-^** 

d. Croatian Enigma traffic was solved through compromised 
machine wiring 3. 3 9 ; 
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Little information is available on succeases In 

Greek and 



Solution of English systems. Polish, Turkish, 
patln American systems Here solved extensively. Prior to 
(19^5 ji appreciable success was achieved In the solution of 
il tall an diplomatic codes. 

During the first half of the year 19^^ Important de- 
codes designated ^as "VN's" (Verlaessliche Wachrichten) 
totaled 3,000 per month, ^0 Selected decodes vere sent to ' 
Field friar ahal Keltel, Chief of Armed Forces; to Hitler; and 
[by Keltel to General Jodl, Chief of the Armed Forces 
Operations Staff. They i^ere also sent to the Army, Mavy 
and Air Force High Commands, and probably to the Signal 

ands,^2 in addition. 



Intelligence Agencies of these co 
appro^timately 45 special reports vere sent each day to 
special recipients, such as the Field Economic Office, the, 
Department of Armed Forces Propaganda , the Western Armies 
Branch and Joint Intelligence. ''^3 

After 19^^* the Signal Intelligence Agency of the Supreme 
Command Armed Forces Issued cryptographic systems for the 
Army and inter service communications. One of its moat important 
responsibilities by the end of the war vas the evaluating of 
the cryptographic systems of other services. A file belonging 
to Dr. Erich Huettenhaln, Its chief cryptanalyst^ indicated 
that cryptographic studies were made on cipher teleprinters, 
£nigma machines, specially designed Bagelln machines, small 
cipher devices and hand systems 
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connection vlth Its security commitment s^ the Signal. 
Iiitelllgence Agency of the Supreme Command Armed Forces (OKW/ 
Cril) vas responsible for the tvo most serious German crypto- 
graphic mistakes of the var: the continued use in high level 
German military communications of the plugboard Enigma machine 
aiid the teleprinter cipher attachment SZ 42 In their insecure 
forms. OKW/Chl rejected the 19^3 proposals of the Army Signal 
Security Agency (IN 7/lV) that the (insecure) SZ 42 be replaced 
by the cipher teleprinter T52d, a secure device. 45 jt also 
froHned on suggestions that the Insecure plugboard Enigma be 
used with pluggable reflector wheels, a change vhlch 

Approximately 800 persons were employed 



opccept intercept* 

Volume 5 <^f this Report gives a more detailed account 
r this ajsrency. 




I 



8. 



The German Foreign Office Cryptanalytlc Section^* * 
The German Foreign Office had two cryptologic sections^ the 
4ryp tana lytic Section (Personal Z Sonderdlenst des Auswaertlgen 
Amtes, abbreviated Pers Z S) and the Cryptographic Section 

(Personal Z Chiffrierdienst des Auswaertigen Amtes, abbreviated 

Pers Z Chi), 

The Cryptanalytlc Section of the Foreign Office (Pers Z s) 
was the senior German cryptanalytlc agency. It was organized 
In 1919 or before. At its greatest strength it employed 
approximately 200 persons. Its mission was the solution of 
foreign diplomatic codes and ciphers. The Section had one 
small intercept station at Dahlem.47 Por the rest of its Inter- 
^icept it was dependent upon the Signal Intelligence Agency of the 
Supreme Command Armed Forces {OKVT/Chi), Ooering^s "Research" 
iBureau (PA) and the German Pos toff ice. 

^5d59, P 17 
46 

D 59, P 10; see also I 51 
^"^I 22, para 103 
^^I 22, para 103 
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The Crypt&mlytlc Section achieved its greatest suoceesee 
vlth diplomatic codes, both oixe-papt and t^o-part, enciphered 
and unenclphered. 

a. Prom 1955 until 19^2 it achieved practically 100 oer 
cent success in the solution of Italian diplotnatlc codes,*' 




b. 



and A-1 Codes. 



It read the United States State Department Oreyj 

50 also succeeded in solving Ainor>ir 

the for 



Brown 



Diplomatic Strip Ciphers 0-1 and 0-2, 
fashion based upon a compromise. 51 

The 



er 



the American 
in i)artlal 



c. Tne Section solved tifo British Foreign Office 
Codes and the British Government Telegraph Codes. 52 

d. In 19*^0 success in solution of Prench^ diploma tic 
codes uas estimated at seventy five per cent. 55 

e. A number of major Japanese diplomatic codes wre'readp 
and there is some evidence that at least one major Chinese 

1 VAr^ 5*^ 



The 



system vas solved. 

f , The Section also solved tvo machine ciphers. 
Japanese Fed Kg chine xfas solved in 1958 and read currently 
until February, 1959*55 The Section collaborated irtth the 
Signal Intelligence Agency of the Supreme Command Armed Forces 
(OKlf/Chi) in this solution, end it is not knora ifhloh agency 
deserves credit for the original solution. 56 In 1941- after 
a partial solution by Ooerlng's "Research" Bureau (FAj, the 
Sxjlsa diplomatic Enigma traffic vas solved. 57 

Little information la available on the Section* s achieve- 
ments In terms of intelligence. The distribution it gave its 
decodes Is unknoxm. The Section's personnel seem to have' 
thought primarily in terms of cryp tana lysis as a science p' 
rather than in terms of tfhat their intelligence contribution 

meant to a successful German diplomacy. 59 The Section seems 
to have been badly neglected by higher Foreign Office 
authorities^ both tflth respect to needed personnel^ and ^?lth 
Regard to interest In its vori. 
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Some of the Section's senior personnel acted in an advisory 
capacity to the Foreign Office Cryptographic Section (Pers Z 
Chi)* 59 The latter section was responsible for the preparation j» 
compilation, distribution and security of Foreign Office codes 
and ciphers. Few details are available concerning Its security 
studies or its personnel. It was presumably responsible for 
the use in German diplomatic correspondence of the code systems 
known as the "Deut aches Satzbuch", the Deutsches £i.'*;2buch 
enciphered by"Ploradora" (Army Security Agency trlgraph QEC), 
and the "one-time pad"(Army Security Agency trlgraph GEE), all \ 
of which were read by Anglo*American cryptanalysta .Volume 6 V 
of this paper gives an account of the oryptologlc Sections 
of the German Foreign Office. 

9, Qoerlng^s "Research" Bureau . — Goerlng^s "Research" 
Bureau (Relchsluf tfahrtmlnlsterium P or schung saint, abbreviated 
as FA) was formed in 1933. According to Qoering,it supplied 
the new Hazi government with a signal Intelligence organization 
I of its own which had "no political axe to grind nor ideology 
to followV 60 

In addition to non-military cryptanalysts, the "Research" 
Bureau had the following functions; 

a. As a Nazi censorship organization In peace-time It 
monitored telephone conversations in all large German cities 

I at first only In the Reich but later extending into Austria, 
I Denmark, and "German" Poland. 61. It had access to messages 
sent over all German oommerclai teletype and telegraph 
fac ill tie 3, 62 and maintained investigators in all main 

postal censorship offices .63 

b. In war- time It liaised closely In the censorship 
of all communications as directed first by the Abwehr and 
later by Himmler*s Reich Main Security Office. It Is known 
to have served the latter agency as a cryptanalytlc agency 
for Russian Agent messages. (As no cryptanalytlc organization 
within the Reich Main Secxirity Office is known to TICOM 

it Is probable that the "Research" Bureau filled this 
function). 6^ 

59 
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c. It i3iojilto2*ed vorld-vlde radio news broadcasts^ in 

particular the British Broadcasting Corapany (London) broad- 
casts. ^5 J 

d. It operated six wireless Intercept stations of its 
otfn^ for intercepting foreign dlplotoatlc and commercial traffic. 
In addition, it ejzchanged copies of wireless intercepts with 
the Signal Intelligence Agency of the Supreme Command Arirad 
Forces (OKW/Chl), the Signal Intelligence Agency of the Havy 
High Command (OKM/4 SKL/III), and probably with the Signal 
Intelligence Agency of the Commander In Chief German Air 

Force (Chi Stelle OBdL). 

As can be seen from the functions outlined above, the 
"Research" Bureau was not primarily concerned with cryptanalysls, 
Ko documentary evidence bearing on Its crypt ana lytic successes 
was found by TICOM. Based upon secondary evidence and 
scattered TICOM interrogations, the bureau's chief cryptanalytlc 
achlevemants seem to have been as follows: ' 

a. In 19kl the agency collaborated with the Cryptanalytlc 
Section of the German Foreign Office (Pera Z S) In solving the 
Swiss Enigma. 66 Personnel from the Bureau claimed to have 
broken Finnish (or Swedish) H&gelln traffic. 67 

b. According to newspaper reports^, 1938 decodes of French 
traffic revealed that, lacking English support, the French 
Government did not Intend to oppose the Austrian Anschluss 
with force. 68 

c. In 1938, during the Munich Coiiference, the "Research" 
Bureau is said to have solved the British system which carried 
Chamberlain's messages to London. Hitler once delayed a con- 
ference with Chamberlain for several hours in order to get such 
da code 3. 69 

d. Solution of Russian Internal wireless messages revealed 
bottlenecks In the Russian military supply system. The dates 

of this solution are unknown. 70 

65ip 132 ! 
66 
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The "Research" Bureau circulated its Intelligence in 
the following forma: 

a* Decode bulletins were sent regularly to Hitlerj, 
Goering, Field Marshal Keitel and General Jodl of the Supreme 
Command Az'med Forces (OKW), Foreign Minister Ribbentropi, 
and Admiral Doonitz of tho Mavy High Command. 

b* Individual items of ctirrent intereat, collected 
items on single subjecc, and consolidated special reports 
vere sent to interested ministries. : 

c. Special Jiaison officers were assigned to the Foreign 
Office, the Supreme Command of the Armed Forces, the Reich 
Security Office, the Economic Ministry and Ministry for' War 
Production, and the Propaganda Ministry.*^" 

Goering^s "Research*' Bureau had over 2,000 personnel • 
Less than one per cent of these were apprehended by TICpM for 
Interrogation. . : 

Volume 7 of this report is a detailed account of this 
agency. 



10. Collajj oration between German Si^al Intelligence 
Agencies in CrypVographic Ma^^^ — It seems probable that, 
pri or to 1 9 ^5 , ther e va s s ome s ob t of collaboration between 
the various branches of the German Armed Forces In crypto- 
graphic matters. The widespread usage of the £nigma machine, 
the universality of the teleprinter systems used, the all oca* 
tion of slmillar hand cipher systems to army, air force sand 
police units, all point either to an excellent cooperation 
in the cryptographic field, or to the existence of some: 
shadowy inter service agency or higher authority whose re- 
sponsibility it was to study, test and recommend the intro- 
duction of such devices and systems. There is no reference in 
the TICOM material to such an agency, other than a passing 19^2^^ 
reference to "the big executive committee," a group which ap- g 
parently had some responsibility for cryptographic changes and 
Improvements in a cipher type teleprinter .72 Prom the headings 
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on various raeiDos belojiglng to Dr. Huettenhain (chief crypt* 
analyst for the Signal Intellif?ence Agency of the Supreme 
Comraand Armed Forces (OKV//Chl)), it could be assumed that the 
Chief Armed Forces Signal Communications Group (OEW/Chef Ag 
VKV) acted as a senior military cryptographic authority, j 
approving or disapproving the introduction of various systems, 
and using the facilities of the Signal Intelligence Agency of 
the Supreme Command Armed Forces (OKIZ/Clii) and the army agencies 
(Inspectorate 1 /^l (In 7/Vl) and the Army Ordnance Development 
and Testing Group Signal Branch (wa Pruef 7)) as its staff or 
advisory agencies ,73 i 



Chief of Staff of the 

made 



Keltel^ 

dated October 19^3j 



An order from Field Marshal 
Supreme Comiiiand Armed Forces (OKW), 
the introduction of new ciphers for branches of the Armed Forces 
contingent upon the agreement of the Supreme Comrnand Armed 
Forces (OKW), and probably upon the agreement of the Signal 
Intelligence Agency of the Supreme Command Armed Forces 
{0KW/Chl),7^^ 

In 1944 General Praun, vho vas both Chief Signal Officer 
of the Sunreme Command Armed Forces (OKV/AfPSt/Chef VOJV) and 
the Chief Signal Officer of the Artiiy (OKH/Chef mSM)^ made,' 
the Signal Intelligence Agency of the Supreme Command Armed 
Forces (OKK/Chi) a central clearing house for all German | 
cipher development atnd security scrutiny vork. This was easily 
done with v&fBTQnee to the Army. On September 3, 19^^ » General 
Praun signed an order directing that the cryptographic develop- 
ment and testing functions of the Army be turned over to tlie 
Signal Intelligence Agency of the Supreme Command Armed Forces 
(OKW/Chl). Personnel from the Army Security Agency (In 7/lVj, 



75 



35t various letters and memos. From the headings of crypto 
graphic manuals, it could be assumed that Ag WHV^u 1, as 
issuing authority, was responsible until 19?4, when OKW/Chl 
apparently replaced it. See OKW/Ag VTJIV/Pu I "Schluesselan- 
leltung zum RS 44" dated March 27, 1944 and OKtf/Chef WFiSt/ 
Ag WlJV/Chi "Rasterersatzverfahren^' of Dec. 7, 1944, TP 31 
and TP 52 respectively. i 
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including fFechnlclan Dr. Frlolco^ and the personnel of In* 
spectorate 7/Vl (In 7 /VI) vfho tf©re engaged In crgrptographlc 
vork, vere transferred Into the Signal Intelligence Agency 
of the Supreme Command Armed Forces ( OKtf /Chl ) . 75 Thereafter j, 
Hhlle the actual production of ]£ey8 vas left as an Army re- 
sponsibility^ the Signal Intelligence Agency of the Supreme 
Command Armed Forces (OKkT/Chi) devised the cipher systems and 
provided the material for Array key production.? 

Vflth the Hfavy and the Air Force the picture uas somexrhat 
different • They wre permitted to continue their crypto^aphlc 
development vork, cmd retained the right to say tjhlch of their 
systems ifas to be used In uhat place — so long as the Signal 
Intelligence Agency of the Supreme Command Armed Forces COEW/ 
Chi) concurred from a security standpoint in the original 
introduction of the systems • As Admiral Kraus^ of the Signal 
Intelligence Agency of the ITaval High Command (OEM/4 SEL^II) 
pointed out, "OKVf/Chl recommendations could only lay doro the 
(security} limits iTlthin ifhich it \fas possible to use a 
system." The responsibility for whether and vhere a Havy, 
system uas to be used lay irith the llavy,77 

Vfith regard to ciphers used by the Waff en SS, the Signal 
Intelligence Agency of the Supreme Command Armed Forces (OKU/ 
Chi} had consultative powers only. While General aimmlerp 
successor to General Praun as Chief Signal Off leer ^ publicly 
character iged the cooperation between the two services as 
"perfectJTo q^i Mettlg, chief of the cryptographic division 
in OKW/Chlj, indicated that an effective supervision was never 
introduced. 79 
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The preeminence of the Signal Intelligence Agency of .the 
Supreme Command Armed Forces (OKW/Chl) In cryptographic 
matters and security vas apparently ^^^^\^}^^2^7 irlth the 
military services. In his speech of Doecn^cr^D ^ 19^*^^ 
General Glmraler pointed out that primacy in the civilian 
field was dependent upon voluntary concurrence from the , 
agencies affected. He could only plead that "OKli was pre- 
pared to take the lead in this matter, providing that the i 
Party and State concurred" and requested that "the Party and 
Relchs authorities" cooperate ,80 Goerlng's "Research" Bureau 
fPA) developed its own codes and cipher 3,*^^ although the ^ 
Bureau did use cipher teleprinters adopted by the military 
services. 82 Evidence is available that in 19^5 administrative 
hand ciphers (Behoerdenhandschluessel) were issued to Senior 
Specialist tfenzel of tli© "Research" Bureau (FA)»85 A almillar 
situation prevailed with the Gennan Foreign Office. The Signal 
Intelligence Agency of the Supreme Command Armed Forces (OKH/Chl) 
was never allowgd to know the details of the ciphers used 'by the 



Foreign Office aC>*f The Foreign Office, 
teleprinters and Enigma Tr,achlnes.o5 



however, did use cipher 



11. Collaboration bet wee n German Signal Intelligence 
A gene 1 e s In ^ ry p t snaly tl c Ma t ter s . - - !Rfia collaboration between 

genctes in cryptanalytic matters varied. In general relation* 
ship between. Qoering* 3 "Research" Bureau (PA) and the Signal 
Intelligence Agency of the Supreme Command Armed Forces (OKW/ChlJ 
were not overly cordial. The Sigixal Intelligence Agency of the 
Naval High Command (OKmA SKL/III) maintained a traditional 
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navy reserve In dealing with other agencies, 
level 



There was no high- 



signal Intelligence coordination, and there iras frequent 
Overlapping and duplication of effort between the agencies \ 
^dealing with diplomatic oryptanalysls. But, with the exceptions 
noted above, there seems to have been as much liaison and as 
^uch cooperation as were necessary. 
In the case of 



This was especially true 
the military field organizations, the Army Signal 
Intelligence Regiments ("KOHAs**) and their Air Force equivalents, 
the Air Signal Regiments (LK Rgts). 

a. Relationship s between Foreign Off ice Cr 

e search" Bureau" and 



Section, JSof^ 1 ng^s e s ear ch Burea u , and the Si 
[Agency of the Supreme Command Armed g^^^ — 
Section of the Foreign dfflce (Pers Z S) 





3>tana lyti c 
j. IntelTigenoe 
Crypt analytic 



enjoyed reasonably 
good working relationships with both Goerlng*8 "Research" 
Bureau (FA) and the Signal Intelligence Agency of the Supreme 
Command Armed Forces (OKW/Chl). As stated, however j> the re- 
lationships between the latter two agencies do not appear to have 
been cordial. , 

The Foreign Office (Pers Z S) received the bult of its 
Intercept from Goerlng's "Research" Bureau (FA) and the Signal 
Intelligence Agency of the Supreme Command Armed Forces (OKlf/ 
Chl),^^ It received numerous compromised codebooka and keys 
from both agencies. 87 Cooperative attacks on difficult 
problems were not uncommon. In the case of an unspecified 
U. S. Strip System, the Signal Intelligence Agency of the 
Supreme Command Armed Forces (OKtf/Chl) worked on the point-to- 
point traffic, while the Foreign Office (Pers Z S) worked on 
the circular traffic, 88 nith a complete ejcchange of results. 
In the case of the Japanese Red machine, the Foreign Office 
(Pers Z 3) attempted to solve messages sent on even days, while 
the Signal Intelligence Agency of the Supreme Command Armed 

Forces (OKtf/Chi) attempted to solve messages sent on odd daySp 
a "practical ar rax^gement " reached also between the U. S« Army 
and the Kavy prior to the Pearl Harbor disaster. Results 
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Here exchanged^89 Goerlng's "Research Bureau (PA) and the 
Foreign Office Crypt€uia lytic Section (Pers Z S) cooperated 
on the solution of the Svlss EnlgD:a.90 Exchange of code group 
Identif Icationa^ additives and enclpheriiig keys betveen these 
tvo agencies were frequent , especially on English, Italian 
and Vatican Personnel were exchanged betveen 'the 

Foreign Office Cryptanalytlc Section (Pera Z sj and the Signal 

(OKW/ 



Intelligence Agency of the Supreme Comiaand Armed Forces 
Chi ) . 92 



^11 



Goerlng*s "^Research** Bureau (PA) vas formed by a s 
group of oryptanalysts tJho left the Cipher Department of thn 
Kelch Defense Ministry (Relchsvehrminlsterlum) ^ the pre- 
decessor agency of the Signal Intelligence Agency of the Supreme 
Command Armed Forces (OKVf/Chl), This defection may account for 
the bad feeling between the two agencies. 95 There are no known 
example 3 of direct C3?yptanalytlc exchanges between the two 
agencies, nor were there subsequent eJ^changes of personnel* 
Qoerlng*s "Research" Bureau (PA) was not given access to the 
special cryptanalytlc machinery developed by the Signal intelli- 
gence Agency of the Supreme Armed Forces (0Ktf/Chl)^9* although 
this machinery was made available to other agencies. Relation- 
ships could probably have been improved had not Goering'a 
"Research" Bureau (PA) sought to take over the Signal Intelll* 
gence Agency of the Supreme Command Armed Forces (OKW /Chi). 95 
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I 31, para 53 
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DF 9 P 3 

I 131, P 5; 1 78 p 4 



27 



n 




3560861 



Bureau 



With refer#*nce to the exchange of traffic, however, 

collaboration was apparently couiplete. It la known that In 

early 19Uk approximately one third of the Intercept received 

by the Signal Intelligence Agency of the Supreme Coimnand 

Armed Forces (OKW/Chl) came from Goerlng's "Research 
(PA), 96 

The latter always received copies of all the traffic 

of the Supreme 

b. MlJLitarv Agency Re la tlojfishiuB-" exchan ges of crrotana 

jrmation,-- Collaboration between the 



lytic informan 



intercepted by Signal Intelliffence Agency 
Command Armed Forces (OK>f/Chi; 3tratlons.57 




Intelligence agencies (OKH/GdRA and its predecessors. In TA^ 



and HSjS Oa^) and the Slgn^al Intelligence Agency of the Supreme 
Command Armed Forces (OKV/Chl) was excellent. The Chief Signal 
Offlcit^r or tiie fiupreine CoTcinartd Armed Forces (OKW/Chef WMV) was 
fl]B0 the Chief Signal Officer of tlv& Army (OKH/Chef HNWi98 
However, since the Supreme Command agency* s commitment was 
dlploiftatlc and Viillitary attache traffic^ no broad basis for 
cryptanalytlc liaison exlBted. 

The Army and Air Force Signal Intelligence Agencies 
maintained permanent llalf^on on Ezvgllsh Naval and Air systems 
(SYKO^ M209i.99 In 19^^3 tJie Array Agency (OKH/ln 7/VJ) had 
discovered how to recover true M-209 settings from relative 
settings, and they had passed the technique on to the lUtvy and 
Air Force agencies- 100 According to Senior Specialist Tranov 
of the Naval Agency, however, the Army-Ravy cooperation was 
given up in early 19^^ slace "no results of value were ob- 
tained, 101 In \9k3 the Signal Intelligence Agency of the 
Supreme Command Armed Forces (OKVf/Chl), the Cryptanalytlc 
Section of the German Foreign Office (Pera 2 S), and the Signal 
Intelligence Agency of the Commander in Chief German Air Forces 

(Chi -a telle OBdL) collaborated on solution of an unidentified 
US strip system. i02 

9^F 9, p 3 
^IF 108 

95, p 3, ^ 



100 



I W, p 2 



"^I 93, P 5 
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The Army-Kavy- Air Force field collaboration vas usually 
excellent. 103 It embraced on occasion exchange of personnel 
and equipsoent^ a complnte exchange of reports, and a close 
oryptanalytlc liaison on operative systems. 10'^ Eastern front 
reports shov a detailed operational collaboration betveen 
Air Force Signal Regiment 555 (Ul Regt 553), the Army Signal 
Intelligence Regiment 1^ (XONA 1), and the Naval units dealing 
vith Russian Black Sea Fleet traffic. 105 Army Signal Intelli- 
gence RegliMnt 5 (KOKA 5) vorlced closely vith the Air Force 

Signal Intelligence organizations in the VTest (at Paris and 
Moisy).10 

During th^ period 19^0-19^2 the Signal Intelligence 
Agencies of the Navy {OKM/'^ SKL III) and the Air Forces (Chi- 
Stelle OBdL), and the Signal Intelligence Agency of the Sup- 
reme Command Armed Forces (OKW/Chl}^ and also Gearing's 
"Research" Bureau (FA), all collaborated on solution of the 
English Interdepartmental Cipher. 107 There vas "Research" 
Bureau (PA) -Naval (0KI4/^ SKL/III) cooperation on the solution 
of the British Government Telegraph Code (South Africa) and 
Bentley'3 Code. 108 The Array Agency, Inspectorate 7/Vl (In 7/ 
VI) actually vorked on Twklsh diplomatic traffic, by agree- 
ment vith Goerlng*s "Research" BureauJ^^y and had Army Signal 
Intelligence Regiment 4 (KONA Intercept this traffic for 
them. This vork probably duplicated efforts of the Signal 
Intelligence Agency of the Supreme Cotnirand Armed Forces (OKW/ 
Chi) hovever. 
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I 26, p 2 



US M-9*i M*209, Slldex, Russian codes, etc 
130, p 15 
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Milita 




ea cy ReXatlOQahlps — g^^^ 
Bovopaaohexmy of the Signal InfelUgence Agency 

(OKW/Chl) and a group of his 




In 19^2 Prof, wovopaaonenny 
of the Supreme Ccmuiaxid Armed Forces 
cryptanalysts were transferred to Intercept Control Station 
East (HLS), one of the predecessors of the Signal Intelligence 
Agency of the Array High Coraraand (OKH/OdNA) for vork on the 
main Ruaalan army fivo^flgure code. 110 At one time the 
Naval commander In the Aegean area placed his radar Intercept 
personnel and eqiii-ptnent under the coBnnand of Air Signal 
K(»giment {I*N Rgt) 553, m On one occasion personnel frota Air 
Signal Regiment (LN RgtJ ^^jf vent aboard the cruiser "Prlnz 
Eugen'* to monJ.tor traffic froca the Air Arm of the Russian 
Baltic Fleets 112 in the spring of 19*2 the Signal Intelligence 
Agency of the Raval High Coioaiid {om/^ SKL III) exchanged 
personnel vith the Army and Air Force in order to flet trained 
Hollerith operators. 113 in 1939 Dr. Huettenhain of the Signal 
Intelligence Agency of the Supretne Gomioand Armed Forces 
^OKW/Chi) vas detailed to^the Army agency to vork on solution of 
French military systems 

d. Military Ai?encT Relationohins — Cooperation with reaard 



to IBM and 




io Mac hine 
:V athre 




Agency . 

use of IBM {Hollerith} equipment, 
up in the winter of I939 and 19*^0^ 

Army Inspectorate 7/VX (in 7/Vl),onB of the predecessors of the 
Signal Intelligence Agency of the Army High Command (OSE/GdIIA)«l> 



e Army Signal Security 
In 7/IV) pioneered in the 
Its installations were set 
and later transferred to 



IP 
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In Harchf 19^2, representatives of Ooerlng's **R68earch** 
Bureau (FA), and of the Signal Intelligence Agencies of the 
Commander In Chief Air Forces (Chi Stelle OBdL) and the Hayy 
High Command (OKM/4 SKL/III) visited the Army installations 
and obtained valuable information as to the possibilities of 
IBM in oryptanalysls.ll^ The Signal Intelligence Agency of 
the Supreme Command Armed Forces (OEK/Chi) never ovned Its 
own Hollerith machinery and used the Army Installations* 117 

In 19^^ the Signal Intelligence Agency of the Supreme 
Command Armed Forces (OKW/Chl) developed a number of "decoding 
device s7 some of vhich vere handed over to the Army, Kavy 
and Foreign Office agencies. 118 The Digraph Weight Recorder 
(Blgrammsuohgeraet) vas made available to the German Veather 
Service (WEHUHB).119 



e* 



Millta 



s 



a'^*g_ooBerati on yl th 
Research^ Bureau 



CPS) 




Ageac;r Belatlona M 
regard to Interception .-— Goerljag 

o'coaslonally f'lirnished the Signal Intelligence Agency of the 
Commander In Chief of the Air Force (Chl Stelle, OBdL) vlth 
traffic. The amount of this traffic Is not knovn. Goerlng's 
"Research" Bureau (FA) also passed some intercepted oonmierolal 
traffic of naval interest to the Signal Intelligence Agency 
of the Kaval High Command {om/k SKL/III).121 German 
navy passed its weather intercept to the Air Force, vho had 
some interservlce responsibility for the solution of weather 
traffic.*" On operational fronts, vhea army search receivers 
found air force frequen ies, information concerning these 
frequencies was suDplied to the appropriate air force field 
intercept units.-*-^^ The Signal Intelligence Agency of the 
Supreme Command Armed Forces (OXW/Chl!) controlled a naval 
direction finding station in Spain. 124 
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against agent-partisan systems warrants separate discussion* 
This effort was shared by at least three organlzationsj and 
perhaps a fourth. The organizations vere: the Signal Intelli- 
gence Agency of the Supreme Cooimand Armed Forces (OKV/Chl), 
Army Inspectorate l/Vl (OKH/ln l/Vl), perhaps Goerlng's 
"Research" Bureau (FA)^ and a small organization vhlch did 
little or no cryptanalysls^ the Radio Defense Corps of the 
Supreme Command Armed Forces (OKW/WHVy^lI III). The relation*- 
ship between these agencies Illustrates collaboration in both 
Intercept and cryptanalysla, and an allocation of primary 
responsibility which varied from problem to problem. 

At the beginning of the var^ responsibility for monitoring 
clandestine transmissions in Germany and the occiH>ied terri- 
tories was borne by the Radio Defense Corps { OKU /WtV /FX! Ill) « 125 
In the spring of 19'l>2 the Radio Defense Corps pressed for the 
establishment of its own cryptanalytlc section. Neither the 
Army nor the Supreme Command signal Intelligence agencies vere 
anxious to see the establishment of a new ca^tanalytlc agency 
for agent traffic. Accordingly, a section for oryptanalysis 
on agent transmissions was established in the Army Inspectorate 
7/Vl <In 7/VX).^^o This section was known (from its chief) 
as "Referat Vauck". 

Originally located in Berlin^ Referat Vauck moved in the 
fall of 1945 with the Radio Defense Corps (FU III) to Dorf 
Zinna^ near Jueterbog. It was transferred in the fall of 1944 
from Inspectorate 7/vi (In 7 /VI) to the newly formed Signal 
Intelligence Agency of the Army High Command (OKH/OdKA) and 
was transferred again in early 1945 to the Signal Intelligence 
Agency of the Supreme Command Armed Forces (OlOf/Chl/Or. IV). 
Both these latter changes vere administrative only^ since the 
section remained with the Radio Defense Corps at Jueterbog.I27 
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I 115, P 2 
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flefsfat Vauck did aot enjoy a monopoly on agont opypt* 
analysis. Moafc of Its and the Radio Defense Corps' (FU III) 
effort vaa concentrated on western agent networks (France^ 
Belgium). In the eastern and Balkan theaters ^ other agencies 
handled the bulk of agent intercept and cryptanalysis, as 
follOTrs; 

(1) Russian Partisan Traffic — The work done by Referat 
Vauck on this problem covered only the period rald-19^2 to 
mld-19*;5. Its work was then taken over by a section under ^ 
tt^ Schubert of Army dignal Intelligence Regiment (KOHa} 6.^^^ 

Schubert was ultimately transferred to the Signal Intelligence 
Agency of the Army High Coamiand (OKK/OdUA), where he took 
over "eastern" cryptanalysis on the JEVD-partlsan networks 

(2) Yu goslav systems -* Most of the interception and 
cryptanaXysTs on Yugoslav systems vas done^ not by the Hadlo 
Defense Corps (PU III), but by a special detachment of Army 
Signal Intelligence Regiment (KOKA) 4, stationed in Belgrade.-'*^ 
Cryptanalytlc work on the more difficult Balkan systems was 
done in Berlin by Balkan Section (Referat Bailovlc) of Army 
Inspectorate l/Vl (In l/vi), itiio thus complemented the 
activities of Referat Vauck .^^^ 

(5) f ollsh Resistance Movement Systems— In 19^3 Referat 
Vauck solved the principal system used by the Follsh Government 
in Exile (London) for communication with the Follsh Resistance 
Movement (Warsaw). So important was this traffic that. In the 
fall of 194jJ, eight members of Vauck 's Section were transferred 
to the Follsh Section in the Signal Intelligence Agency of the 
Supreme Oommand Armed Forces (OKhyChl, Gr. V). The Intercept 
work done by the Ri^^dlo Defense Corps (fu III) was augmented 
by the Signal Intelligence Agency of the Supreme Command 
Armed Forces (OKW/Chi) intercept station at Lauf ^^-^^ 
I.B^M. assist rnce was given by Army Inspectorate 7/Vl (in 
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Tbere is one reference (by Lt. Schubert) to "Research** 
Bureau (PA) paj^tlclpatioa in this vorlc. In Jaaauaryj 19*5, 
Senior Speoialigt (ORR) Wan^el of Goering's "Research" 
Bureau (PA) vas sent by the Radio Defense Corps (OKW/WHV/ 
FU III) to the Signal Intelligence Agency of the Army High 
Cotomand (OSH/GdNAJ to work on resistance movement systems.^" 

{h) other Agent Traffi c-- Duplicates of all Radio 
Defense Corps intercept were forwarded to the Signal Intelll* 
gence Agency of the Supreme Coin:nand Armed Forces {OSM/ChX), 
who J on occasion, helped Referat Vauck with more difficult 

problems . 15* 



12^ Other Euro 
a. 



19*3, arralstlcej 




an Axis C 
^analytic" 



tana lytic Agencies- 



re were four 




September^ 
an oryptologlo agencies j 



the two most Important being the Cryptanalytlc Section of the 
Army Intelligence Service {Servi2io Informazlonl Hllltarl^ 
abbreviated SIM) and the Cryptanalytlc Section of the Havy 
Intelligence Service (Servlzio Informazionl Specially ab- 
breviated SIS). Thes^ two agencies had both cryptanalytlc and 
cryptographic functions. The Ministry of Foreign Affairs 
maintained a small cryptographic office (Ufficlo Crittografico) 
to compile Italian diplomatic codes and ciphers .135 The 
Inspector General of Political Police in the Ministry of the 
Interior (Publlca Slourezza] also maintained a cryptanalytlc 
section to deal with '^Communist** and "foreign agent** codes 
and ciphers. The Italian Air Force Intelligence Service 
(Servlzlo Informazionl Aeronautica, abbreviated SIA) main- 
tained Its own intercept organizatlonj but no cryptanalytlc 
personnel* The Cryptanalytlc Section of the Navy Intelligence 
Service (SIs) acted for the Air Force in this matter^l^T 
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1.26 p 27 



^-'^or example J 
called '*Rote 



their work on the Russian agent traffic 
3" - D60, page 16. 
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After Septetiiber^ 19^-3 m tba fmctiona cf the CaryirfcaaiBlytlc 
Stiotlou of the An:^ Intel3-ige2ioe Service (SUl) vere taken over 
by a nso*7a3ClBt oi'*EarjA.ratianj tlie Defense Intelligence Service 
(Servlzlo Inf orraasionl Dlfes^, abb]:*eviatQd SID), vlalct con* 
fiiied Its acrt^.vitiea tc i^cr3rieral£il and broadcast laanltorlng and 
solution of aysteiiut read by its predeciessor agency* I38 No 
TICQH iiifori£iQ.tloa is available coxicero.lng the poat^ig^J 
aotivltlea cf th^ otheri* jfigencles mentj.oned above « 

The Cryjrbanjalytio Section of the Amsfy Intelligence Service 
/aiK) cialnt5iJjiGd faui^ fized ,ijitcr*iept stations in Italy, and 
a field orgfijoijsatlon vboae prociae Et^^ength la unkaovn,l39 



After June, 1 9*1-5* each field anay probably disposed of both a 
oryptanalytlc jsu^ty (BTocleo) and intercept fecill ties, 1*0 
The Cryptan-iiytic Section of the Savd Intelligence Service 
Ibis) maintailied s^ven fijced iateroejTt stations in Italy and 




its possesaioiis. It also controlled Intercept groups located 
on the flagsblpa of all naval cocmands-^^-'^ 

Italian cj^taaalytlc Buocesnes aeem to have been limited. 
The Army Cryp tana lytic Section vorJced on diplomatic, military 
attache, catiinrarciei ajid ai*my systems. 1^2 The Haval Section 
concentrated its efforts on Brltiah Kayal and Air operational 
cadaa^l*3 Both sections vere small, l^v4 trained oryptanalysts 
vere at a pi'emiuiaj 1^5 and IBI4 equipment was difficult to 
prociJire. The Arajy Cryptanalytic Section read tlie IT* S. State 
Department "Brovn'* Qade (fchrougjj cotwpromiF'e } and solved (or 
purchased} aereral other TJ. 3, cystemfi including the Military 
Intelligence Code Ho. 11.1^6 According to General (Jamba, head 

^^^IP 1517^ 152*^, 1526 

^^^w 1517 

l^OlP 1520, IF, 1523 
l4l 

IP 2og 
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Of the Section^ they alao read a British diplomatlo five- 
figure code J and an imenclphered four-figure ^ tvo-part 
British diplomatic code (Foreign Office "R** Code ?J, as 
veil as French J IFurklsh and Rumanian systems. I'^T The H&val 
Section read British naval tactical codes^ the dally ^ 
changing air code enciphering tables, and an unidentified four* 
figure "Anglo-American Naval code". 1*8 A four*flgure British 
Naval code vas read froni 19^1 until the North African landings 
in HovetDber, 19'J2*1^9 

!Phe Oermane held a low opinion of Italian cryptanalytic 
capabilities^ and considered their cryptographic procedures 
to be highly insecure. As a result, good cooperation vas never 
achieved. What formal liaison existed^ ended vlth the 19^3 
Armistice. The Oermans then took over the remnants of the 
Italian organization (SID), dissolving It in February, 19^'^.^50 

For a more detailed discussion of the Italian cryptanalytic 
organization see Volume 8. 



b* The Hun ga rian C 




The Hungarian 



Cryptaxialytlc Bureau (Seotlon X of the Oenepel Staff ^Hungarian 
Aane unknovn) was subordinated to the Ministry of Defense. It 
had a strength of approximately fifty persons. 151 its 
principal oryptanalytlo vork vas done on TurldBh codes and 
ciphers, as veil as Italian, Polish and Russian systeas. TIROH 
recovered approximately 90 code booica from the agency, covering 
vork on codes from 16 countries.!^ The organization vas 
evacuated In 19^5 to Oennan territory, and later dispersed 
Into Hungarian collecting caoips. 

^*^IP 1518 
1^ 

IP 209, IF 1527 
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IP 1527 
^50jp 1527 
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The Hungarian Buroau was said to have had an ejcoellent 
rolatlonstiip vlfch the Qenmui Slgoal Intelligence Agency of 
the Supreme Comniand Anaed Fo3?ce8 (0£W/Chl)^ and the Finnish 
oryptanaly-tlig organ! aatl on • 

For further d.lBCuaslon on the Hungarian Cryp tana lytic 
see Volume 8. 

AMnoT — A small Austrian 



Tbe Austrian Cryptanal 
Cipher Bureau (sub ordination a5S 




Agency, 

c- ^ 

name unknown) had 
been In existence for eome years prior to 193^ • It had a 
staff of at least five key ci*yptanalystSj vho vorkad principally 
on Italian, French-, Svlaa, Yugoalavj Spanish, V. and English 
systems. Before 1934 j and during the critical period prior to 
the annexation its personnel made a regular ** black market" 
exchange of oryptan&lytlc results with the Signal Intelligence 
Agency of the Oerman Var Ministry (Reichakriegflmlnlaterlian) 
dealing with Senior Specialist (ORB) Fenner and Captain (later 
Major and Colonel) Boetsel. After annexatlonj its principle 
cryptanalysta went to york for various Oerman Signal Intelli- 
ence agencies including the Signal Intelligence Agency of the 
upreme Command Armed Forces (QKV/Chi)^ and 0oerlng*8 *^esearch** 
Bureau (?A}. 

d, !Fhe Finnish CrTPtanalTtic A 





;eno 



name un 



The Finnish Signal 

own) was subordinated 



Intelligence Agency 
to the military intelligence organ! asat ion of the Finnish 
General Staff « Of appro^cimately battalion strength^ It was 
subdivided into intercept^ cryptanalytic and evaluation unlts«15J 

Highly regarded by German cryptanalysta ^ with whom 
e:xcellent liaison existed^ it vorlred on militaryj naval and 
diplomatic traffic- First priority was given to Ruaslan traffic j 
follcved by Polish, Swedish and S. traffic-15* They »uc- 
ceeded In solving the five-figure Russian military code used 
at the time of the first Kusso-Flnnlsh war* In 19^3 they also 
solved an unspecified U. S. Strip cipher .153 

See Volume 8 for a further discussion of the Finnish 
Cryptanalytic Agency • 



153 
15* 

155 



I 106 p 3 

I 111 p 4 
I 31 p 9 



37 



3560861 



e. The Bulgarian Cryptam lytlc A^ency ^ — TXG(M aourcea 
make only one reference to Bulgarian cryp tana lytic work* 
In 1944 the Sljgnal Intelligence Aijjency of the SupPeino 
Command Armed Pcrcea (OKVf/Chl} gave a training oourae to 
certain Bulgarian cryptanalytlc personnel. 15o 

15. Llalflon betvee ii German Signal Intelllicence Ai»nci6B 
and other Ajds crrptana 




^ rman 

uliT^ary oryptanalytlc agencies appear to have engaged 1^ 



active llalBon vith allied {Axis) cryptana lytic agencies. 
There la no evidence (from TICOH sources) that any foreign 
liaison was undertaken by Goering's "Research" Binc'eau (PA) 
or the Oryptanalytlc Section of the German Foreign Office 
(Pers Z SJ. The Signal Intf^lllgenoe Agency of the Supreme 
Command Armed Foi^oes (OKVf/Chi) appears to have had some 



primacy, especially In the field of relatlonehipa with 
Japan.*" 

a« Liaison vith Japan . — The Signal Intelligence Agency 
of the Haval Command tQKM/4 SKL III) attempted to give 

the Japanese data on the British Naval Cipher No. 3, receiving 
in return some strips and settings for the U. S. Strip Cipher 
"DTJPyH^ 158 There vas a formal liaison between the Simal 
Intelligence Agency of the Supreme Command Poises (OEtf/Chi) 
and the Japanese military attache in Berlin. Some data on 
American systems vas given to the Japanese, but no intelligenc 
was exchanged . 159 In January^ 19^5> ^ German Inters er vice 
oryptanalytlc delegation was to be sent to Japan by submarine, 
but the plan never materialized, 

^5^1 96, p 5 

■"•^^I 119, P 6; I 29, P 6 
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^ I 93, pages 8, 9; I 12, P 19 
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"b, Lialspn vlth Italy . — Thara vas little practical cryp*- 
anolytic colliioopatlou vith the XtallanB. Code book groups 
vere exchanged , Ttie Gensaas iiad no oonfldezice in the ee- 



ourity of Italian oryptograsshlc systems, lc>2 utalson vas tep- 
mlnated at the aaid of 19^5- 

MalacJi vltb Bucgary . — Aocordiag to Colonel Kettler 
of the Signal Xntelliaeno^ Agency of the Supreme Command Armed 
Foi*ces (OSV^/Cht)^ liaicoii vith the Hungariana had existed since 
the 19S0'©.^^ In the spring of 19^ one-eighth of the inter- 
cept used try the Signal Intelligence Afsoncy of the Supreme ^ 
Command Armed Forces (OKW/chi) oaat; from Eungarian aoiiroea.^^ 
Prom April, 19^4, until January , 19^5* a Eunga3?lan Intercept 
oon^pany vas attached to IIl/Alr Signals Regljaent 553 
Hungarian agency also sent Italian j Kumanion and Polish traffic 
to the Signal Intelligence Agency of the Supreme Command Armed 
Forces (OK5//0hi)^ vho returned solution methods on this traffic 
to the Eungarian agency. 

d. Liais on vith Finlan d. — The liaison vith the Finns on 
HusBian traffic seems to haviHseen the most satisfactory co-- 
operation undertaken hy the Germans. Detachments of Air- 
force Signal IntelLLgencH personnel vorked vith the Finns at 
Mlkkeli a3id Sortavala.^ There vere pe3:*iaanently assigned 
llflLlaon officers, hoth Finnish and German, at the Finnish - - 
agency and the Ariny Bign&l Intelligence Agency East (BLB/Ost) .-'■^3 
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T,he coopex'^^'clon embraced exchange of Intercepted traffic, vork 
on keys and systems (including non^rBuaslan systems, such as 
an unspecli'led U. a. Strip System^ '^^ and exchanges of equip- 
ment. There Is, however j some evidence that the Finns did 
not provide the Geriitans vlth all the cryptanalytlc material 
avallablo ^'^^■^ 

o. Li aison ylth Spajji and Bulgaria — Cryptanalytlc 
liaison between these two countries and the Germans appeared 
to be unimportant, 

14 • nhAT*t^ fl^^ of European Axis crypts - 

analys is- ""IJnart J^^^ summarizes the results of the European 
Axis cryptanalytlc effort against the cryptographic systems 
of other nations^ as learned from TICOH source s^ aad as 
annotated with Army Security Agency material. 

For purposes of brevity, the following abbreviations / 
have been uued In this chart: 

FA* represents Ooerlng*s '^Research'* Bureau (FA). 
OKH*- represents the Signal Intelligence Agency of the 

Army High Command (OKB/GdJiA), Its predecessors 
and/or field \uilt3« 
OKL*- represents the Signal Intelligence Agency of the 

Air Force High Command (OKLAJS Abt 350)^ Its 
predecessors and/or field units. 
OKH- represents the Signal Intelligence Agency of the 

Navy High Command (OlEM/^ SKlVHI and/or Its 
field units • 

OKW*- represents the Signal Intelligence Agency of the 

Supreme Command Armed Forces. 
Pers Z S- represents the Foreign Office Cryptanalytlc 

Section (Pers t S). 
SID" represents Italian Defense Intelligence Service 

(SID), (see Volume 3, Page 13). 
SIH^ represents Italian Army Intelligence Service (SIN) 

and/or Its field units. 
In many cases, positive system Identifications could not be 
made. Where doubt existed, the systems were therefore entered 
separately. Thus, many systems may have been entered more 
than once In the chart. 

^70l 31, p 9 
^■^^I 8*, p 5 
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Volume 1 
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A 27. xiat cf DoourieutiG Re^elvod from Kungarian Crypt, 

Unit E^igenf elrten . " A TICOM Publtaatlon, 

Abwehr.-- KUltary Inteillgeucs. 

Agents 5€?ct;ion of 

naincid for its ciiief . Plrot 

Ag WTfVA'u (Ai 



a 7/Vl, — Ileferat; Vauck (Vauok's Soctlon, 
chief, PiPGt lit. Vauck). 

FunlcuG^;erTracliung) . — Armed Forces Radio Monitoring 



t4 U 



Art:ay 



Air ^sigucl flegi?£:en i. — /jof tnaciiriclit enr eg ixnent (LU Regt J , 
Amt s;?ruppe Vol-irra6.chiina.c;ar lohtenvGrbindungen/Vimkuebervacliung 

(A^ v:^v/Pu). — Araaad Forces Sadlo Monitoring Service, 
Armed Forccis Radio Konltiorlng Service, — Ajntsg;*uppe Wehrmacht- 

nacliriohtenvarblndunsejv^iinkuebervachu^ (Ag \iTtV/F\x) , 
Ordnaiice, De^olopmeat end Teg ting Group, Signal Branch* — 
Chef cler Kaerearu^atimg und Baf ehlshaber de& Ersatzheerea, 
/.iat£gxn\px)e fuor iiatwlcklung und Pruefung doa Heeres- 
wiff enacts, V/^i,ff enpruef ung, Abteilung 7 (v/a Pruef 7), 
Signal Intelligence Regiment. — Koaffii.:ii.ndeur der Wachrlch- 
ten^iuf klaerung (KOHA) , 

Boetf.el. , Col. Chief of Code and Cipher Section of Ger- 

tail WaSniinlatry, 193* - 1959. Chief of the Signal 
Intelligence Aj^eusy of the Army Higb Command. (OJUi/CdRAj^ 
Chief Ar-ffisd Forcea Sl£pi:il Coramunloationa Group. — Oberkommando 

der Wehrmacht/Chof Amtagruppo Wehrmn.clitnachrlohtenver- 
blndungen (OEvl/Chef Ag VMV) , 
Chief Signal Officer of the Army. — Oberkoraaando des Heeres/ 

Chef des HQer9sn?.f3hrichtenvesen3 (OKH/Ohef HIJW)^ 
Chief Signal Officer of She Supreme CoEni^^^d Armed Porcea. — 

Oberkozuraando cler Wehrciacht/^/a^f G-ifuel*rung33tab/Chef der 
WeliTiaaohtnachricljtenverbindangen {OSWA^Pst/Chef WHV) . 
Chiffrlerdlenst des Ref erats Z In der Personalabteilung des 

Ausvaertigen Amtes {Pers 2 Chi). — Foreign Office Crypto- 
grapliic Section. 

Chlffrlersteilej Oberkommando der L^Jif twaffe (Chi-Stelle Ob d L)* 

Signal Intelllsence Agency of the Air Force High Command • 

Chi *S telle Ob d L ( Ch Iff rlers telle, Oberbef ehl shabor der Luft- 
waffe) .--Signel Intelligence Agency of the Cccimander in 
Chief of the Air Force, 

Cryptanalytic Section of the Italian Army Intelligence Ser- 
vice* — Servlzlo Informazlonl Milltarl (SIM). 
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Cryptanalytlc Section of the Ita].lan Jfavy Intelligence Ser- 
vice. — Servisio Inf orma2ioni Special! (SIS). 

CSDIC. ComMned Services Detailed Inteirogation Center. 

D 6- "Li£5t of German Cover-names with equivalents and des- 
criptions of British cipher systems worked on by OKM/ 
4 SKL/lll.'' Translation dccijments T 515 - T 520. a 
TICOM document, 

D 15. "Translation of ten cryptanalytlcal reports by OKM/^ 

SKL/III on British Naval systems from folder entitled 

'^Research Progress 50/i:i^2l/5A5% in T 520/ 
D 16. Translation of Annual Progress Reports by Pers Z S 

covering 1927. 19^1^ 19^2- A TICOM publication. 
D J+1. Translation of Cryptanalytic Reports by OKlV^ SKL/III 

on British Kaval Systems^ from Folder entitled "Research 

Progress l/l2/45-l/liA^* " TICOM 519- 
D 5^+' Translation of Eight Pars Z S Reports on Cipher Systems 

of Various Countries. 
D 57- "Kotes ana JMinutes of High^Level Meetings held at 

OILW/Chi." Translation of T 1650* A TICOM publication. 
D 59 • Motes on Cipher Security and Minutes of Meetings held 

at Oiw/Chl. 

T) 60. Miscellaneous Papers from a file of RR Dr. Huettenhain 

of OKW/Chl. 

D 68. Further Misc. Papers from a Pile of Huettenhain. 
DF 9. Captured Wehrmacht Slglnt Document: Translation of 

Activity Report of OKVl/Chi for the Period 1st January, 

1944 to 25th June^ 1944. 
Doenlt^^ Karl 5 Grand Admiral. Commander in Chief, German 

Navy J Reich Chancellor after Hitler's death. 
ETOUSA. European Theater of Operations ^ United States Army. 
FA (Porschungsamt) .-"Goering* 3 Research Bureau. 
Fenner^ Wilhelm, Senior Specialist. Chief of Division B of 

OKW/Ohi (cryptanalysis) . 
Foreign Office Cryptanalytic Section. — Sonderdienst des 

Referats Z In der Personalabteilung des Ausvaertlgen 

Amtes (Pers Z S). 
Foreign Office Cryptographic Section. — Chif frierdienst des 

Referats Z in der Personalabtellimg des Ausvaertigen Amtes 

(Pers Z Chi) . 
Porschungsamt (PA) . — Goering^s Research Bureau. 
Pricke, Walther, Technician (Lt. Grade) ^ Dr. Chief of Section 

lib of OKVf/Chi (development of German systems). 
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Gataba, VittoriOj General. Commander of Italian Cryptanalytlc 

Section from World ¥ar I to Armistice of World War II, 

German War Ministry. — Relchskriegsminlsterlum. 

Gimmler, , Maj. Gen. Chief of Army Ordnance, Develop...-..*. 

and Testing Group, Signal Brancli (¥a Pruef 7), 1939-3-9^5. 
Chief Signal Officer to Commander in Chief West, 194? - 
19^5' Chief of Armed Forces CoDmainlcatlons Group (Chef 
Ag Mm ) . 

Goerlng's Research Bureau. — Forschungsamt (PA). 

Group IV of Division II In the Office of the Chief Air Force 

Signal Officer. — Oberkommando der Luftwaffe/General- 

nachrichtenfuehrer II, Grupp© IV (OKL/Gen Kafue Il/iy) . 
Hiramler, Heinrich, Kelchsfuehrer SS, Minister of Interior, 

Chief of German Police. ' 
HLS 03t (Horchleltstelle Ost) . — Intercept Control Station 

East . 

Horchleltstelle Ost (HLS Ost), — Intercept Control Station 

East . 

Kuettenhaln, Erich;, Specialist Dr. Chief cryptsnalyst 

of OKW/Chl from 1957 to end of war. Chief of Group IV 
(cryptanalytic research); also chief of Section IVd 

(training) . 

I 1. "Final Report on TICOM Team 5 on Final E3q>loitatlon 

on Burgs cheldungen. " A TICOM publication. 

I 12. "Translation of the Preliminary Interrogation of O.R.R, 

Tranow of VSKL IIl/OKM, carried out at Flenaburg on 
24-^25 May 19^5 hy TICOM Team 6." A TICOM publication. 

I 1!5. "Composite Report on Two Interrogations of Oberstlt. 

Friedrich, Chief of the G.A.F. Slglnt Service, lS/^/k5 
and 9/6A5." A TICOM publication, 
I 19. Report on Interrogation of KONA 1 at Revin France 

June 19^5- 

I 21. "Preliminary Interrogation of Oberst Pettier, R.R. Dr. 

Huettenhain, Sdf . Dr. Frlcke and Obit. Schubert (OKH/Chi), 

15 June 19^5." A TXCOM publication. 
I 22. "Interrogation of German Cryptographers of Pers Z S 

Department of the Ausvaertiges Amt." A TICOM publication. 
I 25. "Interrogation of RLM/Porschungsamt Members: Dr. Paetzel 

R. R. Fingerhut, R. R. Oi^en, Dr. laautsche anid Min.-iRat., 

Seifert, '^.tJ: Schloss Gluecksbmrg on 15, ' 21 Jvc^e 1945."': . ' . 

A TICOM publication. *' 

I 26.. !' Interrogation of Obit. Schubert (OKH/Chef HIIW/Gen.- ■ 

d.HA) on Russian Military and Agents' Systems." A TICOM 
publication . 
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I 29* 'Third Interrogation of Oberstltn. Prledrich, Chief of 

the G. A. F. Signals Intelligence Service/' A TICOM 
publication. 

I 'Detailed Interrogations of Dr, Huettenhaln, formerly 

head of research section of OKW/Chl^ l8th-21st June 19^3 . 

A TICOM publication, 
I 45* "OKW/Chi Cryptanalytic Research on Enigma^ Hagelin and 

Cipher Teleprinter Machines,'* A TICOM publication. 
I 48 • Report on Special Interrogation of Dps. Huettenhain 

and Fricke^ Oberst Met tig, and Lt. Morgenroth carried out 

on 29th July 1945-'' A TICOM publication. 
I 54. "Second Interrogation of Five Members of the RLM/Pors- 

chungsamt.' A TICOM publication, 
I 58* "Interrogation of Dr. Otto Buggisch of OKW/Chi/' A 

TICOM publication. 
I 60. 'Further Interrogation of Obit. Schubert of OKH/GdNA." 

A TICOM publication. 
1 67. 'Taper by Dr. Otto Buggisch of OKH/ In 'j/Vl and OKW/Chi 

on Cryptanalytic Machines,'" A TICOM publication. 
I 70. 'Paper on the Oerman Siglnt Service by Oberstltn. 

Friedrich/' A TICOM publication, 
I 74, ''Interrogation Report on Obgefr. Keller, formerly Aus- 

wertes telle 4 and Kachrichten Aufklaerungskompanie 611.*' 

A TICOM publication. 
I 76. 'Interrogation Reports on Lehwald, Haupts, Klett and 

Lauerbach. Also I 76 Supplement (Diagrams).'' A TICOM 

publication. 

I 78- Interrogation of Oberstlt. Mettlg on the History and 

Achievements of OICH/AHA/ln 7Al- 
I 80. ''P.O.V. Interrogation Report — Obgefr. Clement Schuck 

Insp, VIl/6 (OKH)/' A TICOM publication, 
I 84. "Further Interrogation of R. R. Dr. Huettenhain and 

Sdf . Dr. Frlcke of OKW/Chi.'' A TICOM publication. 
I 85. '"P.O.V. Interrogation Report on Re^g. Rat Fllcke, Techii, 

Insp. Pokojevskl, Stabslntendant Hata of OKW/Chl. ' A 

TICOM publication. 
I 89. ''Report by Prof. Dr. H* Rohrbach of Pers. Z. on 

American Strip Cipher." A TICOM publication. 
I 93. "Detailed Interrogation of Members of OKM 4 SKL III at 

Plensburg.'' A TICOM publication. 
I 96. ''Interrogation of Oberstlt. Mettig on the Organisation 

and Activities of OKW/Chi." A TICOM publication. 
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I 105. Interrogation Report on Frau von Nlda (Wife of 

Major Wolfgang von Kida^ one-time Deputy Head of OKW/ 

Chi)/' A TICOM publication. 
I 106* 'Pinal Interrogation Report on the Korvray Party 

(KM. 11)/ A TICOM publication. 
I 109, "Translation of a Report by Lt. Ludvig of Chi Stelle 

Obd.L. (jRef ,B) based on questions set for him at A^D*!.-- 

(K)/' A TICOM publication. 
I 111* "Further Interrogation of Oberstlt. Mettig of OKW/Chi 

on jM.ri September 19^5/' A TICOM publication, 
I 113. "Interrogation of Major Dr. Rudolf Hentze^, Head of \ 

Gruppe IV (Cryptanalysis ) General der Kachrlchtenaufk- 

laerung/' A TICOM publication. 
I 115* '^Further Interrogation of Oberatlt. Mettig of OKW/Chi 

on the German Wireless Security Service (Funktiberwachung) . 

A TICOM publication, 
I 116. ''Report of Interrogation of Ltn. Alex Dettmann and 

Oberwachtmelster Serglus Samsonow of OKH (Gen.d.NA) at 

Oberurselj Germany, during August 19^5*'' A TICOM 

publication* 

I 120. "Translation of Homevork by obltn. V. Werther^ Company 

Commander of 7/Ui Rgt. 353, vritten on 12th August 19^5 

at A*D.I, (K)/^ A TICOM publication. 
I 126. "Homevork by Major Felchtner/' A TIOM publication. 
I 130. "Homevork by Hauptmann Her old ^ O.C. iJa. Regt. 1 1 1/553.'' 

A TIGOM t)ubllcation« 
I 131. '^Obstlt. Mettig of OKW/Chi on \IA Pruef 7 and RLM/Fors- 

chungsamt.^' A TICOM publication. 
I 135- "Homework by Lt. Ludvlg of V;hl-Stelle Ob.d.L* (Ref,B)/' 

A TICOM publication. 
I l42. "P/W Barthal^s Account of German Work on British, 

American^ Svedish, and French Machine Ciphers." A TICOM 

publication, 

I 143. "Report on the Interrogation of Five Leading Germans 

at Kuere.5iberg on 27th September 19^5/' A TICOM publication. 

I 144. "Further Interrogation of Lt. Muentz of 4 SJCL III. 

I l46. ''Detailed Interrogation of Members of OKM 4 SKL III 

at Flensburg." A TICOM publication. 

I 147. "Detailed Interrogation of Members of OKM 4 SKL III 

at Plensburg." A TICOM publication* 

I 154. "Interrogation of Uff2:. Rudolph Schneider of In 

A TICOM publication. 
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I 160. 



I 



I 



I 



I 



IP 



IF 
I? 



3work by Sonde rfuehreer Euehjn of Gen. D, W. A. 
on General Organisation and Work of French Referat." 
A TICOM publication. 
16>. "Report on Interrogation of Hptm. Scheidl, Ltn. Sann 
and Ltn, Smolin, all of I/LN Rgt, ?55 (East), on Geman 
Sigint Activity Against Russian Air Forces.^' A TICOM 
publication. 

170. "Report on French and Greek Systems by Oberwachtmeister 
Dr. Otto Karl Winkler of OKH/FNAST 4." A TICOM publication 

172, "Interrogations of Hagen and Paschke of Pers Z S." 
A TICOM publication. 

19?. "Interrogation of SS Obersturmbahnfuehrer Urban, 
Liaison Officer of RSHaAI with the Crypto Bureau of 
Hungarian General Staff." A TICOM publication. 
15. "Pinal Report of TICOM Team 1 on the Exploitation 
Kiaufbeuren and the Berchte^gaden area." Prom TICOM. 
^0. "Pinal Report of TICOM Team 2." Prom TICOM. 



IF 



IP 



IP 



IP 



IP 



IF 



IP 
IP 



IP 



of 



51. 



"Report of TICOM Teai 

Austria. l4th Jime 



4 — visit to Southern Germany 
and Austria, 14 th June to 12th July 1945." From TICOM. 
101. "Narrative and report of proceedings of TICOM Team 

6, 11 April-6 July 1945." From TICOM. 
107. Interrogation of POW Werner K. H. Graupe regarding 
German cryptographic organisation and solution of allied 
codes . 

IP 108. Interrogation of Obit. Arntz. CSDIC (U.K.) SIR 16C6. 

First detailed interro 

csdic/cmpA ^0. 

123. "Consolidated report on information obtained from th 
following: Erdmann, Grubler, Hempel, Karrenberg, Schmit 

Suschovk. CSDIC (U.K.) SIR 1717- 
126. "Interrocation renort on Kotschy and Boschelnen " 



IP 120, 



SDIC (U.K.) SIR 1355 



132, "Notes by Huettenhain and Pricke on OSW/Chi and 
German I. S." A TICOM publication. 

165. Special report by Kirby, on TICOM Team 6's rela 
with OEW/Chi personnel. 

166. Special report by Kirby on Sdf. Dr. Pricke. 

167. Final report on the visit of TICOM Team 5 to th 
Schllersee area. 



175. 
the 



Seaboume repo 
Luftwaffe SIS. 



Vol. XIII. 



11 



Cryptanalysls 



Fro 



IF 180. 



Seaboume Report, Vol. 
Commanding General, 9th Air Force. 



ommandlng General, 9th Air Force 
V. ^'The Chl-Stelle." Pro 
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IF 181 • Seaboiirne Report, Vol. VI. "Oi^igina of the Ltift- 

vaffe SIS ejid Eii^tory of its Operations in the West.** 
From Comjaauding Geiissral, 9th Air Force, 

IF 182. Seabourne Report, Vol. VII. "Technical Operations in 

the V/est." Prom Gomtan&lng General, 9th Air Force. 

IF 187* Seahourne Report, Vol. XII. "Technical Operations in 

the Ea3t/' From Commanding General, 9th Air Force. 

IF 188. Four JJewspaper Articles. Su":.jectj Goering^s conver- 
sations concerning Austrian AnschJluss. Associated Press « 
^^5^ 6^ 7^ November 19^-5. 

IF 2C9* "Italian Coamiuni cation Intelligence." Report by 

Admiral Maugln with U. S. Kavy Introduction. 

IF 1300. "Italian Intelligence Service: Report on "Organi- 
zation and Working of the Servtzio Inf ormasionl Esercito 
(S-I.E.) within the Period l/ll/^l--15/6A3. '* A TICOM 
Public at ton, 

IF 1502. "First Detailed Interrogation Report of Gulseppe 

Samarughi." CSDIC/CFiFA 29. 

IF 1517 • "First Detailed Interrogation of Augusto Bigi, who 

worked in the Cryptographic Section of SIM before the arm- 
istice and in SID aftervaa*d." CSDIC/CMFA ^. 

IF 1518. "First Detailed Interrogation of Vittorio Ganiba, 

director of SIM Cryptographic Section until Armistice." 

csdic/gmfA 7. 

IF 1520. "First Detailed Interrogation of Guide Emer." 

GSDIC/CMFA 10. 

IF 1523. "First Detailed Interrogation of Giovanni Grsmola, 

pertaining to Turkish, French, British, and USA traffic," 

CSDIC (MAIN)A 24. 
IF 1524, "First Detailed Interrogation Report on Three SID 

Cryptographers: de Witt, Blagi, Carlini." CSDIC/C1«FA 
IP 1526. "Second Retailed Interrogation Report on Five Italian 

SID Cryptographers; de Witt, Biagl, ijlieni, Carlinl, and 

Barbagsaio." CSDIC/CMFA 55- 
IF 1527. "Firfit Detailed Interrogation Report of Alberto 

Barbagallo, Italj.an Naval Cryptographer." CSDIC/CMPA 3^* 

In 7/IV (Inspektion 7AV) . — Signal Security Agency of th Amy 

High Comiuand. 

In 7/^1. ( Oberkonanando dea Heeres, Inspaktlon j/VI}* — 

Inspectorate j/Vl. 
Inspectorate J /VI. — Oberkonmando des Heeres, Inspektlon 7Al 

{om/ln 7/yi, or simply In 7A1). A predecessor of the 

Signal Intelligence Agency of the Army High Command 

( OKH/GdU A ) . 

Inspektlon 7/lV (In 7/lV) . — Signal Secxirity Agency of the Army 

High Command, 

Intercept Control Station East.-- Horchlelts telle Oat (HLS Ost.)r 

A predecessor of the Signal Intelligence Agency of the Army 
High Command (OKH/GdHA)- 

Italian Air Force Intelligence Service. --Servizio Informazlonl 

Aeronautlca (SIA). 
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Intelligence 
Dlfesa (SID). 
Jodl, Alfred^ General 



Service. — Servizio Informazloni 



Chief of Armed Force a High 



Chief of Operations Staff, Armed 1 Force 
High Command (Chef OYM/la.) . 
Keitel, Wllhelm, Field Marshal. 

Command (Chef OKI/), 
Kettler, Hugo, Col, Chief of OKW/Chi 194^-1945, 
Kommandeur der Kachrichtenaufklaerung (KOKA) . — Army Signal 

Intelligence Regiment. . < 

KONA (Kommandeur der Kachriohtenaufklaerung) , — Army Signal 

Intelligence Regiment, 

Krauss,^^ Admiral. Chief of OKM/4 SKL/III. 

LW Regt (LuftnachrichtenregimentK--Air Signal Regiment. / 
Luf tnachrichtenregiment (LN Regt). — Air Signal Regiment. 
Meteorological Intercept Control. — Vfetternachrichtenueherv 

vachung (WENUEB) . 
Mettig,^^^ . Lt. Col. Second in command of OKf/Chi, Dec; 

1945-19'43. Chief of Division a (cryptography), . 
Military Intelligence. — Abwehr. 

Narodni Kommissariat Vnutrinikh Del (NKVD). — Peoples* Commis- 
sariat for Internal Affairs. A Russian secret police 
organization. 

KKVD (Narodni Kommissariat Vnutrinikh Del). — People's Com- 
missariat for Internal Affairs. A Russian secret police 
organization* 

Oberkommando des Heeres/Chef des Heeresnachrichtenvesens ' 

(OKE/Chef HKW. --Chief Signal Officer of the Army. : 

Oberkommando des He e res/General der Nachrichten A^ifklaerung 

(OKH/GdUA). --Signal Intelligence Agency of the Army High 
Command. 



UHi 



(OKH/In 7Al)-— Ins- 
land. 



Oberkommando des' Heeres/lnspektion tAi 

pect orate 7/VI of the Army High Co: 
Oberkommando der Luf t waff e /Genera Inachrichtenf uehrer II, 

Gruppe IV (OKL/Gen Hafue Il/lV). — Group IV of Division II 

in the Office of the Chief Air Force Signal Officer. ' 
Oberkommando der Luf twaffe/Luf tnachrlchtenabteilung 550 

(OKL/LN Abt 550). — Signal Intelligence Agency of the : 

Air Force High Command. 
Oberkommando der Marine/4 Seekrlegsleitung III (OKM/4 SKL III). 

Signal Intelligence Agency of the Navy .High Command. \ 
Oberkommando der Wehrmacht/Chef Amtsgmappe Wehrmachtnachrlph- 

tenverbindungen (OKW/Chef Ag WMV) , —Chief ^ Armed Forces 

Signal Communications Group. 



I 

I 
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Oherkommando der Wehraiacht/Ohlffrlerabteiliing (OKW/Chl),- 

Signal Intelligence Agency of the Supreme Coimaand Apj 
Forces . 

Oberkosuaajido der Wehrmacht/lifaffenfuehpimgsataJ>/Ciief dar 

Wehnaachtnachrlchtenverbindungen { OKVr/WFSt/Chef VMV) 



land Armed 



um 



Chief Signal Officer of the Supre 
Oberkonnnando der Wehrmacht/Vehrinachtnachrlchtenverblndnngen/ 

Punlcueberwachung III (OKWAwv/Fu III),— Radio 



Corps* 

OKH/Chef HMW ( Oberkommando des Heeres/Chef des Heeresnachi?lch 

tended ens), — Chief Signal Officer of the Army. 

OKH/GdHA ( Oberkommando des Heeres/General der Hachrlchten 

Aufklae rung) .--Signal Intelligence Agency of the Army 
Hi eh Command* 



OKH/In 7 /VI (Oberkommando des Heeres/lnspektlon 7Al)-^" 

Xiispectorate 7/VI of the Army High Command, 
OiOi/Oea Nafue Il/IY { Oberkommando der Luftvaffe/Oeneral- 

nachrichtenfuehrer II ^ Gruppe IV), — Group IV of Dlvlsi 
II m the Office of the Chief Air Force Signal Officer 
OKL/LN Abt 550 ( Oberkommando der Luf twaffe/Luf tnachrlchten- 

abteilung 550). — Signal Intelligence Agency of the Air 
Force High Command, 
OSMA SKL II (Oberkommando der Marine/4 Seekriegsleltung II 

Signal Security Agency of the Havy High Command* 
OKMA SKL III (oberkommando der Marlne/4 Seekriegsleltung I 

Signal Intelligence Agency of the Wavy High Command. 
OK&r/Chef Ag W3V (Oberkommando der Wehrmacht/Chef Amtsgruppe 

lachtnachrichtenverbindungen) • — Chief, Armed Force 



Signal Communications Group. 
OKW/Chl (Oberkommando der Wehrmacht/Chlffrierabtellung) 



The Signal Intelligence Agency of the Supreme Command 
Armed Forces, 

OEW/WPSt/Chef WHV (Oberkommando der Wehrmacht/Vfaffenfuehrung 

stab/Chef der Wehrmachtnachrichtenverbindxingen) . — Chief 



Signal Officer of the Supreme Command Armed 
OKV/AfNV/Fu III (oberkommando der Wehrmacht/Wehn 

rlchtenverbindungen/Funkueberwa Chung III), — Radio Defense 

Corps, 

People* 3 Commissariat for Internal Affairs. — Harodni Kommls- 



Vnutrinlkh Del (KIsyD) . A Russian 



Pers 



organi£;atl 



in der Personal 



abteilung des Ausvaertlgen Amtes)* — Foreign 
Cryptographic Section* 
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fers Z S (Sonderdlenst des Referats Z in der Personalabtet- 

lung des Auswaertigen Amtes) . --Foreign Office Crypt- 
analytic Section, 

Praun, Albert, Ma j . Gen. Succeeded Fellglobel as Chief 

Signal Officer of Armed Forces, 19^^. 

Radio Defense Corps of the Supreme CoinKaand Armed Forces, — 

Ober' commando der V/ohriaacht/^'ehrmachtnachrichtenverblnduxigen 
Punlcueberwachung III ( OiS>//WKV/Pu III). 

Referat Vauck (Vauck's Section, naraed for its chiefs First 

Lt, Vauck) .--Agents Section of In 7/VI. 

Reich Defense Miriistry, — Reichswehrmlnisterlum, 

Reich Main Security Of f ice . --Reichsicherheitshauptamt (RSHA) . 

Reichslcherheitshauptamt (RSHA). — Reich Main Security Office. 

Reichskriegsminlsterium. --German War Ministry. 

Reichswehrministerium. Reich Defense Ministry. 

von Ribbentrop, Joachim, German Foreign Minister. 

Rommel, Erwin, Field Marshall. Commander of the Panzer Army 

of Africa in 1942, 

RSHA (Reiohslcherheitshauptarat) .--Reich Main Security Office. 

Servizio Inf^ormazioni Aoronautlca (SIA) ♦ --Italian Air Force 

Intelligence Service. 

Servizio Informazionl Difesa ( SID) . --Italian Defense Intelli- 
gence 'Service. 

Servizio Informazionl Mllitarl^ (SIM) . — Cryptanalytic Section 

of the Italian Army Intelligence Service. 

Servizio Informazionl Speclali (siS). — Cryptanalytic Section 

of the Italin Navy Intelligence Service. 

Schubert, , Ist Lt. Cryptanalyst with the Signal Intelli- 
gence Agency of the Army High Command. (OKH/GdUA). 

SIA (Servizio Informazionl Aeronautica) , — Italian Air Force 

Intelligence Service. 

SID (Servizio Informazloni Difesa). — Italian Defense Intelli- 
gence Service. 

Signal Intelligence ^^gency of the Air Force High Command. — 

Oberkommando der L.uf tvaf fe/Luf tnachrlchtenabtellung 350 

(0KL,4iK Abt 550) . 
Signal Intelligence Agency of the Army High Command. --oberkom- 
mando des Heerea/G^nBr&l der Nachrichten Aufklaerung 
( OKH/GdKA ) . 

Signal Intelligence Agency of the Commander in Chief of the 

Air Force. — Ghlf f rierstelle, Oberbef ehlshaber der LuTt* 
waffe (Ghi-Stelle Ob d L). 
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signal Intelligence Agency of the Kavy High Coinmand. — Ober- 

koramando dep Mapine/4 Seekrlegsleltiing III (0£M/^ SiCL III). 

Signal Intelligence Agency of the Supreme Command Amed Porcefl.--- 

ODerkommando der Vehrmaclit/Chlffrierabteilung (OKW/Chl). 

Signal Security Agency of the Army High Command. —Inspekt ion 

7/lV (In 7/lV). 

Signal Security Agency of the Navy High Command. — Oberkommando 

d^r Marine A Seekriegsleitung II (OKM/4 SKL/II)* 
SIM (Servlzio Informazlonl Mllitari) , --Cryptanalytic Section 

of the Italian Army Intelligence Seirvice. 
SIS (Servizio Informazioni Speciali) .—Gryptanalytlc Section 

of the Italian Havy Intelligence Service. 
Sonderdienat des Referata Z in der Personalabtellung dea 

Auswaertigen Amtea (Pera Z S) . — Foreign Office Crypt- ' 

analytic Section. 
T 517. Stand der Arbeit en (Heport of work done on Britlah 

and American Kaval Ciphers). 
T 2^0. T 100 Serle 1726 (Recovered letter*figure Subatltutloa 

Code) . 

T 2058. Berichte der Oruppen Polen^ Flnnland, Lllm^, Lettland, 

Tacheckoalovake.l, Jugoalavien, Bulgarlen. 
Target Intelligence Committee (TICOM)* A joint combined 

committee organised in the fall of 1944 in England for 

the exploitation of European Axis signal Intelligence 

centera of special intareat. 
TP 29. 151© 0ehervach\zng des Nachrichtenverkehra im Kriege 

(Supervialon of Information Channels In War). 
TP 31. Schlueaaelanleitung z\m Rosterschluesael 44 (RS 44)/* 
TP 32, "Raatererbatrverfolir.«n, " 

TICOM (Target Intelligence Committee). — A joint combined com* 

mittee organized in the fall of 1944 in England for the 
exploitation of European Axia signal intelligence centers 
of special interest. 

Tranov, , Senior Specialist Dr. Head of Subsection Illf 

(Britain and USA) of the Signal Intelligence Agency of 
the Havy High Command (OKM/4 S£L/III). 

Verlaessliche Hachricht (VK) .--Reliable Report." Translation 

into German of decoded diplomatic message, 

VM (Verlaessliche Nachrioht) . —"Reliable Report." Trans- 
lation into German of decoded diplomatic message, 

Waffenpruefting 7 (Wa Pruef 7), —Army Ordnance Development 

and Testing Group, Signal Branch. 
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Vaffenschutzstaffel (V/afTen-SS) . —Armed Elite Guard. Cora- - 

ponents of Elite Guard serving at front, 
^ Vaffen-SS (Vaf fen-Schutzstaf f el) . -^Armed Kllte Guard. Com-- 

ponents of Elite Guard serving at front. 
Vr'a Pruef 7 (Waf f enpruefung 7)- — Army Ordnance* Development 

and Testing Grouper Signal Branch. 
WKKTJEB { We ttemachrlchtenueberva Chung) . — Meteorological 

Intercept Control. 

Wenael, Senior Specialist, Head of Section 9 of the FA. 

Wetternachrichtenuebervachung (WEHUEB) • — Meteorological 

Intercept Control. 
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I 






oconcT 



THE 



SIX 



PRINCIPAL GERMAN CRYPTOLOGIC ORGANIZATIONS 



AS 



OF 



SPRING, 1945 



CRYPTOLOGIC 


SECTIONS 


OF 




1 FOREIGN 


OFFICE 



II 



60ERING S RESEARCH 

BUREAU 



II 



SIGNAL INTELLIGENCE 
AGENCY OF 
SUPREME COMMAND 

ARMED FORCES 



SIGNAL INTELLIGENCE 

AGENCY OF 
ARMY HIGH COMMAND 




SIGNAL INTELLIGENCE 

AGENCY OF 
NAW HIGH COMMAND 



CHAINS 



OF 



COMMAND 



FOREIGN OFFICE 



CHIEF 

VON RIBBENTROP 



CRYPTOLOGIC 
SECTIONS 

(PERS Z CHI) 
(PERS Z S) 



OIPUOMATIC 



HITLER 



AS 



IMPERIAL 



CHANCELLOR 



— AS — 

SUPREME CHIEF 
OF 

ARMED FORCES 



AIR MINISTRY 



CHIEF 

GOERING 



GOERING'S 
"RESEARCH" 

BUREAU 
FORSCHUNGSAMT) 



DIPU>MATIC, FOREIGN 
PRESS, COMMERCIAL, 
irrTERNAL MONITORING 



^IGNAL 
INTELLIGENCE 
AGENCY 

(OKW/CHI) 



OPLOMATIC. MILITARY 
AnSOtPOREJGN PRESS, 
r COMMERCIAL 





LEGEND 


CHI 


- CHWRIER 


Gd NA 


- GENERAL OER NACHRtCHTENAUFKLSRUNG 


LN ABT 


- LUFTNACHRICHTEN ABTEILUNG 


OKH 


- OBERKOMMANDO DES HEERES 


OKL 


- OBERKOMMANDO DER LUFTWAFFE 


OKM 


- OBERKOMMANDO OER MARINE 


OKW 


- OBERKOMMANDO DER WEHRMACHT 


PERS Z 


- PERSONAL Z 


PERS Z CHI 


- PERSONAL Z CHIFFRIER 


PERS Z S 


- PERSONAL Z SONDERDIENST 


SKL 


- SEEKRIEGSLEITUNG 


ESTIMATED 


TOTAL PERSONNEL - 31,000 



f 



ARMY 
HIGH COMMAND 
(OKH) 



SIGNAL IIVTELLIGENCE 
AGENCY 

(OKH /G.d NA) 



SUPREME 


COMMAND 


ARMED 


FORCES 


(0 KW) 



AIR FORCE 
HIGH COMMAND 

(OKL) 



SIGNAL INTELLIGENCE 
AGENCY 



(OKL/LN.Abt. 350 



NAVY 
HIGH COMMAND 

(OKM) 



SIGNAL INTELLIGENCE 
AGENCY 



(OKM /4SKL/ffll 
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RESULTS 



OF 



EUROPEAN AXIS GRYPTANALYSIS 



AS LEARNED FROM TICOM SOURCES 



(WITH ANNOTATIONS 



FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) 



COUNTRY 
OF 
ORIGIN 



AFGHANISTAN I 



ARGENTINA 1 



ARGENTINA 



ARGENT I NA 



ARGENTINA 



BELGIUM 



SELGIUH 



BELGIUM 



BELGIUM 



BELGIUM 



BELGIUM 



BELGIUM 



I 



D 



SERVICE 



(all GOV'T 
AGENCIES, IN- 
CLUDING EM- 
BASSIES, CON- 
SULATES, FOR- 
EIGN OFFICE, 
PRIME MINI - 
STER'S OFFICE, 

AND BANK . ) 



DIPLOMATIC 



DIPLOMATIC 



DIPLOMATIC? 



DIPLOMATI 



(COMwiERCIAL 
AND DIPLO- 
MATIC) 



DIPLOMATIC? 



DIPLOMATIC 



COLONIAL 



DIPLOMATIC 



DIPLOMATIC 



DIPLOMATIC? 



DESCRIPTION OF SYSTEM 



NAME OF SYSTEM 



;0F0RK5IN| '^X'S 



3-LETTER )-PART CODE. (SOMETIMES ENCIPHERED Wt Tm 
FIGURES, TWO FIGURES SUBSTITUTED FOR EACH LETTER, 
THEN SENT IN 10-FI3URE GROUPS.) 



5-LETTER 1-PART CODE. (100,000 GROUPS.) 



5-FIGURE 1-PART COOE. 95, W GROUPS IN MAIN 
VOCABULARY, TOTAL 1 10, AFTER 1926 NUMBER 
ADDED TO EACH 5-PLACC GROUP. 



100 



?-PART CODE. SOMETIMES ENCIPHERED Br MEANS OF 
AN EASY SYSTEM. IN MANY VOLUMES CONTAINING A 
LARGE NUMBER OF GROUPS. 



?-PART CODE 



Il-LETTER 1-PART COOE. SOMETIMES D'GfiAPHtCALLY 
ENCIPHERED WITH DAILY CHANGING TABLES. 



4-LETTER 1-PART CODE. ENCIPHERED OIGRAPHICALLY 
;WITH SAME DAILY CHANGING TABLES AS BELGIUM 1. 
COOE GROUP "KAMI" • "FULL STOP." 



3-LETTER UNENCIPHEREO COOE. 



ll-FIGURE t-PART COOE. TRANSPOSED l/c OF GROUP 
AND USED DIGRAPHIC SUBSTITUTION FOR OTHER 
COULD BE USED AS 5-FIGURE "IN WHICH CASE IHE 
VALUE IN THE SECOND COLUMN HAD TO BE TAKEN." 



-FIGURE tl-LETTER 1-PART COOE ENCIPHERED BY 3 1 
DAILY CHANGING TABLES, USED SAME DAY EACH MONTH 



ll-FIGURE ?-PART CODE. 



T-FIGURE COOE OF 10,000 GROUPS ENCIPHERED WITH 
NUMBER AND LETTER TABLES OF 100 PLACES. 



AFGH, 1 



AB3 



US. A 



DATES 
OF 

USE 



i WHEN 

ATTACKED 
AND BY WHOM 



(afa) 



(ara) 



(bea) 

AND 
(BEB) 



(BECf) 



RESULTS 



TICOM 
REFERENCE 



STATUS 



OF THE SYSTEM 
AT ASA REMARKS 



1939 OR BE- I9l*a PERS 7 S 
FORE-(CURRENT) 



RECOVERED 
10^ - ^^ 



( lO^D-JANUARY ? PERS 7 S -" RECOVERED" 
1946?) i LESS THAN 55s 



(ARB) (1926-19115) : 19^7 PERS 7 S 



SOLVED 



? - 7 



? SIM 



T 1062 
T 106 
T 106-i 

T <;052 



T 3015 



D 16, REPORT 

1, P 2 

0 16, REPORT 

2, P 3 

1 172 P 5 

IF I51S 



(bea: 1935 
. CURRENT) 

,(6£B: 19^2 
, CURRENT) 



19^+0 SIM 



19^40 PERS 7 S 
19^10 SIM 
PERHAPS ALSO 
FA 



READ 



10051 COMPRO- 
MISED BY 5IM. 
READ BY PERS 
2 S. 



?- 19112. PER- 
HAPS LATER. 



19I40 PERS Z S ■ READ 



( I9lt3-CURRENT) ' ? ? 



? - T 



T PERS 7 S 



? - 191*0 



? SIM 



7-191)0-? 



i9i;0 SIM 



? - t9ii0 



191*0 PERS 7 S 



READ COM 
PLETELY 



READ 



IF I52I* 

I 22 P 19 
I 25 P 2 
D 54 P 12 
P 18 

IF 1517 P 3 



I 22 P 19 
D Sli P 12 

P l3 



I 22 P 19 



1 22 P 19 



IF 1522 P 3 

p 



READ 



TABLES NEAR- 
LY SOLVED. 
MOST OF TRAF 
FIC READ BY 
19U0 



IF 1517 
IF I52it 



D 5ll P 12 



(ASA HAS RESULTS OF BRITISH 
PARTIAL RECOVERY, ABOUT 25S8 
OF GROUPS, MAKING TRAFFIC 
PRACTICALLY READABLE.) 



(75% READABLE) 



(1005J COMPROMISED) 



(UNKNOWN) 



(UNKNOWN) 



(BEGAN BREAKING COOE 19113. 
COMPROMISED l9Ull. BEGAN 
BREAKING ENCIPHERMENT I9I1U. 
BOTH CURRENTLY READ.) 



( UNKNOWN ) 



(BOOK BROKEN) 



(UNKNOW) 



(UNIDENTIFIED) 



(UNIDENTIFIED) 



(unknown) 



(SEC ONLY 
3 -LETTER 
UNENCI- 
PHEREO 



ASA KNOWS] 



(NO FIG- 
URE CODES 
KNOWN) 



(NO FIG- 
URE COOES 

known) 
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AS LEARNED FROM TICOM SOURCES 



(WITH ANNOTATIONS 



FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) 



. 



COUNTRY 
OF 
ORIGIN 



SERVICE 



DESCRIPTION OF SYSTEM 



NAME OF ^5YSTEM_J 



COUNTRY 
OF ORIGIN 



AXIS 



US A. 



DATES 
OF 

USE 



I WHEN 

ATTACKED 
AND BY WHOM 



RESULTS 



TICOM ^TUS OF 
REFERENCE AT 



THE SYSTEM! 
ASA REMARKS 



BELCIUf^ 



3 Ml L I TARY 



SOL I VI A 



DIPLOMATIC 



BOLf VI A 



eOL I VI /> 



3 



DIPLOMATIC 



OIPia^ATIC 



3-riGUPC SYSTEM ENCIPHERED WITH SUBSTITUTION 
TABLES IN SUCH A WAY THAT THE TIRST FIGURE OF 
EACH GROUP REMAINED UNCHANGED AND THE SECOND AND 
THIRD WERE EACH ENCIPHERED INDIVIDUALLY. 



5-LETTER 1-PART COOE 



S-riGURE I -PART CODE WITH 73,000 GROUPS. ENCI 
PHERED WITH 1,000 AND t00-PLACE TABLES AND BY 
TRANSPOSING THE GROUP ELEMENTS. 



POlYALPHABETIC SUBSTITUTION CIPHER USING 1^ 
ALPHABETS. 



7 - ? 



7 OKW/CHI 



READ 



I 31 P 6 



(unknown) 



J 



r 



(BVD?) 



? - ? 



? PERS 7 S 



(BVA) 
AND 

(bvb) 



( 1939-CURRENT) 7 PERS Z S 



RECOVERED 
LESS THAN 356 



T 1311 



(2^% READABLE) 



1927 PERS 2 S 



LONG TELE- 
GRAMS SOLVED 
SHORT ONES 
IMPOSSIBLE. 



D 16, REPORT 

2, P k 
T 1585 



0 16, REPORT 
P 3 



. (I00${ COMPRCMISEO) 



' (unknovm) 



(NO FIG- 
URE COOES 
KNQM4) 



r 
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RESULTS OF EUROPEAN AXIS GRYPTANALYSIS 

AS LEARNED PROM TICOM SOURCES 



(WITH ANNOTATIONS 



COUNTRY 
OF 
ORIGIN 



BRA7IL 



BRAZIL 



BRAZIL 



BRAZIL 



BRAZIL 



BRAZrL 



BRAZIL 



BRAZIL 



1 



SERVICE 



DIPLOMATIC 



ll 



BRAZIL • S 



8 



BRAZIL 10 



BRAZIL n 



DIPLOMATIC 



DIPLOMATIC 



[JIFLOMATIC 



DIPLOMATIC 



DIPLOMATIC 



DESCRIPTION OF SYSTEM 



FROM AR MY SECURITY 

OT SYSTEM 



AGENCY SOURCES IN PARENTHESES) 




5-LETTER (2-PART) CODE WITH 32,000 GROUPS, 



5-LETTER I-PAPT CODE WITH 165,625 GROUPS. 



5-FIGURE (2-PART) CODE (REPAGINATED). 



ti-rtGURE I -PART CODE WITH 100,000 GROUPS. 



5-FIGURE 7-PART CODE WITH 100,000 GROUPS. ENC I 
PHEREO WITH A TABLE Of LETTERS. 



TWO 5-nGURE COOES, REPAGlKATtONS OF ITEM ll. 



5-FIGURE 7-PARr CODE 



ll-riGURE 7-PART CODE, REPAGINATED 



1*-FIGURE 7-PART CODE, REPAGINATED 



1|-FI3URE 1-PART CODE, REPAGINATED 



Il-FIGURE 7-PART CODE. REPAGINATED. 



UNTRY 
ORIGIN 



AXIS 



BRAS B 2 



BRAS B 1 



BRAS Z 3 



BRAS Z I 



BRAS 7 
BRAS Z 



ZAHLEN I I 



ZAMLEN I 



USA 



DATES 
OF 
USE 



WHEN 

ATTACKED 
AND Bnr WHOM 



(BZD) 



(1937 OR BE- 
I FORE-CURRENT) 



OKW 

19111 PERS 7 5 
t SIM 




I 

(BZC) i (19U?-CURREMT) I9I1I PERS 7 S 

I 



2,200 GROUPS 
RECOVERED THEf< 
10056 COWFRO- 
MISEO BY OKW 

SEKT 
COPY TO PERS 
Z S 



(BZA) 



(BZI) 



(PRIOR TO 
19U1-CURRENT) 



191*2 PERS Z S 



( 1937 OR BE- |19'll PERS Z S 
FORE - 7) 



(BZK7) 



ZAHLEN IV 



ZAHLEN V 



7 I ZAHLEN VI 



7-191)1-19112-7 



19I1I PERS Z 5 



2,200 GROUPS 
RECOVERED BY 
20 NOV, 191*1 
READ ALMOST 
WITHOUT GAP, 



0 i6, 19I+1 RE 

PORT, P 3 
0 16, 1942 RE 

PORT. P U 
T 3016 
IF 1518 



(MORE THAN 50X READABLE 
STILL BEING RECOVERED.) 



D 16, 19^1 RE 
PORT, P 3 

D 16, 191*2 RE 
PORT. P 1* 

T 301S 



(MORE THAN 505J READABLE 
STILL BEING RECOVERED.) 



NOT READ 



READ ALMOST 
WITHOUT GAP 



(BZrti 7-191*3) 



191*1 PERS Z S 



NOT READ 



0 16, 191*1 RE- 
PORT, P 3 

D 16, 191*2 RE- 
PORT, P 1* 

T 3017 



(MORE THAN 50% READABLE; 
STILL BEING WORKED ON.) 



READ ALMOST 
WITHOUT GAP 



? - 7 



7 - 7 



7 PERS Z S 



RECOVERED 
ABOUT \% 



7 PERS Z S 



7 - 7 



-? 7 



7-7 



7 7 



7-7 



7 7 



RECOVERED 
15* - 20^ 



RECOVERED 5* 



0 16, 191*1 RE- 
PORT, P 3 

D 16, 19*»2 RE- 
PORT, P It 



D 16, 191*1 RE- 
PORT, P 3 

D 16, 1945 RE- 
PORT, P 2 



(OVER 50)6 READABLE- ) 



D 16, 191*1 
PORT, P 

D J6, 191*, 
PORT, P 1 



RE- 
RE- 



T 3115 



T 3019 



T 3110 



RECOVERED 
LESS THAN 10% 



T 3111 



(UNIDENTIFIED) 



(BZK OVER 50$ READABLE.) 



(UNIDENTIFIED) 



(UNIDENTIFIED) 



(UNIDENTIFIED) 



(unidentified) 



RECOVERED 
LESS THAN 356 



T 31 12 



(unidentified) 
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RESULTS 



OF 



EUROPEAN AXIS CRYPTANALYSIS 



AS LEARNED FROM TICOM SOURCES 



COUNTRY 
OF 
ORIGIN 



SERVICE 



(with annotations fr om army security 

nTmT of system" 



AGENCY SOURCES IN PARENTHESES) 



DESCRIPTION OF SYSTEM 



COUNTRY 
OF ORIGIN 



01 PLO!*TlC 



PLLGAt^r* DIPLCM.4TIC 



DIPLC»^ATIC 



5-figupe: 1-part cxc, rwo paginations. 



*>-riCl'RE 1-PAR7 COCC, TWO PAGINATIONS. RANGC 



5-riGURE l-PART COCC, REPAGINATED. 



5-riGL'RE J-PAPT COCE. 



DIPLCVATIC 



5-riCURE l-PART CODE 



Q 



FLL3*Rl * ( ' OIPLCWATIC 



5-riGURE 1-PAPT COCC 



5-riGURE l-PAPT CXE- 



01 PLCV.^TIC 



5-riGURE )-P*PT COCC. 



nUlGARM <i DtPLCVATIC .^-FIGURE l-PART COOE- INDICATOR: 333 H 



BL1C*RI * 1 i 



DiPlCVAtiC 5-riGUPE probably t-PART COOE 



OIPLCMATIC 



5-riGURE PROEAeL> I -PART COCE 



BULGARIA \> 



DIPLCV.ATK 



5-FIGURE PROBABLY l-PAPT CCOC 



9 

4 



AXIS 



US. A. 



DATES 
OF 
USE 



WHEN 

ATTACKED 
AND BY WHOM 



BD 15 



BD 30 



BD 19 



BO 25 



(BUE) 



("? - DEC 19115) 



■? PERS 2 S . 



(euo) 



(1938-jAN 19I16) 



PERS 2 S 
t SIM 



(BUJ) 



BO 27 



BD 



BD 33 



BO t6 



60 I 



BD 3 



60 26 



(? - 19115) 



^ PERS Z S 



1 - igiiii - ? 



f PERS 7 S 



RESULTS 



RECOVERED 
A60UT 50)1 



RECOVERED 75)^1 
LATER I009B 
COMPROMISED. 



RECOVERED y£% 
1*056 



? PERS 2 S 



■? - 7 



^ PERS 2 S 



-? - ? 



■? PERS Z S 



? - ? 



7 PERS 7 S 



? - ? 



PERS Z S 



RECOVERED 5)1 



RECOVERED I0S* 



»J05S - 50* 
RECOVERED 



RECOVERED 
LESS THAN 5* 



RECOVERED 5% 



? - ? 



7-7 



7 PERS I S 



■7 PERS ? S 



■7 PERS Z S 



RECOVERED 
m - '556 



RECOVERED 
ABOUT 5^ 



RECOVERED 
5^ - 10^ 



RECOVERED 
ABOUT 105( 



TICOM 
REFERENCE 



STATUS 



T 20 



T 1192 
T 2125 



25 



T 2l* 



T 2335 



T 2334 



T 2353 



T 1176 



T 2333 



T 12; T 

T 1178 

T n)7 

T 117^ 

T 1 181 

T 2331 
T 



13 



T 2116 



T 2161 



T 2ltl7 



OF 
AT 




(CaE RECOVERED ,5J| BEFOKE 
RECEIPT or COPY (ROM TICOM. 



) 



(COOE RECOVERED ABOUT 2*J 
LATER 100t)< COMPROMISED. ) 



(NOT WORKED ON BEFORE RECEIPT 
OF TICOM COPY.) 



(UNIDENTIFIED) 



(UNIOENTiriEO) 



(UNIDENTIFIED) 



(UNIDENTIFIED) 



(UNIDENTIFIED) 



(UNIDENTIFIED) 



(UNIDENTIFIED) 



(UNIDENTIFIED) 



(UNIDENTIFIED) 
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RESULTS 



OF 



EUROPEAN AXIS CRYPTANALYSIS 



AS LEARNED FROM TICOM SOURCES 



COUNTRY 
OF 
ORIGIN 



SERVICE 



(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) 

NAME OF SYSTEM 



DESCRIPTION OF SYSTEM 




OUNTRf 
ORIGIN 



AXIS 



US. A 



DATES 

OF 
USE 



WHEN 

ATTACKED 
AND BY WHOM 



RESULTS 



TICOM 
REFERENCE 



STATUS OF THE S 

AT ASA 




BULGARIA 13 



OtPLOMATIC 



BLLG*PrA ill 



8L'LG*RI A 15 



01 PLOMAT IC 



BULGARIA 16 



BULGARIA 17 



01 PLOMATIC 



PROBABLY 
DIPLOMATIC 



01 PLO»^AT IC 



BLLGAPIA l'* 



BULG*R1 * 10 



PROBABLY 
01 PLOMATIC 



RULGARI 4 



PPCfiARLY 
DIPLOMAT IC 



PROBABLY 
Dl PLOMATIC 



FUIGARIA J] 



PROBABLY 
DIPLOMATIC 



BULGARIA 



PROBABLY 
DIPLOMATIC 



BULGARIA 23 MILITARY 



BULGARIA 2I4 



MILITARY 



•5 -FIGURE PRCeABLY 1-PART CODE. 



•j-FIGURE PROBABLY 1-PART CODE. 



^-FIGURE PROBABLY 1-PART CODE . 



5-FIGURE PROBABLY 1-PAPT CODE 



5-FIGURE ■y-PART CODE 



5-FIGURE ?-PART CODE 



5-FIGURE 7-PART CODE 



5-FIGURE ?-PART CODE 



5-riGURE 'f-PART CODE 



5-FIGURE 7-PART CODE 



5-riGURE 1-PART CODE 



5-riGURC I-PART CODE 



BD 31 



BD 35 



"N.8.D. 
NEUER" 



3ULG. 385 



BD it* 



"720 1-15" 



"062 .325 
1-15" 



"095 



"507 i6 

21 



"693 " 



BM 7 



BM C 5 



? - f 



■J - ? 



? - ■? 



-? - ? 



? - -? 



^ PERS Z S 



T PERS 2 S 



1 t 



•? PERS 2 S 



? PERS Z S 



f PERS Z S 



■ f PERS Z S 



^ PERS Z S 



? - 1927 - ? 



? - 1932 - ? 



1927 PERS 2 S 



"? PERS Z S 



? PERS Z S 



? PERS Z S 



? PERS Z S 



RECOVERED 
LESS THAN 5J8 



VERY LITTLE 
SUCCESS 



RECOVERED 
15X - 



VERY LITTLE 
SUCCESS 



RECOVERED 
20S8 - 25S« 



RECOVERED 
LESS THAN \% 



RECOVERED 

55^ - 



T 2379 



T 1184 



T 2131* 



T 2135 



T 2130 



T 2213 



T 2127 



T 2171* 



T 2157 



T 2165 



RECOVERED 
LESS THAN 1051 



T 2l63 



(UNIDENTlnCD) 



(UNIDENTIFIED) 



I 



(UNIDENTIFIED) 



(UNIDENTIFIED) 



(UNIDENTIFIED) 



(UNIDENTIFIED) 



(UNIDENTIFIED) 



(UNIDENTIFIED) 



(UNIDENTIFIED) 



(UNIDENTIFIED) 



(UNKNOWN) 



(unknown) 
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3560861 



RESULTS OF EUROPEAN AXIS CRYPTANALYSIS 

AS LEARNED FROM TICOM SOURCES 

FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) 



(WITH ANNOTATIONS 



COUNTRY 
OF 
ORIGIN 



SERVICE 



Mf L I TARY 



0UtC.4R( A ci" 



MIL I TARY 



BULGARIA d1 



BULGARIA ^8 



BULGARIA £0 



PULC.ARIA 3C 



PL LGac I a ^ I 



BULGARIA 32 



bulgaki A 33 



BULGARIA 3I1 



MIL I TARY 



BUI Gap I A. 3^ 



BUI Gap I A •^L' 



BUI Gap I A 37 



^4 

J 



DESCRIPTION OF SYSTEM 



NAM E OF SYSTEM 



.^OUNTRr 
DF ORIGIN 



AXIS 



US. A 



DATES 
OF 
USE 



WHEN 

ATTACKED 
AND BY WHOM 




5-riGURE: ?-PART cooc 



5-FtGURC 7-PaRT cooc WITH APPARCNTLY TOUR DlfrtR 
CNT POSSIBILITICS TOR THC TIRST THREE TIGURES. 



5-rrCURE 7-PART CODE 



5-riGURC 1-PART CODE 



5-FICURE 1-PART CODE 



5 -r I CURE 1-PART COOC 



5-riCURE 1-PART CODE 



5-riGURC 1-PART CODE 



"j-i IGUPE I -PART CODE 



5-nGURE T-PART CODE. POSSIBLE 60,ft^0 GROUPS. 



5 -FIGURE 7-PART COOL. RLCONSTRUCIEO ON BASIS OF 
1^0,000 VALUES, 



5-FICAff?C 7-PART CODE 



5-riGURC 7-FART COOE. 



BM C 1 



BM I t 



BM 1^ 



1^30 16 



8G 8 2 



"0S3 ABD 

1-15" 



"6U I I 



36633 w3 



"BULG HOF 
COOE ttC 



? - -? 



? - ? 



? - 7 



? - ? 



? - ? 



-? - 7 



-7-7 



7 - f 



-7-7 



7 - f 



? PERS 2 S 



7 PCRS 7 S 



7 PERS Z S 



7 PERS : S 



-7 PERS 2 S 



? PERS 7 S 



7 PERS Z S 



7 PERS 7 S 



t PERS 2 S 



7 PERS 7 5 



7 PERS 7 S 



'-1936-1937-' 



T - ? 



f PERS 7 S 



f PERS 2 5 



RESULTS 



RECOVERED 
LESS THAN \% 



RECOVERED 
LESS THAN 10% 



RECOVERED 
LESS THAN ]% 



RECOVERED 



RECOVERED 
LESS THAN 1038 



RECOVERED 20* 



RECOVERED 
LESS THAN 5* 



RECOVERED 
LESS THAN 1^ 



RECOVERED 

5S< - 10* 



RECOVERED 
ABOUT 10)8 



VERY LITTLE 
SUCCESS 



RECOVERED 
LESS THAN IJB 



VERY LITTLE 
SUCCESS 



TICOM 

REFERENCE 



T 2167 



T 2169 



T 2132 



T n30 



r 1270 



T 21I15 



T 2162 
T 2163 



T 2133 



T 21»i9 



T 2159 



T 2166 



T 2172 



T 2121 



STATUS 



OF THE SYSTEM 
AT ASA REMARKS 



(unknown) 



( UNKNOWN ) 



(UNKNOWN) 



(UNKNOWN) 



(unknown) 



(unknown) 



(unknown) 



(unknown) 



(unknown) 



(unknown) 



( unknown ) 



(unknot) 



( unkngwn ) 
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1 





COUNTRY 
OF 
ORIGIN 



SERVICE 



BULC*RI 



A 3? 7 



BULG*RM H9 











BULGER M 


^3 



BULGARIA 



BULGARIA kS 



Diplomatic 



DJPLOfAT JC 



OiPLCMATrC 



MIL I TAP'r 
ATTACHE? 



RESULTS OF EUROPEAN AXIS GRYPTANALYSIS 

AS LEARNED FROM TICOM SOURCES 

(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) 



DESCRIPTION OF SYSTEM 



5-Fj&uf?t ?-part code 



5-nGUPE ^-FAPT CODE 



5-FrGiUPE f-PART COOE 



5-FIGUfJt ?-PAPT CODE 



It-FIGUPE T-PART COCE 



'J-FJGUFE i-PART CODE 



l|-r»GUR£ t-PART CODE 



l*-nGURE 1-PaRT COOE 



?-papt code, ejpst grc*jf after address was 

BALKAW. 



NAME OF SYSTEM 



COUNTRY 
.OF ORIGIN 



AXIS 



ohne 5 1 6 

21 " 




US. A. 



'nhC or 
nIjC " 



A? 10^ 



PD ^6 

■jz.-c. 

REG. 1 



BO £-7 



"a FRIED 
RJCHS" 



DATES 
OF 

USE 



i - 1 



T - t 



? - ? 



WHEN 

ATTACKED 
AND BY WHOM 



RESULTS 



f PEPS 7 s 



? PEPS 7 S 



? PERS 7 S 



T PERS 7 S 



^ PERS 7 S 



f PERS 7 S 



t PERS 7 5 



? SfM 



TICOM 
REFERENCE 



T 



VERY LITTLE 
SUCCESS 



T 3153 



T 5175 



T 



PtCOVEftED S< 



T 2]i.e 



T £33? 



RECOVERED T 2131 



VER> LITTLE 
SliCCESS 



RECOVERED 
ABOLTT 2^% 



NOT READ 



T 2177 



IF P525 



STATUS OF THE SYSTEM 

AT ASA 



REMARKS 



(UNKNOWt?) 



(unknown) 



i (UNKHOWO 



(UWKNOWtj) 



(UNKWCVJ) 



( UNKNOWN ) 



( UNKNOWN } 



(unknown) 



CHART MO. I -A 






0 





1 



r 




RESULTS 



OF 



EUROPEAN AXIS CRYPTANALYSIS 



AS LEARNED FROR/l TlCOfti] SOURCES 



(WITH ANNOTATIONS 



FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) 



COUNTRY 
OF 
ORIGIN 



Chile 



CHILE 



CHILE 



CHILE 



Chile 



Chile 



0 



1 



SERVICE 



DESCRIPTION OF SYSTEM 



Same 



COUNTRl^ 
OF ORIGIN 



DIPLOMATIC 



-nCORC 5-LETTER 2 -PART CODE. 1^0,00*3 GROUPS 
I VIDEO INTO THREE CONSECUTIVE BOOKS. 



CONSULAR 



5-LETTER 1 -PART CODE. 26,5^0 GROUPS, EIRST TWO 
AND LAST TV) LETTERS OF EACH GROUP ENCJPHER£0 

WITH digraphic substjtutjon table.. 



5-LETTER t-PART CXE.' 



DIPLOMATIC 



DIPLOMATIC 



DIPLOMATIC 



t-TO 4-LETTER 1-PART CODE. kZ,^ GROUPS. 



1|*LETT£R t-PART CODE. 



t-PART CODE WITH COMPLICATED CNC I P*hERMEHT , 



CLAVE 
SaAR 



OF SYS TEM 



AXIS 



CHILE KON- 
SULAR CODE 



US. A. 



(cla) 



DATES 

OF 
USE 



WHEN 

ATTACKED 
AND BY WHOM 



BEFORE T9^l 



T9Sl» - t 



^ SIM 



192I1 PERS 7 S 



t - f 



? PERS 7 S 



( 1936-CURRENT) 



t - 7 



iglt^ PERS 7 S 



RESULTS 



COMPRO- 
MISED. 



SOLVED. 



T PEPS 7 S 



t SIM 



RECOVERED 
LESS THAN 5< 



SOLVED. LATER 
}00jt COMPRO- 
MISED. 



TICOM [STATUS OF 
REFERENCE AT 



THE iVitfeM 
ASA 



REMARKS 



0 lb, REPORT 
1, P 2 



(UNKMM) 



T 3026 



RECOVERED 
LESS THAN 3J( 



D l6p REPORT 
(2, P it 
D 16, REPORT 
^k, P It 



T ^k00 

T 3025 



IF 1517 
IF IMS 



(UNKNOW) 



(COMPROMISED 100^ 
EDITION 1936- ) 



-- DATE Of 



(UNKNOhM) 



(UNKNOW) 



CHART NO. 1-^' 



DQCI 




3560861 





RESULTS OF EUROPEAN AXIS CRYPTANALYSIS 

AS LEARNED FROM TICOM SOURCES 

LWITH . ANNOTATIONS PROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) 



COUNTRY 
OF 
ORIGIN 



SERVICE 



CHINA 



CHINA 



CHINA 



CHI NA 



CHI 



CHINA 



CHI NA 



CHINA 



CHIN* 



CHINA 



CHIN* 



CHINA 



(DIPLOMATIC) 



3 



DIPLOMATIC 
AND CONSULAR 



I* 



' - ■ II- r 



DESCRIPTION OF SYSTEM 



NAM E OF SYSTEM 



US. A. 



OF ORkSnI ^^'S 



'i-LETTER ?-PAPT CODE:. 



i*-lette:r (I -part) cooc thought tq have been 

ENCODED IN CHINESE CHARACTERS AND ENCfPHERED IN 
LATIN CHARACTERS. 



if -LETTER I -PART COOC. SOM£T|MCS ENCIPHERED. 



OJYJ 



DIPLOMATIC ll-LETTER ?-PART CODE, ALTERNATE CONSONANT AND HUKO 

! VOWELS. ■ j 



5 



DIPLOMATIC 



U-LETTER ?-PART CODE, OCCASIONALLY DIGRAPHICALLY 
ENCIPHERED. 



DIPLOMATIC i 1)-LETTER ^-PART CODE. 



DIPLOMATIC 



: U-LETTER ?-PART CODE, OCCASIONALLY DIGRAPHICALLY 
' ENCfFHERED. 



C0»*1ERCI AL 



li-LETTER T-PART CODE, OCCASIONALLY ENCIPHERED 
OfGPAPHfCALLY. USED BETWEEN CHINA AND A CHINESE 
COMMERCIAL MISSION IN GERMANY. 



(DIPLOMATIC) 



3-LETTER 3-PART CODE 
MANY ENCIPHERMENTS. ) 



(usually ENCIPHERED. HAD 



DIPLOMATIC ' 3-LETTER I-PART CODE. SOMETIMES ENCIPHERED. 



I ) 



DIPLOMATIC 



3-LETTER 1-PART COOE'. 



12 



(DIPLOMATIC) 



3-LETTER 1-PART CXE'. SOMETIMES ENCIPHERED. 
HAD MAMY ENCIPHERMENTS. 



\ 



HNM 



WIN 



UTI 



ORYO 



DATES i WHEN 
OF ATTACKED 
USE AND BY WHOM 



(cns) 

OR 
(CNF) 

OR 
(CNJ) 



- 1 



(cnl) 



(CNC) 



(CNB) 



? PERS 7 S 



(CNS, ]$kh 

current) 

(CNF, 191*.^ 

current) 

(CNJ, 191*14 

current) 



? SIM 



RESULTS 



TICOM 
REFERENCE 



STATUS OF THE SYSTEM 

AT ASA REMARKS 



RECOVERED 
LESS THAN 10Sf 



NOT READ 



(CNS) { ??li3-CURRCNT) ?-PCRS ? S 



? PERS 2 S 



1935-1937 



7 PERS 2 S 



RECOVlREO 

SUBSTITUTION 

ALPHABETS 



PARTIALLY 
BROKEN 



T 1157 



; (UNKNOWN) 



IF 1513 P 5 



T 3 



T 2297 



COOE AND T 2112 

ENCIPHERMENT . T 2113 
PARTIALLY 
BROKEN 



■t PERS 2 S 



1926-1929 



? PERS 2 S 



1937-1933 



7 PERS 2 S 



( 191* 3 -CURRENT), 7 PERS 2 S 



PROBABLY 
READ. PARTI- 
ALLY BROKEN. 



FAIRLY COM- 
PLETE RECOV- 
ERY OF BOTH 
COOE AND. 
ENCIPHERMENT 



CODE AND 
ENC I PHERMENT 
PARTIALLY . 
BROKEN 



( 1939-CURRENT) ? PERS 2 S 



i 191*1 PERS 2 S 



C? - 191*0 - 
current) 



f PERS 7 S 
f OKW 



PARTIALLY 
READ 



SOLVED 



COMPLETELY 
READ 



T 2291 



T 2J 1 1 



T 2010 
T 2110 



T 1159 



T k 



I 22 P 21 
T 202 
T 2t§ 
T 193 
T 2296 



T 2 

T 2292 - 



I 



(CNS, CNF, CNJ BROKEN AND 
; READ BY ASA, ) 



(RECOVERED BY BRITISH. BOOK 
GIVEN TO ASA. BEING READ.) 



(unknown) 



(unknown) 



(unknown) 



(UNKNOWN) 



(unknown) 



(solved BY ASA 191*11) 



(PARTIALLY RECONSTRUCTED 
COtPROMlSEO COPY RECEIVED 
COMPLETED 'BRCAKING. NOW 
BEING READ.) 



(unknown) 



(plain CODE AND LETTER EN- 
CIPHERMENTS NOT BEING WORKED 
ON -- LOW INTELLIGENCE VALUE 
NUMBER ENCIPHERMENT BEING 
READ.) 



(> 
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS 

AS LEARNED FROM TICOM SOURCES 



COUNTRY 
OF 
ORIGIN 



SERVICE 



(WITH ANNOTATIONS 

w 

DESCRIPTION OF SYSTEM 



F ROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) 

"nME~"0"f^ • SYST EM 



;OUNTRir 
r ORIGIN 



AXIS 



US. A. I 



DATES 
OF 

USE 



WHEN 

ATTACKED 
AND BY WHOM 



RESULTS 



TICOM 
REFERENCE 



STATUS OF , THE SYSTEMI 

AT ASA REMARKS 



CHINA 



13 



CHINA 



CHINA 



CHINA 



15 



16 



CHINA 



17 



CHINA 



18 



CHINA 



19 



COLOMBIA . I 



COLOMBIA 2 



C?ECHO- 
SLOVAKIA 



CZECHO- 
SLOVAKIA 



CZECHO- 
SLOVAKIA 



CZECHO- 
SLOVAKIA 



CZECHO- 
SLOVAKIA 



3 



MILITARY 
ATTACHE 



MILITARY 



DIPLOMATIC 



DIPLOMATIC 



DIPLOMATIC 



DIPLOMATIC 



DIPLOMATIC 



DIPLOMATIC 



AIR rORCE 



AIR FORCE 



ARMY 



C0>*4ERCI AL 



3-LETTER T-PART CODE. ENCIPHERMENT CONSISTED 
OF TRANSPOSITION WITHIN THE COOE GROUPS. FIRST 
GROUPS OF TRAFFIC WERE EFR, SKW, OR JKW. 



3-LETTER ^-PART COOE. UNENCIPHEREO. DISCRIM- 
INANT WAS NKDBN. CONTAINED MANY SPELLS, USING 
SIMPLE SUBSTITUTION^ 



'POST CODE" 



POLYALPHABETIC SUBSTITUTION. 26 ALPHABETSr 
(USED ON CODES CNF, CNL, CNS, CNU, AND CNW. ) 

POLYALPHABETIC SUBSTITUTION. 10 ALPHABETS'. 
(USED WITH CODES CNB, CNC, CNr, CNJ, CNL, CNS, 
CNU, AND CNW. ) 



MONOALPHABETIC SUBSTITUTION. (USED WITH CNS, 
CNC, CND, CNF, CNJ, CNL, CNS, CNU, AND C^rf. ) 



MONOALPHABETIC SUBSTITUTION. DAILY CHANGING 
ALPHABETS. (USED ON CODES CNB, CNC, CND/ CNF.) 



POLYALPHABETIC SUBSTITUTION CIPHER WITH 5 TO 
15 ALPHABETS. 



P0LYALPHAB5.TIC SUBSTITUTION CIPHER WITH 5 ALPHA 
BETS. 



TRANSPOSITION CIPHER 



DOUBLE TRANSPOSITION CIPHER 



OOUetE TRANSPOSITION CIPHER. 



VARIOUS POLYALPHABETIC SUBSTITUTION CIPHERS. 
USED IN 1925, 1926, AND 1927. 



CXE USED BY SKOOA FIRM TO IRAN AND IRAQ CON 
CERNED WITH BRIDGE BUILDING PROJECTS. 



SXS 



AMC 



AM A 



ECTIA 



T - 19I13 



7 PERS 2 S 



7 PERS Z S 



ENCIPHERMENT 
SOLVED. NOT 
READ. 



INVESTIGATED 



7 OKW 



(SXS) ( 19iii|-CURRENT)! 7 PERS Z S 



SOLVED 



(AMC) 



( i91*3-cupre:nt) 



? PERS Z S 



SOLVED 



(AMA) ( l9l*3-CURRENT)j ? PERS Z S 



SOLVED 



(ECTIA) 



(I9'i3-i9t*5) 



? PERS Z S 



SOLVED 



7 - 191*2 - ? 191*1 PERS Z S 



(COA) 



( 19^7-CURRENT)' 1927 PERS ? S 



READ 



READ 



T - 1937 - ? I 1937 OKL 



? - 1938 - ? 



1938 OKL 



7 - 1938 - 7 



1925- '927 



J 938 OKL 



NOT BROKEN 



SOLVED. 



OKL 



? - 1935 - 7 ' 1935 OKL 



SOL VEO 



SOL VEO 



I 22 P 8 



(unknown) 



I 22 P 8 



(UNIDENTIFIED) 



I 150 p 9 , (unknown) 



T 3 



(ALPHABETS SENT BY BRITISH.) 



T 3 



(ALPHABETS SENT BY BRITISH.) 



T 3 



(ALPHABETS SENT BY BRITISH.) 



T 3 



(ALPHABETS SENT BY BRITISH.) 



D l5, REPORT 
2, P 1| 

D ifi,'' REPORT 
I, P 3 



I 121 P 7 



I 112 P 6 



I 1)2 P 10 



T 1 731* 



f 162 P Z 



(unknown) 



(READABLE) 



(unknown) 



(unknown) 



(unknown) 



(unknown) 



(unknown) 
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DOCI 
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RESULTS 



OF 



EUROPEAN AXIS GRYPTANALYSIS 



AS LEARNED FROM TICOM SOURCES 



(WITH ANNOTATIONS 



COUNTRY 
OF 
ORIGIN 



DENMARK 1 



OOwrNlCAN 
REPUBLIC 



LCUADOR 1 



ECUADOR d 



EGYPT 



SE^^VICE 



DtPLOMATIC 



DIPLOMATIC 



DIPLOMATIC 



OIPLCMATIC 



ETHIOPIA ] 



E TH ( OP I A Z 



F INLAND 1 



DESCRIPTION 



SYSTEM 



CODE 



SUBSTITUTION CIPHER WITH 5 ALPHABETS 



a-LETTER ^-LETTER It-LETTER 2-PART CODE. GROUPS 
IN FROM OF VC, VlC, OR VCCC, TRANSMITTED IN 
)0-LETTER GROUPS. 



^-LETTER 1+-LETTER I-PART CODE. 6l,9l*5 GROUPS. 
INTERSPERSED CLEAR TEXT. 



DIPLOMATICt 



DIPLOMATIC 



TVO ?5-FtGURE T-FART COOES, VALUES IN FRENCH 
ENCIPHERED. 



5-FIGURE 1-PART CODE. VALUES IN fRENCH. 



DIPLOMATIC :OOUBLE TRANSPOSITION 



DIFLOMATIC HAGELIN. Ci-WHEEL AND 6-^^EEL MACHINES.) 

AND MILITARY 

ATTACHE 



AETH. 1 



FROM ARMY SECURITY AGENCY 

NAMg^OF SYSTEM"! DATES 

pOUNTR?r.v,c M c A ' OF 
OF ORIGIN AX'S ^SA , 



SO URCES IN PARENTHESES) 

WHEN 

ATTACKED 
AND BY WHOM 




-9 . 



BEFORE 19*»(^ 



FA 



(DOa) 'J-(CURRENT) 19I1I PERS Z S 



50SK OF TRAF 
riC READ UP 

TO ?950 



COMPLETELY 
READ 



1923-'? 



1926 PERS Z S COMPLETELY 

READ ■ 



(ECA) 



(t-!9l|l-CUR 
\ RENT) 



19I11 PERS Z S 
f SIM 



f - t 



? SIM 



(eta) (^-current) 



(etb) '(?-]9i*ii-cup 

■ RENT) 



FIA-l) ( I9li2-CURRENT) 



? OKH 



jriA-n 
(riA-z) 



? OKW 
? FA 



SOLVED 



1 RECOVERED 
i LESS THAN 55< 



NO SUCCESS 



J 162 P 3 



(UNIDENTIFIED) 



D 16, REPORT 
2. P 1| 

T 25^7 



(READABLE) 



D 16, REPORT (UNKNOWN) 

I. P 3 



D lis, REPORT 

2, P It 
T 1592 

(F !5lS 



(80!jl READABLE) 



T 106 1 



NOT READ BY 
OKW. READ 
OCCASIONALLY 
BY FA. 



T 57 



I 3! p 7 
I 51* P 

I .55 P 



(UNfOENTIFfCO) 



(ALMOST COMPLETELY READABLE.) 



(CURRENTLY BEING ATTACKED; 
! NOT YET BROKEN. ) 

(SOLVED IN I9I13. FlA-t STIH 

BEING READ J FIA-2 NOT READ- 
ABLE, SINCE TABLES CHANGED, 
BUT BEING WORKED ON.) 



CHART NO. 1-2 



DOCI 






0 





1 




COUNTRY 
OF 
ORIGIN 



FRANCE-- 1 
VICHV, TRCC 
FRANCE 



rPAMCE 



SERVICE 



(DIPLOMATIC) 



DiPLOMATICt 



FRANCE-* 3 [DIPLOMATIC 
rPAMCE 



FRANCE 



FRANCE 



FRANCE 



FRANCE 



FRANCE 



DIPLOMATIC* 



OlPLtWATiC 



DIPLOHATtC 



DIPLOMATIC^ 



8 DIPLOMATIC 



FRANCE" 9 
FREE FRANCE 



DIPLOMATICT 



FRA^#CC 



]0 DIPLOMATIC 



FRANCE 



II DIPLWATIC* 



FRANCE-- 12 DIPLOMATIC* 
FREE FWANCE 



FRANCE" 
(VICHY) 

\ 



(DIPLOMATIC) 



RESULTS OF EUROPEAN 

AS LEARNED FROM 



(WITH ANNOTATIONS 



FROM ARMY SECURITY 



DESCRIPTION OF SYSTEM 




nam e of system 
ountrTT 



ORIGIN 



CfPHEP MACHINE, HACELJN M-209. (6 WEELS, VARI- 
BLE PINS, VARIABLE LUGSj NO SLIDE, MAXIMUM KICK 
OF ^7 OVERLAPPED.) 



^-LETTER 1-PART COCE. APPROXJMATELr ^tf,00flf 



GROUPS. 



»t -LETTER ?-PAftT CODE 



It'LETTER 2-PART CXE . VCW OR VCVC. (SIMILAR 
TO FRG. ) 



it-LETTER 2-PART- CODE. 



i-LETTER fi -part) CODE, APPROXIMATELY 20,000 
GROUPS. (UNENCIPHEREO) ' 



H'LETTER i-riGURC 1-PART CODE, MOT STRICTLY 
ALPHABET I C . 



5-riGUPE 2-PART CODE. 



5 -FIGURE E-PART CODE ENCIPHERED BY SINGLE TRANS 
POSITION KEY TAKEN TROM THE ENCODE. KEY VARIES 
FROl 12 TO 29 LETTERS, NONE DIVISIBLE BY 5, 



5-FIGURE 2-PAI?T CODE. 



5-riGORE 2-PaRT CODE. 



-FIGURE T-PART CODE, ENCIPHERED BY TRANSPOSI 
ION. 



It-FIGURE 2-PART CODE, (UNENCtPHEREO) 



(M-209) 



PC iW 



VESTA 



AXIS 



6 VARIA 

i-352r 

F 



F.B. I, 
VOL. 1 



IgtS TYPE 



PC 151 



F 21 



R 2 



R 

GEGCN 
CODE 



00. 7. 

BLN. 103 
I— VAR* 
601" 



US.A 



( FRENCH 

M-209) 



(ERG) 



(rcF) 



(FAF) 



AXIS ^ CRYPTANALYSIS 

TICOM SOURCES 

AGENCY SOURCES IN PARENTHESES) 



DATES 
OF 

USE 



WHEN 

ATTACKED 
AND BY WHOM 



I 



DURING 5A"4 
FRANCISCO CON- 
FERENCE, 19J*5 



1943 OKW 



191*0 PEPS ? S 



{1937 -CURRENT) 



t-1937-T 



i9lti-(i9^»i) 



7 - f 



1929 



t-)939-t 



t - t 



)9l)l| SID 
PRIOR TO 
PEPS 7 S 



19I1] 



t PEHS 2 S 



r OKW 



AFTER 19IH 
PERS Z S 



t PtRS 2 S 



t GERMANS 



t OKW 



RESULTS 



PH0eA8LY READ 



T5% PECON- 
STPUCTEO BY 
ITALIANS. COM 
PROMISED BY 
ITALIANS AND 
GERMANS. READ 
ABLE eUT.NOT 
WORKED ON BY 
PERS Z S DUE 
TD LACK OF 
PERSONNEL . 



RECOVERED 



C{>4PLETELY 
READ 



RECOVERED I5II 



RECOVERED k0t 



WORKED ON. 
KNEW SYSTEM. 



CWP1KMISED 



t GERMANS 



t PERS 2 S 



t-l9l|T-t 



( ]9^1-I9ltll) 



19I11 OKW 
t PERS.Z S 



t OCRNANS 



RECONSTRUCTED 
15* 



PART* ALLY 
RECONSTRUCTED 



TICOM (STATUS OF 
REFERENCEr AT 



' 5S P 3 

I 136 P 2 



0 5*» P t2 



T 152) 
T l50ll 
T 3251 
0 fil P 



12 




T 896 



D 5^ P 12 
T 3256 



T 2019 



T 
T 





T 1728 



T 3IV 



NO. success . 



RECOVERED ^001 

CWmHISED 

1000 



T 3088 



r ^ p 6 



T 
T 
T 




k6 



THE SYSY^M 
ASA 



i%£MAn<s 



(READ FRENCH HAGELIN DURING 
SAN FRANCISCO CONFERENCE.) 



(UNIDENTIFIED) 



(RECOVERED AT ASA IN 191)2.) 



(UNKNOWN) 



(UNKNOMl) 



(eCGAN WDRX 19IU. COMPRO- 
MISED CODE. READ. SCANT 
MATERIAL. ) 



(UN lOENTin CD) 



(UNrDENirFtCD) 



(UNIDENTIFIED) 



(UNKWWN) 



(UNKWMl) 



(UNIOCNTiriCD) 



(BROKCN WITH HELP mON QCCS. 
500 RECOVCREDj 900 READABLE . ) 



1 



r 



I. 




DOCrO: . B560961 



i 



RESULTS^ OF EUROPEAN AXIS 

AS LEARNED ^HO^ 1\00^ 



CRYPTANALYSIS 

SOURCES 



(WITH ANNOTATIONS 



OUNTRY 

OF 
ORIGIN 



FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) 




SERVICE 



DESCRIPTION OF SYSTEM 





ORlGta 



rRANCE 



n»A»cc 



FRANCE 



t6 



17 



rRANCE 



t8 



orPvoMAHc 



OlPl^WATrCt 



DIPI^OMATIC 



OlPLWATtC 



DIPIOMATIC 



FRAHCC 



19 



DIPLOMATIC 



FRANCE 20 



DIPLOMATIC 



n?AHCt-- Z\ piPlONATIC 
(VICKY) 



FRANCE 23 



(DIPLOMATIC) 



FRAXE tK DiPLtNATiC 



FRANCC 25 OJPlCMATIC 



FRANCE 2i 



DIPLOMATIC 



FRANCE ?7 JIPLGMATIC 



rffA«Ct aS JtPiCUATlC 



FRANCE ^IPLOMATICt 



*-rtGt*E Z-P*RT CODE, 



^-FJQUPE i-PART COOC. 



WiGURE 2-PART CODE. 



^-nOURE 2-PART COOC. 



*-nowiE 2-part code. 



M -Ft CURE 2'PAflT CODE. 
EAST. 



4-FIGURC 2-PART CODE. 



PERHAPS USED tN THE NEAR 



*-riCt«E 2-PaRT CODE. (CNCIPMCREO WITH RtWHING 
ADDITIVE.) 



k-nawc e-p*Rr coot:. 



it-FIGUR£ (Z^PART) CODE. (5 ENC IPMERMtNTS USED 
CONSrSTINO OF 1 SUBSTITUTION AND k AQOiTlVE SYS 
TEMS.) 



WrOtWE 2-PART CODE, fUNENClPHrfiCO) 



k-nOURC 2-PART CODE, (UNE«C (PMCREDj 



»I-FIGURE 2-PART CODE. 



'^-nQURE 2-PART CODE. 



k-nCUPC 2 -PART COOE. 



^-FIGURE 2'Part CODE 



(7 



AXIS 



c 51 



h7\ BER 
LIn 1 A 

303 E 



NA ^ 



FC 



) 



US.A 



k VARIA 

-599 



CT)t 



11 NAH. 
OS TEN 



12 rtPN- 

OST 



(PC 17 



(PC 152) 



ik BCRLfN 



IN 1-500 



VARIA 



(FAJ) 



(rA£) 



fFAC) 



DATES 
OF 
USE 



I 



f - t 



WHEN 
ATTACK 
AND St 

t GEF94ANS 




RESULTS 



t - t " 



t - f 



f - f 



T OKU 



1 QCRMANS 



r GERMANS 



f - t 



t - t 



(19^1)-19^3 



? - f 



19411- (CURRENT) 



(I94l-I9il3ll 



(19*T-19^»*) 



t - t 



TICOM ISTATUS 
REFERENCE 



AeOUT 35* RE- 
COVERED 



RCCOVEREO ^1 



ABOUT 65* 
RE COVER Ld 



ABOUT 25* RE 
CONSTRUCTED 



READ. 




T GCWANS 



}^k\ PERs rs 



19*3 PERS 2 S 



f OKW 



19I1I1 SfO 



t GCAMANS 



T GEfiMAMS 



T - t 



t - t 



t PEPS 7 $ 



t PERS 7 S 



t GERMANS 



^ CCPMAnS 



ABOUT 30* RE- 
COVERED 



RECOVERED 



T 31^9 



T 9^ 



T 3^7 



T 31W 



T 2536 



T 3155 



RECOVERED 2^ 



3» 



PROBABLY NOT 
SOLVED 



ftECOWSTRUCTECl 

75)* 



RtCOVEREO 50* 



RECOVCREO 10K 



RECOVCRCO 5# 



C£XPR^»SED 



RECOVERED 35^ 



T 
D 




P 12 



T B85 



T 1522 



:4] 
:k2 



T 3235 



T 3101 

T 3^t 



T 2U] 



T 3236 



Of^ YriE 5VSY&/I 

AT ASA 



REMARKS 



(UHKMOIM) 



/ 



(UNKMOW) 



{UNKNOWN) 



(UNKNOWN) 



(UHKMOM) 



(WKNQWN) 



(IHKNOWN) 



(BOOK COHPRWISEO 19^.] 



fLfWNCw) 



(CODE BOOK CCMWISCD 19*3. 
COMPR<mSED SUBSTIT^JTJON 
TABLES AFTER SOME WORK DONE. 
ADOITJVES BROKEN. ALMOST- 
ALL TKaFFIC COMPLETELY READ. 



(BROKCN WITH HELP OF QCCS. 
RECOVERED 65*.) 



(£NC(DE.C(W»0<fSCD 19*3. 
REMAIWER LARGELY SOLVED.) 



(UNKKQUN) 



(UNKNOWN) 



{LNIDENTIFIED) 



(unknown) 



ZSJXJtn^—rj 



DOGI 




3560861 





RESULTS OF EUROPEAN AXIS CRYPTANALYSIS 

AS LEARNED FROM TICOM SOURCES 



(WITH ANNOTATIONS 



FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) 



COUNTRY 
OF 
ORIGIN 



SERVICE 



33 



DIPLOMATIC 



FRANCE-- 31 
rrtCZ FRANCC 



FRANCE 


32 


DIPLOMATIC 


FRANCE 


33 


DIPLOMATIC 


FRANCE 




DIPLOMATIC^ 


FRANCE 


35 


DIPLOMATIC"? 



FRANCE 



FRANCE 



FRANCE 



FRANCE 



FRANCE 



FRANCE 



FRANCE 



FRANCE 



FRANCE 



FRANCE 



36 



37 



33 



39 

111 



DIPLOMATIC 



DESCRIPTION OF SYSTEM 



NAM E 



POUNTRY 
OF ORIGIN 



li-FIGURE 2-PART CODE. UNENC I PHEREO . DIGITS IN 
INDICATOR ADD TO n. 



li-FIGURE 2-PART CODE. (NOW UNENC I PHERED. HAD 
BEEN ENCIPHERED FOR A SHORT TIME.) 



OF SYSTEM"! 



AXIS 



PC 156; i F 18 

TNU 



PC iii6 



ll-FIGURE 2-PART CODE. 



1*-FIGURE 2-PART CODE. 



4-FIGURE 2-PART CODE. 



ll-FIGURE 2-PART CODE. 



DIPCOMATtC"? 



DIPLOMATIC? 



J|-riGURE 2-PART CODE. 



li-F)GURE 2-PART CODE 



DIPLOMATIC 



It-FIGURE 2-PART CODE 



DIPLOMATIC? U-FIGURE 2-PART CODE 



DIPLOMATIC? U-riGURE 2-PART CODE 



DIPLOMATIC? 



U2 



1*3 



1*5 



(DIPLOMATIC) 



tl-riGURE 2-PART CODE 



DIPLOMATIC 



DIPLOMATIC 



DIPLOMATIC? 



Ii-FIGURE (2-PART) CODE. UNENCIPhEREO 
5 -FIGURE INDICATOR ADD TO 2tf. 



ll-FIGURE 2-PART CODE. 



DIGITS IN 



It-riGURE 2-PART CODE. 



U-FIGURE 2-PART CODE. 



5 BERLIN 

VARIA 1- 

; 1900 



U. S. A. 



DATES 
OF 

USE 



I WHEN 

ATTACKED 
AND BY WHOM 



(frh) 



(FRL) 



I 10 RN 



33 BERLIN 



F U 



353 BER- 
LIN 1- 

'195; 35^ 

VAR^A I- 
35S VARI 
0-E t-79: 



III I-I1S2 



F 20 



t BERLIN 
l; I VARIA 
I- 



(FRJ) 



2 BERLIN 

11-500! 2 
VARIA 1- 



7 BERLIN 
VARIA 1 



I9ll5-(CURRENT)' I9l»5 SID 



C?- 19I11-CUR- 

RENT) 



? SID 

•? PERS 7 S 



RESULTS 



TICOM 
REFERENCE 



STATUS 



OF THE SYSTEM 
AT ASA REMARKS 



RECONSTRUCTED 
75* BY SID. 
READ. 



7 - -? 



7 GERMANS 



■ ?-l930-t 



I COMPROMISED 
100* BY SID; 
CODE 75* RE- 
COVERED BY 
PERS Z S 



RECOVERED 35* 



T 733; T 7*iS ' (COMPLETELY COMPROMISED BE 
T 735; T 1508 I 



T 1511; T 1520 
T 152!*; T 1521 

IF 1526 P h I 



FORE CODE WAS USED.) 



T 
T 
T 



1509; 

I?! 



125 



T 20291 (87* COMPROMISED NOV. ]$kz 
T 3253 REMAINDER PROVIDED THROUGH 
T 360^ TICOM SOURCES SEPT. I9**5.) 



T 321(5 



? PERS 2 S RECONSTRUCTED T 20l8 



? - ■? 



PERS 2 5 . RECOVERED 20* 



? - -9 



-? PERS 2 S 



?-i93^-^ 



? OKW 



- ■? 



t OKW 



? - T 



7 PERS 2 S 



ABOUT 5* RE- 
COVERCr 



PARTIALLY RE- 
CONSTRUCTED 



RECONSTRUCTED 
35* 



APPROXIMATELY 
70* RECOVERED 



T 2032 
T 2031 



(unknown) 



(UNKNOWN) 



(unknown) 



(unknown) 



7 - f 



? - •? 



( 19li5-CURRENT) 



^ OKW 



? GERMANS 



T PERS 2 S 



19I15 SID 



* PERS 2 S 



t - f 



? - ? 



T GERMANS 



f PERS 2 S 



RECOVERED W 



RECONSTRUCTED 
30* 



PARTIALLY RE- 
COVERED 



WORKED ON. 



T S93 



(unknown) 



T 892 



T 3096; T 3034 (UNKNOWN) 
T 2021; T 



(UNKNOWN) 



T 2022 



T 383 



T 2il8' 
T 



T 3099 



T 1521 



ABOUT 75* RE- 
COVERED 



RECOVERED 75* 



ABOUT 75* RE- 
COVERED 



T 3087 
T 5150 

T 2017 

T 2U86 
T 31511 



T 
T 
T 




(UNKNtVN) 



(UNKNOWN) 



(UNKNOWN) 



(IN PROCESS OF RECOVERY. 
FAIRLY READABLE.) 



(UNKNOWN) 



(UNKNOWN) 



(unknown) 



1 



CHART NO. 1-3 



DOCI 



3560861 





RESULTS OF EUROPEAN AXIS GRYPTANALYSIS 

AS LEARNED FROM TICOM SOURCES 



(WITH ANNOTATIONS 



COUNTRY 
OF 
ORIGIN 




FRANCE-- k6 
VICHY, FREE 
FRANCE 



FRANCE-- 
VICHY 



^1 



SERVICE 



DESCRIPTION OF SYSTEM 



F ROM A RMY SECURITY -AGENCY 
NAME 



SOURCES IN PARENTHESES) 



COUNTRf 
OF ORIGIN 



DIPLOMATIC 



(DIPLOMATIC) 



FRANCE-- 1*8 
(VICHY, LATER 
FREE FRANCE) 



FRANCE-- 
(FREE FRANCE) 



FRANCE-- 5«* 
(VICHY, LATER 
FREE FRANCE?) 



DIPLOMATIC 



(DIPLOMATIC) 



FRANCE-- 51 
VICHY, FREE 
FRANCE 



FRANCE 



52 



FRANCE 



53 



FRANCE 



5" 



FRANCE 



55 



FRANCE 



56 



(DIPLOMATIC) 



DIPLOMATIC 



DIPLOMATIC 



DIPLOMATIC 



DJFLOMATIC? 



DIFLOMATIC? 



DIPLOMATIC? 



FRANCE 



57 



DIPLOMATIC? 



ll-FIGURE 2 -PART CODE. (UNENCIPHEREO. ) 



A SET OF EIGHT il-FIGUPE (2-PART) COOES, UNENCI- 
PHEREO. 



tl-FIGURE 2-PART CODE. (ENCIPHERED.) 



CIPHER TABLES- -DIGRAPH I C SUBSTITUTION OF NUMBERS 
FOR LETTERS. (CHANGED QUARTERLY BUT REPEATED 
FRCW YEAR TO YEAR. ) 



it-FIGURE (2-PART) CODE WITH LETTER DIGRAPHIC SUB- 
STITUTION WITH LIMITATIONS OF 1^ LETTERS. TABLES 
OF 100 DIGRAPHS CHANGED QUARTERLY. SAME TABLE 
USED ON DIFFERENT DATES IN SUCCESSIVE MONTHS OF 
QUARTER. DIGRAPHS TAKEN QUARTERLY. SEVERAL OF 
THIS TYPE. 



l»-FIGURE 2-PART CODE. ENCtFHERED--SOME BY TABLES. 
MANY OF THIS TYPE. 



(PC 11*9) 



OF SYSTEM 



AXIS 



US. A. 



DATES 
OF 

USE 



I WHEN 

1 ATTACKED 
'and BY WHOM 



RESULTS 



FRANC I A 

f )i*9i 

1* BERLIN 
102 



'PC" SERtS F kt 



PCN 9 



TABLES I 1 1 
AND IV 



(PCN-9) 



10, 



(PRO) 



t-i935-(cuR 
1 



RENT 



? ITALIANS 
1935 GERMANS 



(Probably '?-(some cur- 



19 AP 



1 FAC 
THROUGH 
FAH, FMO, 
OR FAS) 



(FAT) 



19 AP 



RENT) 



PRIOR TO I9I1I 
PERS Z S 



(FAT TAB- 
LES) 



U-FIGURE 2-PART CODE 



ll-FIGURE 2-PART CODE 



1^-FIGURE 2-PART CODE. 



It-FIGURE 2-PART CODE 



PC 28 



(PC 155) 



1*-FIGURE 2-PART CODE 



19l|l-( I9l|lt) 



09110- 191*3) 



(FAT?) OR 
(FAU?) 



FAM, FAN, 
AO, FAP, 
"AL. FMH, 
DR FAU) 



16-1-3600 



F 36 



F 1*9 



F 50 



(FAD) 



ll-FIGURE 2-PART CODE. USED BETVEEN PARIS AND 
BEIRUT AND ADOIS-ABBABA. 



(FAU* 

191*11) 
(FATt 

191*5) 



191*1- 
19U3- 



191*1 FA 



? ? 



? PERS'Z S 



?- 191*0-? 



191*0 SIM 



?-i925-? 



?-i9ii0-( 191*1*) 



)930 - ■? 



1929 PERS 7 S 



? GERMANS 
? ITALIANS 



COMPROMISED - 
\00% BY I TAL- 
(AN3. 75)K RE- 
COVERED By 

GERMANS . 



READ, SOME 
COMPROMISED, 
SOME BROKEN. 



RECONSTRUCTED 

^0% 



COMPROMISED 



COMPROMISED 
SOME MATERIAL. 
PROBABLY READ 
AFTER 191*1. 



TICOM 
REFERENCE 



T I58I* 
T 



STATUS OF 

AT ASA 




(APPROXIMATELY 98)( READABLE f 
5S-60Jt RECOVERED. TICCN 
MATERIAL ELIMINATES THE NEED 
FOR FURTHER BOOKBREAKtNG. ) 




T 32?2 



T 21*52 



HAD COMPRO- 
MISED COPY OF 
ONE CODE AND 
ONE I -TIME 
ENC I PHER I NG 
TABLE. 



PARTIALLY RE- 
CONSTRUCTED 



I 22 P 19 

0 51* p 13 

T 3532 



(F 1522 P 2 



T 2156 



? OKW 



APPROXIMATELY 
75)* RECOVERED 
BY GERMANS ANDj T 
ITALIANS. 



?-1931-t 



?-i93i-? 



?- 1930- 1937-^ 



? OKW 



? OKW 



? PERS Z S 



RECONSTRUCTED 

1*5:* 



RECONSTRUCTED 
3W 



RECONSTRUCTED 
33S< 



PARTIALLY READ 




T 879 



T 881 



T 880 



T 2036 



(MAINLY COMPROMISED) SOME 
BREAKING DONE ON PORTIONS OF 
FAG AND OTHERS.) 



(COMPROMISED VICHY'S BOOK AND 
TABLES 191*2. COMPROMISED 30 
OUT OF 121* OF THE FREE FRENCH 
TABLES. BUILT UP MANY OTHERS 
READ.) 



.) 



PROMISED 19^2- SEE (TEM 



(IF FAU, WORK STARTED )9k2, 
THEN COMPROMISED I READ. IF 
FAT, SEE ITEM 48.) 



(COMPROMISED MOST CODES AND 
TABLES 191*2. SOME BREAKING 
DONE ON FAU AND TABLES OF 
FMH.) 



(UNKNOMI) 



(ASA HAS COMPROMISED COPY. 
READ FROM I9l»2- I9l*l* • ) 



(UNKNOWN) 



( UNKNOWN ) 



(UNKNOWN) 



(UNKNOWN) 



1 



DOCIdC356086 



1 





COUNTRY 
OF 

ORIGIN 



fPAHCl-- ^ 



SERVICE 



rPANCc 



59 



FRANCE - - 60 



fP*NCC 



6i 



62 



62 



< ) 



t ) 



fPANCC 



6ft 



FRANCE-- 66 



FRANCE 



6? 



rPANCE 

viCHy 



69 



rpANCE 



70 



FflANCE 



71 



ff A»*CE 



7^ 



D I PLOWA T ( C 



DIPL OMATfC 



D'PLCVATf C 



PIPLOWATIC 



DJPlOfATfC 



DiPLCMATrC 



OIPICMATIC 



DJPl-OMATKt 



DIPLOM*T(C 



DIPLOMATIC 



DiPlO*AnC^ 



DIPLOMATIC 



DfPLOMATlCT 



DfPLOHATlC^ 



RESULTS OF 

AS LEARNED 



(WITH ANNOTATIONS 



EUROPEAN AXIS CRYPTANALYSIS 

FROM TICOM SOURCES 



FROM ARMY SECURITY AGENCY SOURCES 



DlPLO^ATlCt 



DESCRIPTION OF SYSTEM 



JNAME_ OF 
OUNTRY 



SYSTEM 



2-PAPT COPE. SCWfTlMES ENCJPHCPCD WITH 
DAILY CHANGtNG PEPEATING ^-DlGlT ADDITIVE. 
(t^NENClPHERED UNTIL JUNE 19^1*,) 



ORfGiN 



AXIS 



USA 



PC i')^ 



F J 



Ij^riCUPE T-P^PT COOE, WOT STP<CT1.> *LPHAaETrC. 



i-FICUPE )-PAPi CODE* WOT STPJCTLV alph^BEHC- 



U-riGWPE 1-P^PT COOtj »*0T STPKTL^ ALPHABETIC 



It-rrCURE 1-P^PT CODE, tlOl STf:iCTL> ALPHApETJC 
UE55 TKAN i,3i?tf (SPOUPS. 



k^fiZfjac i-PAPT CCOE» MOT STRICTLY ALPHABETIC 
"SMALL CODE." 



4-ncv»£ i-PAPi com:, »tP*ci*<*iED- less than 

CROUPS. 



•t-FIGWC I-PAPT coot, PCP*G(N*TED 
CNCIPHEFMEWT PY TAPLE *3." 

't-FJGURE T-PAffT CODE. 



'SVeST I TUl lOf* 



I 



lf"FJCyR£ I-PAPT CODE. 



Il-FICyPE T-FAPT COPE 



*i-FlGUT7E 'T-PiRT CCOC 



'J-FIGUWE t-PAPT CODE. USED TO TR*r#SMIT EWQ.I5H 
Te;(T. 



l*-ri(XWE T-PAPT COOC. *SUSPtCTED THAT IT COM- 
BIKE5 A*IA00ITIVE *>€> * BueSTI TuT J OfJ PROCESS.* 



1 ^ 



Ji-riQURE f*P*RT COOC. £MClP*^ERtO 8Y A TfW-PLACC 
LETTER SUeSTITUTlON TABLES « 



(FPA; 

FPA-i) 



EE {7AHLE^ 
COOE) 



"CCCE 
LEKE 



M. Dh Z 



19 



DATES 
OF 

USE 



1 WHEN I 



AM3 BY 



IN PARENTHESES) 

TTcOM 'STATUS 
REFERENCE 



ATTACKED I RESULTS 
WHOM 



Of THE SYSTTM 
AT ASA 




fiCMT)" 



7 - ? 



7- |Q^7T-? 



T-IQ37?-? 



T-^937T-7 



t - ? 



7^1939.7 



7-19*1-1 



}$kU SIO 
PPfOP fO 
FEFS J S 



PEAO 6-1 FEPS 
7 S. SID PE*D 
FREE FRENCH 
TPAFFIC l^Jtti' 
1<jlt5. COM- 
PROMISED DEC. 



T GEPHAfJS RECOVERED 



IF P k ^TRAFFIC PEJiDAaLC fPO^ 10^2. 

J J2 P 19 BOOKBPEAKING CONTINUED WTIL 
^ ^^-^i ^ 73** SEPT. lOli^ VrtiEN ITALIAN COW- 
T T TstfjFiiO^ ) SED CODE WAS RECEIVED. 

T l^Jli T 79^ CURRENT FORMS BEING PE^O.) 
T l^^?; T 



MAflKS 



I 



7 OKW 



7 0K\} 



CCI^PPa*lSED 



RECO\'£PEO '^rtf 



t:£COVCRED 75< 



1 359 



T 1723 



T l8i6 



1 T.^^ 



PECO\'EPED I T 133^ 



0#(V 



■? PEPS 2 S 



' PECC*lSlRUCKr I 13^9 



0 5^^ P 7 



? o«w 



COMFPCMISEC 



j 7 OKW 



Ct>'PPCMiSED 



7 DKV 



7 CEPMAhiS 



7 PEPS ? $ 



1 \SUC PEPS 7 S 



PftlOft TO l^Z 
FA, PERS 7 S 



pAPTI*LLt pE 
CONSTUL'C TED 



*»CAO 



T 1721 



T 1719 



D P 2 



NOT READ By 
PECS 7 S PPICP' 
TO 19^1 



0 5^ p 13 



f IPST.SOI.U- 
TION BY fa' 

USING C*PTUP£D 
TABLES. 



D 51* P l9 



(L'NKNO^rfN) 



(UNX^OUM) 



(unknown) 



(UNKNOWf] 



(UNXN0h»4) 



(um<nownJ 



(UMDENTiriED) 



(unknown) 



(unidentified) 



^u^'*^NOWN) 



{ UNXN0UT4 ) 



( 1 DENT I r I ED ) 



(uNiOENTirieo) 



! 



* - 





CID: 






0 





1 





COUNTRY 
OF 
ORIGIN 



73 



71* 



76 



77 



rtfANCE 



78 



80 



SERVICE 



DIPLOMAT ICY 



DlPI^OHATfC 



DIPLOMATIC^ 



DIPLOMAT I Ct 



OIPLOHATIC, 
CONSULAR 



DIPLOMATIC, 

CONSULAR, 

COLONtAL 



CONSULAR 



COMlCPCrAL 



81 MILITARY 
ATTACHE 



FRANCE 



82 



FRANCE 



83 



(MfLriARY 
ATTACHE) 



(MILITARY 
ATTACHE) 



Fi?ANCE 



fill MILITARY 
ATTACHE 



FftANCE - - 95 
(FREE FRANCE y 



Ft*ANCE 



(MJLJTAPY 
ATTACHE) 



FRANCE 



86 NIL rTAPY 
ATTACHE 

88 KILITARY 
ATTACHE 



RESULTS OF EUROPEAN AXIS CRYPTAIMALYSIS 

AS LEARNED FRO(^ TICOCI/) SOURCES 



(WITH ANNOTATIONS 



DESCRIPTION OF SYSTEM 



FROM AR MY SECURITY AGENCY SOURCES 

6f fiY^Y^M I RATFS 



mm'' 



OUNTRyi 
ORIGIN 



AXIS 



tt-FJGlJRE t-PART CODE. 



*C0OE FOREIGN OFFICE OR HANOI MESSAGES 



ADDITIVE ENClPHCfiMENT SYSTEM. 



CODE 19^9 
TYPE 2 



"CIPHER TAQLES TR I GRAPHIC SUBSTITUTION. D5-B 



It-FIQURE t-PART CODE. INDICATOR 66666. USED BE 
TUEEN PARIS AND DUOLIN. 



Il-FIGIAE 2*PART CODE. ALWAYS ENCIPHERED BY SIM- 
PLE DIGIT rOft DIGIT SUBSTITUTION. 



TO 12 



^-FIGURE T-PART CODE. 



*t-FIGURE 1-PART CODE, NOT STRICTLY ALPHASETrC 



5-LETTER 5-FIOURE *-PART CODE. PERHAPS ENCI- 
PHERED BY TRANSPOSI TJOn. 



5-FJGURE (2*PART) CODE. HAD (10) ENCI PHERHENTS 
tFVB-5 USES COLUMNAR TRANSPOSITION WITH NULL 
PATTERNS ON A KEY TAKEN FROM THE ENCODE J 



>iCTroN 

AIRE 

Chiffre 

HAVAS 



(CODE EM- 
PIRE 1943) 



5-FIGURE 2-PART CODE 



(JOCAM) Ofi 
(CXE EM- 
PIRE) 



It-FJGUfiE 2-PART CODE ENCIPHERED BY ONE -TIMS TR*N5 
POSITION KEYS, 13-27 LETTERS IN LENGTH, TAKEN 
FROM THE ENCODE. KEYS ARE REVERSED BEFORE USED. 
FOP USE By FRAfiCO POLISH MILITARY MISSION. 



U-FICURE 

pherment 

STATJON. 



I -PART CODE USING TRANSPOSITION ENC 1 - 
(SPECIAL PAGINATIONS ASSIGNED "TO EACH 

ONE GENEftAL PAGINATION.) 



One- TIME TPANSPOS I T I ON KEYS OF VARYING LENGTHS. 
USED fiET%«EN FRANCE AND ROME. 



2-letter enciphering tablg5 peplacjnc ihe sudameri 
System. 



FU 
FU 
FU 
FU 
FU 1 



* 
t 



F CONS 
OUBLWE 



F 152 



USA 



OF 



WHEN 
ATTACKED 



IN 

T" 



PARENTHESES) 



USE . AND BY WHOM 



FVB; 

Fve-^J 
AH) POS- 
SIBLY 
FVB-2 OR 
FVB-3) 



ITNFT) OP 
(FVStj 



t - f 



T-i9ii(J-t 



t.i939-T 



RESULTS 



TICOM 
REFERENCE 



teTATUS OF YhE svsyew 

AT ASA 



t PERS 7 St 



t-i9lt0-f 



t - t 



T918 - T 



1939 - t 



19!^ SIM 



t OKW 



t OKW 



t ITALIANS 



t OKW 



1 OKW 



19lil GERMANS 



t OKM 



i9Ut - f 



f OKW 



t ? 



(FVD) 



I9lt0- {CURRENT) 



191*0 - T 



1955 - T 



t OKW 



? OKW 



? OKW 



NO BOCKSREAK 
ING DONE. 



T 3T*i6| t 
T 31W1 T 
T ^llt2 




(UNtDCNTlFIED) 



READ 



COMPROMISED 



COMPROMISED 



COMPROMISED 



PROBABLY NOT 
READ 



COMPROMISED 

im 



IF 152»t 



T l62»I 



T 918 



T 1521 



T 3537 



T 17^ 



T 1661 



T 3549 



PROBABLY NOT 
BROKEN 



COMPROMISED 
T00« 



BROKEN AND 
READ 



I l6tf PP 7, 

19-21 
POSS 1 BLY 
I 58 P 2 



I 58 P 2 



T 3553 



I 31 p 5 



CCMPfK>!J5ED 



COMPROMISED 



T 1753 



T i9i9 



(UNlOENTIFtED) 



(UNIDENTIFIED) 



(UNKNOWN) 



(UNKNOWN) 



(unknown) 



(IMKNOM) 



(UNKNOM) 



(unknown) 



(FVB-2, FVB-3, FVB-5 BROKEN 
BY ASA tN 1943-194^. FOUR 
OTHER ENCI PhERMENTS SOLVED. 
THREE OTHERS IN PROCESS OF 
SOLUTION. ONLY ONE IS CUR- 
RENT . ) 



(IF FNF-t BffOKEN AND READ. 
IF FVB, SEE ITEM 52.) 



(UNKNOWN) 



(BROKE 3 ENCIPHERMENTS. 
FVO-li IN SOLUBLE STATE. 
FVD-5 BEiNG WORKED ON.) 



(UNKNOWN) 



(unknom) 



CHART n6. 1-2 



C > 



) 
1 



DOCI 




3560861 





RESULTS 



OF 



EUROPEAN AXIS GRYPTANALYSIS 



AS LEARNED FROM TICOM SOURCES 



(WITH ANNOTATIONS 



FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) 



COUNTRY 
OF 
ORIGIN 



SERVICE 



— 



DESCRIPTION OF SYSTEM 



NAME OF SYSTEM 



POUNTRY 
OF ORIGIN 



AXIS 



U. S. A. 



DATES 
OF 

USE 



I WHEN 

ATTACKED 
AND 8Y WHOM 



RESULTS 



TICOM 
REFERENCE 



STATUS 



OF THE SYSTEM 
AT ASA REMARKS 



FRANCE 



FRANCE-- 
VICHY AND 
FREE FRANCE 



9^ 



90 



COLONIAL 



COLONIAL 



1-PART CODE, 5 OR MORE LETTERS PER GROUP. 



5-LETTER I -PART CODE 



(1926 B) 



FRANCE 



91 



COLONIAL 



ENCIPHERMENT TABLE FOR ]$26 B. 



FRANCE 



FRANCE 



92 



93 



COLONIAL? 



COLONIAL 



FRANCE 



9U 



FRANCE 



L J 

c : 
t > 

L J 



95 



<> 



FRANCE 



96 



FRANCE 



97 



FRANCE 



98 



FRANCE 



99 



FRANCE 



100 



FRANCE" 101 
FREE FRANCE 



5-LETTER 1-PART CODE 



?-LETTER ?-PAPT CODE, SOMETIMES ENCIPHERED 



COLON I ALT 



COLONIAL 



COLONIAL"? 



5-FIGURE 2-PART CODE 



-FIGURE (l-PART) CODE. (APPROXIMATELY 8,000 
IROUPS. SIMITATION ON FIRST DIGITS TO 0, 1, OR 
2. FIRST UNENCIPHERED; LATER SOMETIMES ENCI- 
PHERED BY ADDITIVE ON 10 X 10 DAILY SQUARE WITH 
RANDOM COORDINATES. ) 



MX 



9 MARNE 



(F3T) 



(19»»3) 



r 13 



F COL 29 



COLONIAL 
(NAVAL, MILI- 
TARY, DIPLO- 
MATIC ATTACHE) 



COLONIAL 



S-FIGURE l-PART CODE. BOOK HAS 3 
GRAPHIC PAGE DESIGNATIONS FOR EACH 
THE SAME INTERVAL AND PROGRESSING BY ONES. 



BOOK HAS ?. SETS OF TR I - 

PAGE, ALL AT 



tl-FIGURE 2-PART CODE. (NOW UNENCIPHERED 
HAD 2 MAJOR ENCIPHERMENTS. ) 



HAS 



COLONIAL 



ARMY 



(ARMY) 



t»-FIGURE l-PART CODE.' SOME GROUPS SENT IN CLEAR. 
FOR USE IN ALGERIA. SPELL GROUPS BEGIN WITH 51 
OR 53 AND END WITH 52 OR 5ll. 



RUNNING ADDITIVE ENCIPHERING SYSTEM FOR COLONIAL 
1923 CODE. 



HAGELIN CIPHER MACHINE. (6 WHEELS, VARIABLE PIN^ 
VARIABLE LUGS, SLIDE, MAXIMUM KICK OF 27.) 



CIPHER MACHINE EMPLOYING FRACTIONATION, SU8ST I TU- |^B-2 II 
TlON. AND RECOMBINATION. (USED 5x5 SQUARE. 
HAD 6 WHEELS AND 2 SETS OF PLUGS. >4001FlEt>" 

VERSION HAD 10 WHEELS AND k SETS OF PLUGS.) 



(CODE V) 



CHIFFRE 
60 



CM. A.N 



BC 38 



F COL 000 



BC 38 



6-211 AND 
V-2n WIT 
SURCH 1 F - 
FREUR 



(FNC) 



(FNB) 



(BC 33) 



. ■?-i923-? 



7 ? 



COMPROMISED 



7 GERMANS 



7-7 



? ? 



PARTIALLY RE 
CONSTRUCTED 
AND }0C% COM 
PROMISED 



1 WORKED ON 



? - ? 



? - 191*1 



7 GERMANS 



I9I10 PERS 2 S 



? - ? 



? OKW 



RECOVERED 20SJ 



T 21153 



T 31 
T i] 



T 2ll57 



T 32I18 



NOT READ PRIOR D 5l* P 13 
TO 19I11 FOR 
LACK OF HELP 



, COMPROMISED 
100% 



?-J9i|ii- 19115 



7 SID 



I KNEW INDICA 
■ TORS 

I 

■ 

I 



7-]9l8?-7 



? OKW 



COMPROMISED 
100% 



?-19!43-(CUR 
RENT) 



? ITALIANS 



7 - ? 



7-191*1-7 



( 19l*ll-CURRENT) 



7 7 



COMPROMISED 
10^ 



? ? 



TABLES 100% 
COMPROMISED 



(8-211 AND(ABOUT 




001 F I CO 
-211) 



CURRENT 



APPROXIMATELY 
I9UI OKH, OKW 



ORIGINAL VER- 
SION READ. 
MXIFIlD VER- 
SION NOT READ 



T 1672 



T 1521 



T lS02 



T 1521 



T 1621 



T 21*56 



I 160 P 6 

J 111 F 5 
1 31 PP 1, 

D 00 P 7 



' (unknown) 

(COMPROMISED I9I12 AFTER SOME )(FBU BASIC 

BOOK; FBT 
?EPAGINA- 

noN) 



WORK WAS DONE.) 



7 



(UNKNOWN) 



|(ASA KNOWS 
or NO EN- 
CIPHERMENTS 
iON FBT) 



r 



(unknown) 



(UNIDENTIFIED) 



( UNKNOWN ) 



(CODE BOOK COMPROMISED l9l*5 
AFTER SOME BOOK BREAKING HAS 
DONE. ASA SOLVED ENCIPHER- 
MENT. ) 



(UNKNOWN) 



(COMPROMISED CODE BOOK. 
BROKE BOTH ENCIPHERMENTS 
READ 100%.) 



(unknown) 



(unknown) 



(SOT READ) 



CHART NO. i-£ 



DOCI 
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RESULTS 



OF 



EUROPEAN AXIS GRYPTANALYSIS 



AS LEARNED FROM TICOM SOURCES 



(WITH ANNOTATIONS 



FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) 



COUNTRY 
OF 
ORIGIN 



SERVICE 



DESCRIPTION OF SYSTEM 



rjAME OF SYSTEM J 

iCOUNTRf ^x,3 ■ 



- 



OF ORIGIN 



( ACMV) 



TRANCE 



IC3 



MIL I TARY 



ARMY 



TRANCl 



I J 
£: 
(> 
i J 

< ■> 



TRANCE 



AR.MY 



APMY 



TPANCE 



1^7 



rKA.^CE 



TRANCE-- 109 
FREt TRANCE 



TRANCE 



110 



TRANCE 



I 1 I 



TRANCE 



TRANCE 



"3 



AffMY 



ARMY? 



ARMY 



( ARMY ) 



ARMY 



ARMY 



ARMY, AIR, 
NAVY 



CIPHCR vACHIME, HAGELIV TYPE. 5 U*VCELS (riXED 
LUGS, VARIADLC PMS. ) 



as A 



DATES 
OF 

USE 



I WHEN 

ATTACKED 
AND BY WHOM 




c-36 



'machine Ct^KCHS 



S-LETTER ?-PART CODE ENCIPHERED BY DIAGONAL T3AN5- 
I POSITION BY MEANS CT A NUMERICAL KEY OERtVCO TROM 
I A KEV U-ORO. KEY UORD CHANGED MONTHLY, LATER 
lEVERi^ IWO WEEKS. IN WEST ATRICA LET TcR SUBSl I TU- 
'TION TABLES WERE INTRODUCED WITH a MONTHLY CHANGE 
TOR THE l."WICArOR GROUPS. 



^-LETTER t-pART CODE. TIRST 2 AND LAST GROUPS 
ARE 5-nGURE. ENCIPHERED BY DIAGONAL TRANSPOSI 
ITION. USED IM EQUATORIAL ATRICA. 



S-LETTER 7-PART COOE. ENCIPHERED BY SIMPLE TRANS 
POSITION. "10 DAILY KEY CHANGE." 



li-LETTER <;-PART COOC . UNENC I PHCREO . COULD BE 
USED AS A l|-riGURE 1-PART C00£ ENCIPHERED BY 
"TABLES 3, idc.', ANO 103." 



l*-LETTER ?-PAPT COOE. 



M.C 



3-LETTER 1-PART CCiOE. TIELO TYPE. 



i3-LETTER )-PART CODE, THE MIDDLE LETTER BEING ONE 
'or THE 5 VOWELS. SEVERAL ENC I PHERMENTS WERE USED 
LATER THE ENCIPHER KEY CHANGED MORE TRECUCNTLY. 



-LETTER 1-PART SHALL COOE. KEY CHANGED EVERY 
WEEKS. 



13-LETTER 1-PART SMALL CODE. IDENTICAL IN CON- 
STRUCTION TO ITEM m, 3UT VOCABULARY MORE ADAPT 
ABLE TO WIRELESS TRATTIC. KEY CHANGED EVERY d 
WEEKS. 



I 

MIXED 3-LETTER, ll-FIGURE, AND 3-TIGURE 2-PART | G.M.A, 
COOE. EMCRCENCY COOCBOOK TOR USE IN NORTH ATRICAj 
BOOK DIVIDED INTO SECTIONS FOR THE USE OT THE 
THREE SERVICES. 



C~}6 



(c-36) 



(APPROXIMATELY 
I936-CURRENT) 



1939 



OKH 
OKW 
SIM 



1939- 191*0 

I 

19143-19115 



■ 19113 - ? 



I 



7 - ^ 



191+^-191*3 



19112-19^111 



APPROXIMATELY I 
19113-191*11 



191*2 - T 



7 SIM 



7 OKH 



? IQI13-APPROXI- ? OKH 

. MATELY I9I15 



7 OKH 



I935-I9I10-7 7 OKW 



7 GERMANS 



7 GERMANS 
? SIM 



' 7 OKH 



? OKH 



7 OKH 



7 7 



RESULTS 



TICOM 
REFERENCE 



STATUS 



OF 
AT 



THE SYSTEM! 



ASA 



SOLVED AND 
FREQUENTLY 
READ BY OKH 
AND OKW. MAY 
HAVE BEEN READ 
BY SIM. 



NOT READ 



READ 



I 



READ 



READ 



COMPROMI 5ED 



READ BY GER- 
MANS AND SIM. 
PROBABLY TIRSTi 
BROKEN BY GER- 
MANS . 



READ. 



READ 



READ 



t 92 P 3 

I )60 P 6 
I U2 P 1* 

P 5 

P 2 

I lis pp 6-7 

I 73 PP ^-3 
I 73 PP li. 9 

I 31 p 7 

IT 107 P S 

IT isi5 

IT IS^lt 

T i6s5 
T i6?3 



IT 1522 



I 160 P 7 



(READ. CAN BE BROKEN BY STA 
TISTICAL METHXS.) 



(UNIDENTIFIED) 



(UNIDENTIFIED) 



I 16 
PP 



D0 P 7 
12-14 



(UNKNCVN) 



f 160 P 6 



T )6ii6 



T 3015 



IF 1517 P 5 
IF 1523 P 7 



I 170 PP 2-3 



I 100 PP 6, 8 



I i60 PP 6, 3 



COMPROMISED 



T 1790 



(UNKNOWN) 



(UNKNOWN) 



(UNIDENTIFIED) 



(UNKNOWN) 



( UNKNOWN ) 



(unknown) 



( UNKNOWN ) 



(UNKNOWN) 



lEMARKS 



n 

i 



CHART H6. 1-2 



DOCJD 







0 





1 





RESULTS 



OF 



EUROPEAN AXIS GRYPTANALYSIS 



AS LEARNED FROM TICOM SOURCES 



(WITH ANNOTATIONS 



COUNTRY 
OF 
ORIGIN ' 



SERVICE 



DESCRIPTION 



SYSTEM 




VICHY 



1 »V ARMY 



rRAtgcC 



11^ (army) 



FRANCE 



t]6 (army) 



rRANCC 



nJAicE 



117 MILITARY 
I 



I I?' ARMY 
I 



-RArJCE-- n? ARMY 
rPEE FRANCE 

rR*!gC(r ti»C^ ARMY? 



> FRANCE 



1J1 ARMY 



fftA^E 



tJ2 ARMY 



FR AHCE 



FRANCE 



123' ARMY 

I 
I 

l^U ARMY 



FRAlCe 



1 • ARMY 



FPANCr 



T»6 ARMY? 



FRAsiCE 



IJ7 ARMY 



FROM ARMY SECURITY AGENCY 
LN AM E _ OF _ S YST E M J DATES 



SOURCES 



IN PARENTHESES) 

TICOM 



TWO S-FtCURC 3-PART CODES WITH ABOUT ^0,0^ 
GROUPS. VARIOUS SYSTOIS OF ENC i PHERMEMTS USED. 
USED eETUCEN FRATJCE Ar4D COLONIAL ARHIES. 



5-nGUPE 2-PART CODE 



(5 -FIGURE 1*PART CODE. LATER RCPACmATCO. 3 
ENCIPHCRMCNTS IN USE SIMULTANEOUSLY.) 



TRANSPOSITION KEYS FOR SYSTEM T9J3. 



SYSTEME 
CRYPTO- 
jGRAPhflCbE 

MODCLC 



1933 D 



1 



F llfS^j 
F 13t7 



5-riCURE t-PART COOES. USED IN FRANCE. 'JORTH 
AFRtCA, WEST AFRICA, AND CCUATORIAL AFRICA. 



U-FICURE 5-FIGURE CODE SENT rN 5-riCURC GROUPS 
ENCrPHCRED BY ADDITIVE SYSTEM. 



*»-riGURE 2-PART CODE. S40«T CODE. SOMETIMES 
ENCIPHEPCD BY DIGRAPKIC LCTTCR SUBSTITUTION. 



CODE 

chiffre 

NO. 3 



1( -FIGURE ^-PaRT field CODE. ENCIPHERED BY A 1 1 
DIGIT REPEATING AODITIVC. INDICATOR WAS 5555^. 



F OR 
RA 



^-FIGURE ^-PART CODE. APPRQ.KIMATELY 6,(^09 
GROUPS. ENClPhCi'ED BY D I GRAPHIC LETTER SUBSTf- 
TUTlOrJ. 



it-FlGURE i-PAPT CODE- AFPROaIMATELY 55, 0W* 
GROUPS. DIGRAPH IC LET TCP 5U6STI TUTIOrJ. SIMILAR 
TO ITEM 



SERIE d7 



1»-FIGURE <;-PART CODE. 



CONCOR 
DANCE NO 

3 



!CODE 
iCMfFFRE 
5ERIE 68 



b-FICURC ^-PART CODE. ESCIPNERED BY LETTER SUB- SEP IE €9 
STiTUTJOrJ WJT^ VARIANTS. NO CROUP BEGINS WriK 0. 



i-FIGURE 5-P*RT CODE. 



SERIE 71 



b-riQURC d-PART CODE. USED BCTVEEN NDRT^ «FRICA ATMlt3 
iND CORSICA. PC VERS CD ^TM GROUP SUBTRACTED FROM 
THE 3RD CROUP ALWAYS GAVE SAME DIFFERENCE FOR ALL 
MESSAGES. 



? 



7 



19^3 - t 



1923 - ' 



I9lt0 - f 



7 - ? 



? - ? 



» 937- 1939 



?-l9J0-T 



? - ? 



J - 7 



I9!<3''9^5 



IMARKS 



» OKH 



T QKW 



READ AFTER 
BEING DCPOS- 
I TED Vr TH . 
ARM I ST J CE COM- 
MISSION 



BROKEN AND 
READ 



C04PR(MISED 



IF 1522 P 1, 
APPENDIX A 



(WIDENTIFtED) 



191)0 GERMANS 



7-i9ii3-i9i|ii» 7 OKH 



7 SIM 



COMPf?OMISED 
1W 



NOT READ BY 
FEBRUARY 19^5 



NOT READ 



I 170 P 4 



(UNIDENTIFIED} 




(COMPROMISED BOOK 1927 OR 
192S. NO TRAFFrC. NO WRK 
DONE.) 



T 3613 



I 1^0 P 7 



(CODE BOOK C0MPR0MJ5EO. SEC 
ITEM 116.) 



(UNIDENTIFIED) 



fr T522 P 2 (UHIOENT(FIED) 



*' T' OKW 



COMPf!QMlSEO I T* t6^0 



(UNKNOWN) 



1937 OKW 



7 OKW 



SOLVED AND 
READ. ENCI- 
PHERING TABLE! 
CGMPROllSED 



COMPROMISED 



7 OHW 



CCMPRCMISED 



I 55 P 6 
I 176 P 2 

T 369tt 



I 



I (UNKNOWN) 



T 179^» 



T QKW 



coipromised 



T 1666 



I 



7 OKW 



I 



COMPROMISED 



T 1636 



7 OKW 



]9itl| OKH 



I 

I ALMOST COM- 
' PLETELY SE- 
COVTRED 



I RECOVERED AND 
READ 



T 877 



t 



I 160 PP 7 
Iit-19 



(WKNOM) 



(UNKNOWN) 



( UNKNOT ) 



(unknown) 



( UNKNM ) 



(UNKNOWN) 



eHART rlo. i 



RESULTS OF EUROPEAN AXIS CRYPTANALYSIS 

AS LEARNED FROM TICOM SOURCES 



(WITH ANNOTATIONS 



FROM 



COUNTRY 

OF 
ORIGIN 



•SERVICE 



123 



ARMY 



FRANCC 



129 



ARMY 



FRANCE 



AftMY 



'3' 



AftMV 



FRANCE 



ARMY 



FRANCE-- 133 
FREE FRANCE 



AFWY 



FRANCE 



13^1 



ARMY* 



FRANCE 



'35 



ARMY 



FRANCE 
VICHY 



136 



AJJMY"? 



FRANCE 



'37 



afjmy 



FRANCE 



.38 



DESCRIPTrON OF SYSTEM 




NAME 



AR MY SECURITY 
OF SYSTEM 



AGENCY SOURCES IN PARENTHESES) 



1*-FIGURE 2-PART CODE, ALWAYS ENCIPHERED. 



ll-FIGURE ?-PART CODE WITH SHORT REPEATING AODt- 
TrVE, WHICH MAY HAVE CHANGED WEEKLY. GROUP I WAS 
MESSAGE NUMBER; GROUP 2 GAVE NLK8ER OF GROUPS; 
AND THE LAST GROUP WAS THE INDICATOR GROUP. 



ll-FIGURE ?-PART CODE WITH SHORT REPEATING ADDI- 
TIVE. USED IN TRANSPORT NETWORKS IN NORTH AFRICA 
EXTERNAL CHARACTERISTICS SAME AS THOSE OF ITEM 
129. TRANSMITTED IN 3-riGURE GROUPS- 



'1(-FIGURE f-PART CODE CONSTRUCTED BY A CODE "TAeLET 
IN WHICH RANDOM 2-DIGIT COORDINATES FORMED THE 
Ij-FIGURE CROUPS. ENCIPHERED BY DAILY CHANGING 
FIGURE SUBSTITUTION TABLES IN MONTHLY CYCLES. 

ll-FIGURE t-PART CODE ENCIPHERED BY "ORDINARY" 
TRANSPOSITION. 



OUNTRtI 
■ ORIGIN 



AFR 




(It-FIGURE 1-PART CODE NOT STRICTLY ALPHABETIC, 
ENCIPHERED BY SUBSTITUTION OF A TR I GRAPH FOR THE 
INITIAL DIGRAPH. SUPERENC ( PHEREO BY TRANSPOSI- 
TION KEY TAKEN FROM THE MAGAZINE "FRANCE LIBRE", 
VOL. IV, #23.) 5-FIGUPE INDICATOR REPEATED AT 
THE BEGINNING IN REVERSED ORDER. 



I4-FIGURC t-PART CODE TRANSMITTED IN 5-FIGURE 
GROUPS. WAS ORIGINALLY A 3-LETTER 2-PART CODE. 
: ENCIPHERHENT BY 10-DIGIT REPEATING ADDITIVE CON 
STRUCTEO FROM THE DATE. 



ll-FIGUPE 1-PART CODE, REPAGINATED. VARIOUS EN- 
CIPHERMENTS USED, SOMETIMES ONE-TIME TRANSPOSI 
TION KEYS. SOMETIMES A REPEATING ADDITIVE. 



(GA^WA?) 



ATM 



*»WY-C0LONI AL 



It-FIGURE 1-PART CODE, NOT STRICTLY ALPHABETIC 
ENCIPHERED BY ADDITIVE TAKEN FROM A TABLE. 



F 90 



G.N. 1 

G.C. 1 
G.F. 1 
G.R. 1 
CODE B.LjC 
CODE B.J; 
G.L. 1 1 
REPERTOIRE 

19^7 



U-FICUPE I-PART CODE, NOT STRICTLY ALPHABETIC. 
VARIANTS USED ON MOST FREQUENT GROUPS. 2-01 GIT 
DIFFERENTIAL FOR GROUPS REPRESENT I N?. PLAIN TEXT 
DIGITS. CODE TO BE USED ONLY WITH ENC I PHERMENT 
LETTER OR FIGURE. TRANSPOSITION ONE-TIME KEY 
USED. 



ll-FIGURE )-PART CODE WITH LETTFR ENC t PHERMENT- - 
2 OR 3 ALTERNATIVE LETTERS FOR EACH FIGURE. 



CARNlT DE 
CHIFFRE- 
MENT "P. Li 



SERIE M 



US. A. 



DATES 
OF 

USE 



WHEN 

ATTACKED 
AND BY WHOM 



RESULTS 



(FRE k) 



?-)9ll2-t 



?■ GERMANS 



191411-19115 



? OKH 



I 191111-19115 



T OKH 



191*1*- I9I15 



T OKH 



t ' 191*0 



1937 OKW 



(?-t9lt2-CUR 
RENT) 



7 GERMANS 



BEFORE I 939-? T GERMANS 



1927-1940-? 



? OKW 



I9I1I - ■? 



? OKW 



7- 1 9110-? 



7 OKW 



? - 1939 



? SIM 



COMPROMISED 
10038 



CAPTURED AND 
READ 



READ 



READ 



SOLVED AND 
READ 



NOT READ 



COMPROMISED 
t00J« 



COMPROMISED 
I00St 



COMPROMISED 



COMPROMISED 
100* 



READ 



TICOM 
REFERENCE 



T 3683 



STATUS 



OF THE SYSTEMI 
AT ASA 



lEMARKS 



(unknown) 



I l60 PP 7, 19 (UNKNOWN) 



I l60 PP 7. 19 (UNKNOWN) 



I l60 PP 6, 81 (UNKNOWW) 



I 58 P 6 

I 176 P 2 



T 312 



(UNKNOWN) 



T 3523 

I 160 P 18 




T 16I17 



T 1831 

T 172 

T 162 

T 16 

T 16 




IF 1519 P 2 



(CODE BOOK ABOUT 00% RE- 
COVERED BY GCCS AIDED BY ASA 
tP^C I PHERMENT SYSTCM ALMOST 
COMPLETELY CCMPROHISED BY 
GCCS. READ AT ASA SINCE 

I9i*»».) 



(UNKNOWN) 



(UNKNOWN) 



(unknown) 



NOT GIVEN 
TO ARMIS- 
TICE COM- 
MISSION. 



(UNKNOWN) 



MOT TURNED 
OVER TO 
GERMANS OR 
ITALIANS 
AT ARMIS- 
TICE. 



(unidentified) 
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RESULTS OF EUROPEAN AXIS GRYPTANALYSIS 

AS LEARNED FROM TICOM SOURCES 



(WITH . ANNOTATIONS 



COUNTRY 
OF 
Of^lGIN 



i 



SERVICE 



39 



(FPEt FftANCE) 



(rPETF FRANCr) 



f«}aw:e 



ARMY 



ARMY 



ARMY 



,1.5 



AP**!-, AIR 



ARMY*? 



FPANCC 



1^7 



A»*«Y 



FREE FPAf^Ce 



ARMY 



APMY 



F RAfJC C 



FftAWCC 



ARKV 



FRe£ rflApjTE 



FRFC FPAwrc 



rpANtE 



151 



ARMY 



AP*fY 



ARMY? 



DESCRIPTION OF SYSTEM 



OUNTR?^ 



k-nC\JPC l-PAPT COOC. US€0 FOR "iMAH. UNIT?, 
XISZO UNtNCrPHEPCD PF f*0 SeCUBlTY RECUIRCO, SfML- 
TIM£S ENCIPHERED BY fS-DPGIT PCPCATPNG ADOlTrv£ 
\M\CH FPECUENTLY CHANGCO. 



It- FIGURE 1-PAPT COOJ:. 



ORfGiN 



scRic rcj 

CARM£T DE 
CHtFTPE- 
ME NT 



AXIS 



it-nCt^RE 1-P*RT CODE, TPAWSPOSfD. 



it -ri CURE I -PART COOE, ENC>PrtE'*CP Pt LETTER SUP- 
STIfUTfON lABlE. FJRiT {Sl^OUP ALWAYS TTSF, 



It-rjGUPE )-PAPT CODE, WOT STPRTlY AIFHAGETIC 



1-FiGLPE J-PART CODE. PsOSaBlv A FIELD CODE, 



C*PHEt 
REDUl 



l-Fl(a;PE l-PA*!T rcOE, NOT STPiCTlt ALPHAeCTJC. 



t 



COBC 0€ 
i SERVICE 



?-FtGUPE T-RARr CODE. USED TPanSPOSI riON EW,l 
PhEPMtNT, 



^-FIGURE SUBSTITUTIW TABLE WITH ALTERNATIVE 
ECUIV*LENTS, USED IN SYRIA. 



CODE VALUES IN BLOCKS DESIWATED BY FIGt/PF FOR 
BLOCK, LETTER FOP LJNE. FJGURf COULO BE SL*- 
STiTUTED BY DJGPAPK, U!ED IN SYP'A, 



SueSllTUTlON TASLCS> ^ lEIlERS Flf-' niMeZP^ 



CJPhEP system, SIMPLE LETTER SUfiST I TU T I CKv , 
SLIPS'^ rTUTiON KET^ A*4f) BOXES C^At*ZZV EVERY |1j DAf<i 



F iMIL 



"CON T{?0L 
BEOOurN" 



*^.EP V I CC 
POL I T iCUE" 



^ SETS OF ENCtPHEPffiG 'CfTS- -IE riEP OiG>?APns. 



TRANSPOSlTPON Crvf:*F-H£(iMENT BASED ON * KEi^APO 
TAKEN TRCm THE ENCCOE. 



MA 



US, A. 



WHEN 

ATTACKED 
AfgOBY WHOM 



f- 1938- 193?'? 



1 f-r93fl-T 



? OKW 



FI^IOR to PRIOR TO iCfiQ 

■ ' SJM 



19*1]- (curpepjt) t okh 



^.-19*1^-? 



? OKW 



G£PMA-^S 



{FMd 11^) 



iq't'v only 



SID 



? TjEP^wanS 
7 SIM 



? rtKW 



7 - 



I 



? - 



FR OM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) 

NAME SYSTEM J DATES 

OF 
USE 



I TICOM jSTATUS OF THE SYSTEM 



RESULTS REFERENCE 



AT ASA 



Iremaws 



CCVPPOffStD 



T i33« 

T t&^ O 

T ID^^ 



CO^PRONtSED 



PC AD 



PEAO 



T 16^? 
T Jb3Bl 



( UNKNOWN } 



JF lf-19 P I (UNIOENTIFPED) 



\ 160 pp 7, n (pROKEfv AND eciHti read vtstfi) 



CSJHPPCMISEO 
rOfPFO^PSEO 



Pcc^•^T^>L^; ted 

P*fiT( ALL> 



uOP^fO Ov, 
PF50BASL' NOT 
RE*:'. 



T 173^5 



I tONKN<VN) 



(unp^nownJ 



T l^il 



PC*C»< 



pea:: paptj^lli 



CEMf-PCMJf^EO 



pca:- 



IK«" 



CNC I FHER I NO 
OiPEC Th:K4S 
CCHPPOmiSEL' 



( ibP P ^ 



IF 1^^5 



T r7lj9 



I 71 p- - 



((jNREAP*8LC. QEING ^KCO 
ON.) 



{ Unknown) 



lUNlDENTIFIED) 



ti''<PDL'mrjEDj 



{LP*IOCNTIFIED) 



I 7'* P i 



[ LfNKNOW^V ) 



[ LrJKNi:Vt] ) 



CHART NO. 1-j 



DOCIlf: 






0 





1 





\ 



RESULTS OF EUROPEAN AXIS CRYPTANALYSIS 

AS LEARNED FROM TICOM SOURCES 



(WITH ANNOTATIONS 



COUNTRY 
OF 
ORIGIN 



SERVICE 



rPANCE 



FRANCE 



FRANCC 



FRANCE 



FRANCE 



FRANCE 



FRAFJCE 



FRAME t 



FRANCE 



FRANCE 



FRANCE 



FRANCE 



FRANCE 



(ARMY) 



156 ARMY 



ARMY 



i6d 



161 



ARMr 



ARMY 



ARMY 



lfi3 



ARMY 



AIR 



AIR 



l£h 



165 



166 



AIR 



(AIR) 



Alp 



>67 



168 



»e9 



AIR 



AIR, NAVY 



Alf> rOKL 



DESCRIPTION OF SYSTEM 



FROM ARMY SECURITY 
"iNAWie """OF SYSTEM _' 



AGENCY 



COUNTRY Ay,e 
OF ORIGIN ^'^'S 



US. A. 



DATES 
OF 
USE 



WHEN 

ATTACKED 
ANDBV WHOM, 



SOURCES IN PARENTHESES) 

' TICOM 'STATUS 
RESULTS REFERENCE 



OF THE SYStEMI 

AT ASA REMARKS 



CIPHER SYSTEM USING SIMPLE LETTER TP «*J5P{)6I TION 



SIMPLE TRANSPOSTION. USED IN SYRIA. 



? 



2 1 -LETTER REPEATING TRANSPOSITION KEY USED ON 
CODE RA. USED DURING vqtnn OF SEPTE^eER, 19^9 
REPLACED BY CLEF 7ER0 8 ^. 



I 

I 

:CLEF 7EP0 
A 2 

i 



TRANSPOSITION ENCIPNERMENT BASED VPW A KEY, U- CLEF 7ER0 
2g LETTERS IN LENGTH. TAKEN FROM THE ENCODE FOR fl 2 



£ ON CODE RA. REPLACED BY CLEF 7ER0 C 2. 



ENCIPHERMENT FOR USE ON COOE PA 
CLEF ZERO D 2. 



ENCIPHERMENT FOP USE Ot* CODE RA 
CLEF ZERO E 2. 



REPLACED BY 



REPLACED OY 



.CLEF ZERO 
1C 2 



CLEF ZERO 
0 2 



» 13-29 LETTER TRANSPOSITION KEY. LENGTH IS NEVE^! CLEF ZERO 
! A MULTIPLE OF FOR USE ON CODE RA. <E 2 



I 



Il-FIGURE 1-PART CODE, NOT STRICTLY ALPHABETIC. 
SOMETIMES ENCIPHERED. 



4-FIGURE 1-PART CODE, NOT STRICTLY ALPHAb'eTIC. 



t 



^-FIGURE I -PART CODE, ENCIPHERED BY LETIERS 



3-FIGURE £:-PAPT CODL, CAPTiONATED. 



T j FC is it? 



I 



-FIGURE 1-PAPT COOE. ENCIPHERED BY LETTERS 
1CH CHANGED 2*^ TI»CS A MONTH. 



WEATHER COOC. SINGLE DIGITS AfO LETTERS. EMC I 
PHERED DAILY CHANGING AOOITIVC. 



COW 1 NAT ION LETTER ArC FIGURE CODE. PARTIALLY 
PLAIN TEXT. USED FOR LlAtSON OF ARMY AW NAVY 
LESS THAN 1^ GROUPS. 



CODE ENCIPHERED. 



DICTION- 
NAIPC FT 
VOCABU- I 
LA IRC GEO-j 
GRAPH I CUE 
DU COOC 
AERO; 
D 1^5 



1 



R.A.V 



LC CODE, 
AIR-MAR INC 

1935 



D. S. 0 



7 



?-i9ii5-? 



T - ? 



1939 OMLY 



1 OKH 



7 OKH 



f OKW 



READ 



' READ 



'I 170 P It 



I i&a P 6 



CMPPOMISED T 1736 



1 



1939 ONLY 



t OKW 



C04PPCMI5ED 
10^ 



T 1736 



I935-19I10 



7 OKW 



19*0 ONLY 



f OKW 



T 1736 



T 173^ 



l9bG! ONLY 



? OKW 



COMPROMISED 
100j( 



T 1736 



1939- I9h2-? 



? OKk' 



• f-i939-» 



CWPRQMISEO T 1639 



I 



1939 GERMANS I PARTIALLY PE- I T 3541t 

CONSTRUE I CD 



?-i939-^ 



?-i935-^ 



1939 OKL 



* OKW 



READ 



COMPROMISED 
100!^ 



I Its p 6 



T i€ii3 



?- 1935-7 



7 OKL 



I READ 



1 112 P 6 



7 - T 



7 OKU 



CCMPRQMISED ' T l90b 



I93S - » 



7 OKW 



19110-19^1 



7 SIS 



C&<FRO»'IUD 



T 1733 



READ. CAP- ' IF 
TLRED C00£ IK- 
CLL^CING KCVS 
FOR FES., •'A>,i 
AfO JUSJE 19I1I I 



I 



ilDENTIFIED) 



(UNIDENTIFIED) 



(UNKNOWN) 



(UNKNOWN) 



(UNKNOWN) 



(UNKN(MN) 



(UNKNOk'T^) 



{ UNKNOWN } 



(unknown) 



I 



(unknown) 



(UNKNOWN) 



(UNKNM) 



(lnidlntifieo) 



(uMflOwr;) 



(UNlCENTiriED) 



DOCI 




3560861 





RESULTS 



OF 



EUROPEAN AXIS GRYPTANALYSIS 



AS LEARNED FROM TICOM SOURCES 



(WITH ANNOTATIONS 



FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) 



COUNTRY 
OF 
ORIGIN 



SERVICE 



171 NAVY AIR 



TRANCL-- 
VICHY, fRLC 



rKANCL 



'73 



FRANCt 



NAVY 



NAVY 



fJAVY"? 



rPANr.C 



'7? 



'76 



FRANCt; 



'77 



FRANCC 



I7H 



FRANCL 



179 



FRANCC 



180 



FRANCC -- iSl 

FREE FRANCC, 
VJCHY 



FRANCC- 
(VICHY, 

FRANCE) 



FRANCE 



tS2 



FREE 



1S3 



FRANCE 



l8tl 



NAVY? 



NAVY 



NAVY 



NAVY 



NAVY 



NAVY 



NAVY 



NAVY 



NAVY 



NAVY 



DESCRIPTION OF SYSTEM 




NAM E PF_ .SYSTEM 



ADDITIVE CNCrPHCRf'CNT SYSTEM FOR D.S.-D ICl?. 
DAILY CHAMCINC REPEATING ADDITIVE OF VARYING 
LENGTHS WHICH CHANCED ACCORDING TO DAY Of MONTH. 



ADDITIVE ENCIPHCWCNT (REPLACING?) D.S.-O 103. 
SIMILAR rC ITEM 170. 



ll-LCTTf.R ^.'-PARI COOL. 15 VARIANTS ^ 0*? LACK VALUE 



Ij-LCTTER ^-PART CODE. 



li-LCTTLR CALL SIGN SYSTEM 



3-LETTER CALL SJGfJS. 



CCMG I NATION LLlUk AND FJGtJRE COOL. SIGNAL COOC - 



CO^OINATiaN LETTER AND FIGUPC CODE. SIGNAL COOL'. 



5-FIGURE 2-rART CODE, WITH ENCIPHERING TABLES. 
lENCrFHCRMENT SIMILAR TO THOSE MENTIONED IN ITEM 

I 191. 



5-FIGURE ?-PaRT CODE WITH ENCIPHERING TABLES. 
ENCIPHERHENT SIMILAR TO THOSE MENTIONED JN ITEM 
87. 



5-FIGURt 2-PART CODE. 



-FIGURG 2-PART COOE. (USUALLY ENCIPHERED BY 
UNNIKG ADDITIVE TAKEN FROM A CHART.) 



5-r(GURE 2-PART CODE. 



5-riGURE 2-PART CODE 



5-FIGUPE 2-rART CODE 



OUNTR/ 
ORIGIN 



AXIS 



D.S.-D 1(^1 



c.s. 2^^l 

OR ISMCli 



1SMC5; 

D.S,-0 221 



I 



US. A 



DATES 
OF 

USE 



WHEN 

ATTACKED 
AND BY WHOM 



? ISMCl 

(D.S.D 221) 
RLNO 



(D.S.D2U) 
VAT I 



C.S.-O l/l 



O.S-.-D 



T.e.M. 2 



T.B.M. 3 



T.B.M. 2 



T.B.M. 3 



T.B.M. 5I|Jf 
V.n:' 2; 

d;?.b. 20^ 

D.s.e. 3fi 



7. 21 



T.e.M. 56aF.z.26; 

O.S.ef 30^D.S.E.'^bT 



V.n. 3; O.S. 6.15*1 
A.R, 1; D.S.B.TO 



CA. 3I; 
BOG 31 ; 
D.s.e 10B 



G.C. 58; 
D.S-B 209 



B.D.G- 27jC 7. 22 



D.G- 27 
S.B 



(FBX) 



?-19i40-l?l*l-7 



? OKV*' 
7 SIS 



19!! J-Y 



J. OKW 



7 ? 



i9i;i- 191*2 



? - ? 



7 OKW 



7 SIS 



7 - 7 



7 SIS 



1936 - ? 



1930 - ' 



7 OKM 



7 OKM 



193I1 ONLY 



193!* SIS 



1931* -1935 



1936-1939 



i939-( 19113-?) 



193U SIS 



1936 OKM 



1939 SIS 
19112 OKM 



T- 1939-7 



191*2 OKM 



7-I9M-7 



1935-1939 



7 OKM 



1935 OKM 



RESULTS 



COMPROMISED 
AND READ BY 
OKW AND SIS 



CC*fPROMiSEO 



CCMPROMISCO 
100% 



COMPROMISED 



READ. CAP- 
TURED. 



READ. CAP- 
TURED. 



COMPRCM I SEO 

1005^ 



COMPROMISED 
1^ 



READ 



READ 



COMPROMISED 



COMPROMISED 
AND READ BY 
OKM AND SIS 



COMPROMISED 



COMPROMISED 



COMPROMISED 



TICOM 

REFERENCE 



STATUS OF THE SYSTEM 

AT ASA 



Remarks 



T i503 

IF 1506 



(unkngiwn) 



T )806 



( unknown ) 



(unknown) 



T ie-05 



IF 1506 



(UNKNGWrO 



(unknown) 



IF 1506 



T 573 



T it33 



IF 1506, I7B, 

P 3 



IF 1506, I7B, 

p 



(UNKNOWN) 



( UNKNCVN ) 



(UNKNOWN) 



( UNKNOWN ) 



( UNKNOWN ) 



T 589 



T 586 

IF ^01* PP I, 
IF 154*6 

T 5S8 



T 590 



T 5S5 



(ASA HAS COMPROMISED COPY 
NO TRAFFIC RECEIVED.) 



(HAVE COMPROMISED COPY CF 
COOE AND ENCIPHERMENT. RE- 
CEIVED SOME TRAFFIC IN I9q3 
READ. ] 



(UNKNOWN) 



(UNKNOWN) 



( UNKNOWN ) 
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RESULTS 



OF 



EUROPEAN AXIS CRYPTANALYSIS 



AS LEARNED FROM TICOM SOURCES 



COUNTRY 
OF 
ORIGIN 



rRANCc-- 185 

VICHY, FREE 
FRANCE 



FRANCE 



FRANCE 



FRANCE 



FRANCE 



FRANCE 



c: 

0 



0 



FRANCE 



FRANCE 



FRANCE 



FRANCE 



FRANCE 



FRANCE 



FRANCE 



FRANCE 



186 



SERVICE 



(WITH ANNOTATIONS 



DESCRIPTION OF SYSTEM 



FROM ARMY SECURITY 
NAM E OF ^^S TEM 



AGENCY SOURCES IN PARENTHESES) 



NAVY 



iS7 



i53 



NAVY 



NAVY 



NAVAL, DtFLO- 
MATIC, CONSU- 
LAR, COLONIAL 



1?9 NAVY 



191 



192 



'93 



191* 



'95 



196 



197 



1 95 



NAVY 



5 -FIGURE 2-PARl CODE. 



5-FIGURE ?-PART CODE. i*0,000 GROUPS. WITH ENCI- 
PHERING TABLE AND ll,000 APPENDIX GROUPS. 



;0UNTRr 

IF ORIGIN 



AXIS 



C. A. 3?; CIAK; 

D. S.B. 107 IdAMCUT 



5 



-FIGURE ?-PART CODE WITH ENCIPHERING TABLE. 
0,000 GROUPS. 



U-FIGURE 2-PART CODE. ADOITIVELY ENCIPHERED. 
ADDITIVES WERE CHOSEN FROM 6 SETS OF 31 ADDITIVE 
TABLES, EACH TABLE WITH 800 DIGITS. 



REVISIC-N OF THE ENCIPHERING KEY #68 OF THE NAVAL 
ATTACHE (N BERNE. RUNNING ADDITIVE: TO BE USED 
WITH NAVAL CODE RO. 



U-FIGURE 2-PART CODE. ALWAYS ENCIPHERED BY ADDI- 
TIVE TABLE. (USES SAME VOCABULARY AS RO 311) 



NAVY 



NAVY 



ll-FIGURE 2-PARl CODE. 5 SYSTEMS OF ENC I PHERMENT. 
USED 100 ENCIPHERING TABLES. 



NAVY 



NAVY? 



TR I GRAPHIC SUBSTITUTION "TABLES # 13" TO BE USED 
ON B.D.G., T.p.M., AND V.N. 1. 

ll-FIGURE 1-PAPT CODE, NOT STRICTLY ALPHABETIC. 



ENCIPHERED CODE. 



NAVY 



NAVY 



NAVY 



NAVY 



D I GRAPHIC SUBSTITUTION SYSTEM, 2 LETTERS FOR EACH 
F I CURE . 



DIGRAPHIC SUBSTITUTION ENCIPHERMENT SYSTEM RE 
PLACING A MARCH 1929 ENCIPHERMENT. COMBINES 
LETTERS AND FIGURES. 



NAVAL KEY TABLES TO BE USED WITH CODE E.X. 



TRANSPOSITION ENCIPHERMENT SYSTEM WITH DIGRAPHIC 
LETTER SUBSTITUTION. VSZO ON INTERNATIONAL CODE 
BETWEEN COmERCIAL SHIPS AND THE NAVY. 



TBM 2] 



TBM 22; 
POSSIBLY 
TBM 55; 
ENCIPHER- 
MENT 



"A" 



RO 37 



TBM 2) 



CLEF 

SPEC I ALE 
(#63 FOR 
BERNE ) 



OICTION- 
AIRE E.X 
36; FOR- 
MERLY RD 

36 



TBM I 



D.S.-B 

613 



D.S.B 8l0 



TBM 1 



D.S.D 301+ 



c ■ c « s • 

NO. 1; 
D.S.D llt2 



XZO 50, 
>0. 71 



D.S.-B 

70'! 



US. A 



DATES 
OF 
USE 



WHEN 
ATTACKED 
AND BY WHOM 



'NACOM; 
D.S.-B 

70^; 

INTERNA- 
TIONAL 
CODE N.C 
It 



I . 



1939 



? OKM 
^ SIS 



i93S-t939 



1938 SIS 



1939 - "y 



^ SIS 



(FBM) i 1 9t)0-( 191*11) 



i9l;3 - 



f OKM 



19113 PERS 7 S 



-?-i939-? 



19U3 PERS 7 S 



RESULTS 



COMPROMISED 
100^ BY S(S 
AND OKM, READI 
BY SIS. 



SOLVED AND 
READ. 



PERHAPS READ. 



COMPROMISED 
100^ 



COMPROMISED 



COMPROMISED 



1931-193^ 



J933 SIS 



'p-1939-f 



t OKW 



?-i939-i9U)-? 



?-i9i*0-'? 



"? OKW 



CODE AND EN- 
CIFHERMENTS 
BROKEN AND 
READ. 



COMPROMISED 



COMPROMISED 



? SIS 



? OKW 



I9l)0 - ? 



? OKW 



191*1 - "? 



191*1 - ^ 



? 

•J 



OKW 

SIS 



COMPROMISED; 
READ. 



COMPROMISED 



COMPROMISED 
INSTRUCTIONS 



COMPROMISED 
100jt 



COMPROMISED 
1005K BY OKW 
AND SIS. 
READ BY SIS 



TICOM 
REFERENCE 



T 587 
IF 1506 



STATUS OF THE SYSTEMI 

AT ASA IrEMARKS 



(UNKNCM4) 



IF 1506, 15 B, 
PP 1-25 



(UNKNOWN) 



IF 1506. i6b, (unknown) 
PP 1-8 



T 1789 

T 5SU 



T 2 1*50 



T 2l*t*2 
T 2l*l*3 

0 3N-X 



IF 1506 



T 919 



T 903 



IF 1506 



T 935 



T 173^ 



T 3562 



T 1803 
IF 15^6 



(CODE 100jt COMPROMISED; EN 
CIPHERMENTS BROKEN 1942.) 



(UNKNOWN) 



(NAVY HAS WORKED ON SYSTEM. 
ASA HAS NOT . ) 



(UNKNOWN) 



(UNKNOWN) 



(UNKNOWN) 



( UNKNOIM ) 



(UNKNOWN) 



(UNKNCVN) 



( UNKNOWN ) 



(unknown) 



CHART NO. 1-2 



DOCID 






0 





1 





COUNTRY 
OF 
ORIGIN 



rpANCE 



199 



FRANCE 200 



FPWU — 
VICKY 



20] 



FRAMCC 202 



FRANCE 



20} 



FRANCE 



20M 



FRANCE 



FRANCE 



:0S 



20h 



FRANCE 



rPAVCE 



^01 



208 



F*SAMCC 



209 



FRANCE-- 210 
FREC FRANCE 



FRANCE 211 



SERVICE 



NAVY 



NAVY 



POLICE 



POLJCE 



GENERAL 
f-UP POSES 



GENERAL 
PWPOSEST 



RESULTS OF EUROPEAN AXIS GRYPTANALYSIS 

AS LEARNED FROM TICOM SOURCES 

(WITH ANNOTATIONS FR OM_ ARMY SECURITY AGENCY . SOURCES IN PARENTHESES) 

MME__0^_S Y ST E M_ 



DESCRIPTION OF SYSTEM 



COUNTRr 
OF ORIGIN 



ENCiPHEPJtlENT SYSTCM TO REPLACE D.S.-B f0'^ *N0 IS 
SIMILAR 10 IT. 



TP ANSPOS r T I ON ENCIPHERING TABLES WITH HOURLY 
CMANCING key. REPLACES VAPETPA HO. I6. 



AXIS 



N.C. NO. 5 



O.S.D 12C 
VAPETPA 

NO. 17 



5-LETTEP t'PAPT CODE. 



l^-FlCURE OP 5-FIGLIPE T-PAPT CODE. 



3-LCTTEfi l-PAfiT CODE 



1»-FIGLIPE J-FART CODE. PAGINATION AND FfPST ^ 
DICLTTS TO BE FILLED IN BY USERS. 



ij-FlGURE-LETTEP 1-P^RT CCOE 



t-FlGURE 2-RAPT C00£. 



It-FIGURE 2-P*RT CODE. 



lt?-riajRE 2-PART CODE 



U-FJGUPE I -PART CODE- 9,9&0 GROUPS 



PROBASLV i(-FlCUPE ^-PAPT CODE WITH AODITltfE EM- 
CIPHE*7MENT . 



It-FIGUPE f-PART COCE. 



CH^FFPE 



K.7.B. 



C 53 STAT. 



USA. 



? 



1-2?? 



r 5 



CHIFFRE iH 26 DAUTE 

NO. njJ 



FRAN? 



DATES 
OF 

USE 



WHEN 

ATTACKED 
AND BY WHOM 



T OKW 



RESULTS 



TICOM 
REFERENCE 



STATUS OF THE SYSTEM 

AT ASA 



\9^0 - 7 



f OKW 



I 



I 



■J- 1929- 193?-? 



? - ? 



? - ? 



? - ? 



T - ? 



T - 7 



? - f 



? - T 



7 - ? 



*- 1925-? 



* OKW 



1920 ppoeABLr 

GCF»<ANS 



T GERMANS 



■ T GERMANS 



7 7 



? I TAL I AN5 



? SIM 



1 1 



COMPROMISED 
\0^ 



COMRWOMJSED 



READ 



READ 



COMPPOMISEO 



PROeABLY lOft( 
COMFRCNflSED 



RECOVERED 5j( 



PECOVEPED 10* 



RECOVERED 



RECONSTRUCTED 



COMPPCMISED 



NOT RE^D 



PC*D 



T i9cf3 



T 1653 



T 17(33 



T 2(^2^ 



T lSl»(5 



T 351*? 



T 2i*aij 



T 3156 



T 2I137 
T 9? 



ir 15^^^ 



T 2536 



(UMKNOMM] 



(unknown) 



(unknown) 



( UNKNOWN ) 



(LfJKNtVNj 



(UfJKNOWN) 



(UNKNOWN) 



(UNIDENTIFIED) 



(UNIDENTIFIED) 



(UNIOENTJF lED) 



(unknown] 



( L-N I DENT I n ED ) 



(UNIOENTIFIED) 




(RESE*«LES 

sittlep) 



c 
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DOCII^ 3560861 





RESULTS 



OF 



EUROPEAN AXIS GRYPTANALYSIS 



AS LEARNED FROM TICOM SOURCES 



(WITH ANNOTATIONS 



FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) 



COUNTRY 
OF 
ORIGIN 



GRcecc 



GREECE 



GREECE 



GREECE 



GREECE 



GREECE 



GREECE 



GREECE 



SERVICE 



3 



GREECE 10 



GREECE 1 1 



GREECE 12 



(CONSULAR Af^ 
SOME DIPLO- 
MATIC) 



(mi L I TARY 

attache, dip 
lqmatic, and 
consular) 



CONSULAR 



CONSULAR 



MILITARY ^ 



(DIPLOMATIC) 



DESCRIPTION OF SYSTEM 



NAME OF SYSTEM 



ij-LETTER (2-PaRT) CODE . UNENCIPHERED. 
LETTERS USED TO FORM CODE GROUPS. 



ONLY 10 



COUNTRt' 
OF ORIGIN 

(ETA) 



It-LETTER (2-PAPT) CODE WITH 5TH LETTER ADDED 
rOR INrLECTlON. (UNENCIPHERED) 



AXIS 



( IOTA) 



ll-LETTER (a-PART) CODE WITH STH LETTER ADDED 
FOR INFLECTION. UNENCIPHERED. ONLY 10 LETTERS 
TO FORM CODE GROUPS. 



ll-LETTER ^-PART CODE. UNENCIPHERED. ONLY ' 
LETTERS USED TO FORM CODE GROUPS. 



ll-LETTER ?-PART CODE WITH 5TH LETTER ADDED FOR 
INFLECTION, ADDITIVELY ENCIPHERED -- PERIOD OF 

35- 



5-FIGURE 7-PART TRANSPOSED CODE. 



ll-FIGURE 2-PART CODE. NUMBER DIGRAPHS ENCI- 
PHERED BY LETTER DIGRAPHS. ENCIPHERING TABLE 
CHANGES WITH DAY OF MONTH. 



(DIPLOMATIC) 



PROBABLY 
DIPLOMATIC 



ARMY AND NAVY 



ll-FIGURE (T)-PART CODE REPAGINATED AND ENCI - 
PHEREO BY DIGRAPHIC Lf'TER SUBSTITUTION. 



ll-FIGURE 1-PART CODE. 



2 UNENCIPHERED COOES. 



COOES 



AIR 



UNENCIPHERED CODE. VERY ELEMENTARY 



BETA 



(PHI) 



(ALPHA) 



DELTA 



ELL EN IKON 
KRVPTOGRA 
PH I KON 
LEXIKON 



G7 



US. A. 



(GRD) 



(GRB) 



(GRC) 



(GRH) 



(GRA) 



(GRG) 



DATES 
OF 

USE 



WHEN 

ATTACKED 
AND BY WHOM 



( I9I10-CURRENT) ? OKW AND PER- 
HAPS PERS 7 S 

? SIM 



( iglll -CURRENT), ? PERS 7 S 



( 1933-CURRENT) 



? PERHAPS 
PERS Z S 



BEFORE 1939 
(CURRENT) 



? - ? 



1939 PERS Z S 



igiti OKW 



? - 19111 - t 



I 

( I9ll2-CURRENT) 



19111 OKW 



f - 1933 
(CURRENT) 



7 - 19^7 - ' 



? - ? 



BEFORE T9lt0 
SIM 

f OKW 

t PERS 7 S 



BEFORE 19^*0 
SIM 

? GERMANS 



? PERHAPS 
PERS 7 S 



? FA 



? - J 



? - 19I1I - T 



AFTER 19^0 
OKH 



t OKL 



RESULTS 



ALMOST COM- 
PLETELY READ 

BY GERMANS. 
READ BY SIM. 



READ 



READ, PRO- 
BABLY COMPRO- 
MISED. 



PARTIALLY RE 
CONSTRUCTED 



SOLVED 



READ COM- 
PLETELY BY 
OKW. PROBABLY 
READ BY SIM. 



COMPROMISED 
BY GERMANS. 
READ BY SIM 



100SE COMPRO 
MISED. 



READ 



BROKEN BY 
OKH 



TICOM 
REFERENCE 



T 1065 

AND PERHAPS 
I 22 P ^ 

D 71 



I 22 P 20 

T 22' 
T 22' 
T 22' 



T 106 

AND P&RHAPS 
I 22 P 20 
T 2052 

T 2^52 



I 58 P 6 



I 53 P 2 



I 22 P 20 

18 P 3 



IF 1518 P 2 
T 32r 
T 326' 
T 5^50 



T 3051 



I 25 P 3 



I 170 P 2 



READ 



I 65 P 3 

I 121 P 9 



STATUS 



OF THE SYSTEM 
AT ASA 



REMARK 



S 



(HAD BRITISH COMPRCWISED 
BOOK. CODE UNREADABLE. 
VALUES ADDED. TICOM GAVE 
SOLUTION) 



(BEGAN TO READ IN 
COMPROMISED BOOK. 
READ. ) 



19I1I1 WITH 
STILL 



(BEING READ AS RESULT OF 
TICOM) 



(UNKNOWN UNTIL MADE READABLE 
AS RESULT OF TICOM) 



(UNKNOWN) 



(unknown) 



(in process of book solu 
tion) 



(READABLE AS RESULT OF TICOM 
LIGHT TRAFFIC) 



(ASA HAS COMPROMISED CODE 
BOOK. UNKNOWN SYSTEM). 



(UNIDENTIFIED) 



(NO MILITARY SYSTEMS V^RKED 
ON) 



(NO MILITARY SYSTEMS WORKED 
ON) 
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DOCI 
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EUROPEAN AXIS GRYPTANALYSIS 
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FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) 



COUNTRY 
OF 
ORIGIN 



GREECE 13 



GREECE l^i 



GREECE 
ELAS 



u 
n 

L 



15 



GREECE 16 



SERVICE 



MILITARY 



AIR 



ARMY 



DIPLOMATIC 



DESCRIPTION OF SYSTEM 



NAM E 



COUNTRtI 
OF ORIGIN 



^-FIGURE S'JaSTITUTION CIPHER WITH VARIANTS. 



SINGLE TRANSPOSITION CIPHER. 



DOUBLE TRANSPOSITION CIPHER. 



1* LETTER U FIGURE J -PART CODE ENCIPHERED BY 
TABLES INTO LETTERS. PAGE DIGRAPH COULD PRECEDE 
OR FOLLOW GROUP DIGRAPH". 



_0F SYSTEM 



AXIS 



US. A 



DATES 
OF 

USE 



WHEN 

ATTACKED 
AND BY WHOM 



PRIOR TO 

I OKH 



? - igi)! - ? 19I1I OKH 



igijit? - ]9if5? APPROx. 191*1* 

I OKH 



? SIM 



RESULTS 



READ 



BROKEN AND 
ALMOST COM- 
PLETELY READ 



50ii - 50S6 OF 
THl TRAFFIC 
READ 



READ? 



TICOM 
REFERENCE 



p 17? P 5 



I 170 p ^ 



I i7f P 5 



IF 1518 



STATUS 



OF THE SYSTEM 
AT ASA REMARKS 



(NO MILITARY SYSTEMS WORKED 
ON) 



(NO MILITARY SYSTEMS WORKED 
ON) 



(no MILITARY SYSTEMS WORKED 
ON) 



(UNIDENTIFIED) 



CHART NO. r? 



DOCII^ 3560861 





RESULTS 



OF 



EUROPEAN AXIS GRYPTANALYSIS 



AS LEARNED FROM TICOM SOURCES 



(WITH ANNOTATIONS 



FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) 



COUNTRY 
OF 
ORIGIN 



HUNGARY 



HUNGARY 



HUNGARY 



HUNGARY 



HUNGARY 



IFAN 



I R AN ? 



IK AC? 



IPLLAND 

crRC 



SERVICE 



DESCRIPTION OF SYSTEM 





3 



DIPLOMATIC 



OlFLOMATIC 



DIPLOMATIC 



DIPLOMATIC 



CO^WCPCI AL 



COMMERC I AL 



DIPLOMATIC 
AND CONSULAR 



ENIGMA CIPHER HACHI 



5-riGUPE (2)-PART CODE. ORIGIKALLY UNENC I FHEPED , 
BUT LATER ENCIPHCRCO. 500 PACE RANGE, INDI- 
CATOR WAS LAST GROUP or MESSAGE CONSISTING Or 
5 ODD NUMBERS. (used ON TOKYO'BUDAPEST CIRCUIT 
ONLY. ) 



OUNTRf 
ORIGIN 



-FIGURE (?)-PART CODE. 3^0 PAGE RANGE. AS- 
SUMED TO BE ENCIPHERED BY OIGI T-FOR-O I Gl T SUB 
STtTUTION. 



5-riGURE (2)-PART CODE. 300 PAGE RANGE. ENCt- 
PHEREH BY DIGIT-FOR-DICIT SUBSTITUTION. INDI- 
CATOR WAS LAST GROUP WITH 2 OOP AND 3 EVEN NUM- 
BERS. 



TRANSPOSITION CIPHER USING REVERSIBLE REVOLVING 
GRILLE. L'SEO BY HUNGARIAN RAILWAYS ADMINISTRA- 
TION. 



-LETTER 1-FART CODE WITH VARIOUS ENCIFHERMENT 
YSTEMS. 



CODE USED BY C ?ECHOSLOVAKI A SkOOA FIRM TO IRAN 
AND IRAC CONCERNING BRIDGE BUILDING PROJECTS, 



CODE USED BY CZECHOSLOVAKIA SkOOA FIRM TO IRAN 
AND IRAC CONCERNING BRIDGE BUILDING PROJECTS. 



5-LETTER 1-PART CODE. SU,0&f. GROUPS. USED UN- 
ENCIFHERED AND ENCIPHERED WITH SUBSTITU.;CN '-ND 
WITH REPEATING ADDITIVE WITH A PERICO Of 330/ 



SYSTEM 



AXIS 



ENIGMA 



"U. ) 



GOVERN- 
MENT TELE- 
GRAPH COOL" 



'U.3 



'U.2" 



B 



US. A. 



DATES 
OF 
USE 



WHEN 

ATTACKED 
AND Bnr WHOM 



(hua) 



<HUE?) 



(HUD) 



(IRA) 



?- 191*1-? 



? OKH 
SIM 



(1938-19115) 



I9IJ0 OKW 



(lEB, lEC, 
AND lEA) 



1938-19110.-'? 



19I10 OKW 



1938-19110-'? : )9ll0 OKW 



? - tgiii - ? 



19!;! OKH 



( 1939-CURRENT) ? PERS 7 S 



? - 1935 - f 1935 OKL 



7 - 1935 - 



(lEA, IE6: 
19I12-CURRENT. 
lEC: \$U2~]$k'j 



1935 OKL 



RESULTS 



GERMANS BUILT 
MACHINES BUT 
COULD NOT COM 
PROMISE WHEEL 
WIRINGS BE- 
CAUSE HUNGAR- 
IANS CHANGED 
THEM AT NIGHT 

NOT READ BY 
SIM, 



SOLVED UNEN- 
CIPHERED» UN- 
ABLE TO SOLVE 
ENCIPHERED. 



NO SUCCESS 



t 



TICOM [STATUS 
REFERENCE 



NO SUCCESS 



SOL VEO 



iqofl PCDS 7 S 
19^^; FA 



SOL VEO 



SOLVED 



SOL VED 



BROKE COOL. 
LATIR RECEIVEq 

COMPROMISED 
COPY. IN igiil 
SUBSTITUTION 
ENCIPHERMENT 
SOLVED. ADO I - 
TIVE NOT WORK- 
ED ON IN I9IJ! 



OF 
AT 



thT 

ASA 




REMARKS 



I 8li p 3 

IF 1518 



T 22ij8 



T 22I18 



T 22ll8 



I 58; I 100 

IF 126 P 9 



1 22 P 20 



I 162 P 2 



I 162 P 2 



0 16, 191*1 

REPORT P 1 

D 19I12 

REPORT PP 2 

r]72 PP 3,1| 
ALSO SEE 

1 5i» p 3 



(unknown) 



(read FROM SEPTEWER 19'l't TO (HUC, CIR- 
ENO OF WAR. 1932 VII COOE CULAR SYS- 
BOOK COMPROMISED. TEM, USED 

5AME SYS- 
TEM AND 
300K. RCAOt 
ABLE ONLY 
rflTH KEYS 
DERIVED 
'ROM HUA.) 



(NOT READABLE. 1935 VM I 
COOE BOOK COMPROMISED.) 



(PARTLY READABLE WITH KEYS 
DERIVED FROM HUA AND HUC. 
m6 IX COOE BOOK COMPRO- 



1936 I 
MISED. 



) 



( UNKNOWN ) 



(l00Sj CCKPRCMISEO, MOST KEYS 
PEAO. ) 



(UNKNOWN) 



( UNKNOWN ) 



(PARTIALLY BROKEN IN 19ll4 
WHEN COMPROMISED BOOK WAS OB- 
TAINED, STILL BEING READ. 
SUBSTITUTION ENCIPHERMENT 
SOLVED IN 191*5, ADDITIVE 
SYSTEM BEING READ On DEPTHS. 
STILL BEING WORKED ON.) 
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS 

AS LEARNED FROM TICOM SOURCES 



(WITH ANNOTATIONS 



FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) 



COUNTRY 
OF 
ORIGIN 



I TALY 



I TALY 



I TALY 



) TALY 



I TALY 



I TALY 



I TAL> 



I TALY 



I TALY 



I TALY 



I TALY 



I TALY 



I TALY 



V 



8 



10 



1 1 



12 



'3 



SERVICE 



(FOREIGN 
MrNISTRY) 



FORE I GN 
MINISTRY 



(rOPEIGN 

mjnistry) 



FORE r GN 
MINISTRY 



FOREIGN 
MINISTRY 



rORF. I GN 
MINI STRY 



FOREIGN 
MINISTRY 



FOREIGN 
MINISTRY 



FORE I GN 
MINISTRY 



FORE I GN 
MINISTRY 



FORE I GN 
MINISTRY 



( FORE I GN 
MINISTRY) 




SYSTEM 



DESCRIPTION OF SYSTEM 



COUNTRY 
OF ORIGIN 



(5-LETTEP) 2-PART CODE. ABOUT ^0,000 GROUPS. 
NO ENCIPHEPMENT. 



5-LETTEP 2-PART CODE, PAGE RANGE ABA-OrU 
INDICATOR, NO ENCIPHEPMENT. 



NO 



5-LETTER L»-PAPT CODE. 



"^-FIGURE 1-PAPT CODE. PAGE RANGE 100-302. 
VALUES IN FRENCH. 



5-FIGURE J-PAPT CODE. lB,500 OR l9,o00 CROUPS. 
FIRST G?OUP WAS INDICATOR. 



5-FIGURE 1-PART coot. PAGE RANGE 003" l8^. 
»8,It00 GROUPS. ENCIPHERED WITH "TABULA LM" 
AND 10-PLACE TABLE. 



5-riGURE e-FAQT COOL". PAGE RANGE )00-')lU. NO 
ENCIFHrRMENT. i3,l|00 GROUPS. 



"i-FIGURE ;?-PART CODE. 27,700 GROUPS 



5-FIGURE 2-PAPt CODE. 26,500 GROUPS 
CIPHERED WITH "TABELLA LM*". 



EN- 



5-FIGURE 2-PART CODE. 26,100 GROUPS. PAGE 
RANGE 20 J -005. 



5-LETTER 2-PART CODE- 29,061) GROUPS. NO EN- 
CIPHEPMENT . 



-FIGURE 2-PART CODE. 27,600 GROUPS. PAGE 
ANCE 201-652. ENCI'^EREO WITH 100-PLACE TABLE. 
INDICATOR: 0 BEFORE THE DATE. 



AR 3S 



(AP W 



H 2?! 



AXIS 



R 19. 



ITALIAN 

COOE- 
BOOK 21 



P 10 



H >6. 



RA I 

CIFPARIO , 
TASCABILE 



P 15 



RA 



R II 



US. A 



DATES 
OF 

USE 



WHEN 
ATTACKED 
AND BY WHOM 



Y- 1 



AR 25 



AR 29 



AR 15 



5-FIGURE 2-P.ART CODE. 26.700 GROUPS 



R h 
?IlL I 
OR 

'? 7 

R 3 



1 1 



R 12 



R 13 



AR 30 



AR 17 



R }k 



R I'J 



IMPERC 



R 18 



ITF) 
ITX-6) 



(ITG) 



19110 - 7 



* PERS Z S 



191*2 - ? 



19I12 PERS 2 S 



1937 



- ? 



? ? 



BEFORE 191IJ 
. 9 



'937 - ' 



(ITH) 



(irp) 



1930-1933 



ITB) 
ITX-2) 



(ITC) 



ITD) 
ITX-3) 



1933 - ? 



1936-1933 



7 - 



ita) 

ITX-li) 



1937 



- 7 



1937 - 7 
(1933 - ?) 



7 PERS 7 S 



T PERS 2 S 



RESULTS 



3,025 GROUPS 
SOLVED 



RECOVERED ? 
PERCENT 



RECOVERED 
20Sf 



ABOUT 3,000 
GROUPS RE- 
COVERED 



RECOVERED 



1935-19^ 
PERS 7 S 



I 

■7 rcRS 2 S I 



RECOVERED 
10^ 



TICOM 
REFERENCE 



T 2252 



T 219^ 



T 9^ 



T 2252 



T 33 
T 2252 
T 3036 

T 1037 



T 2252 
T 3035 



3,600 GROUPS 
SOLVLO 



■7 PERS 2 S 



9,500 GROUPS 
SOLVED 



1936 - ? I 



7 PERS 2 S 



7 PERS 2 S 



RECOVERED 
ABOUT 50^ 



RECOVERED 
20S< 



1938 PERS 2 S 



1933 PERS 2 S 



7 PERS 7 S 



10, 125 GROlPS 
SOLVED 



It, 1*42 GROUPS 
RECOVERED 



T 9; 
T 22il9 

T 2252 
T 3033 



T 2252 
T 301(5 



T 2252 
T 3056 



T 2252 
T 30l)ll 



T 2252 



T 2252 
T 3053 



6,006 GROUPS 
SOLVED; "READ" 
BY PERS 2 S, 
WORKBOOK: li056 

RECOVERED 



STATUS OF THE SYSTEMI 

%J ASA REMARKS 



{10,250 GROUPS RECOVERED. 
COMPROMISED COPY RECEIVED 



(1*,000 O^OUPS RECOVERED. 
CCMPPCMISEO COPY RECEIVED 

)9'i'*.) 



(UNIDENTIF lED) 



(unknown in ASA BEFORE RE- 
CEIPT OF COMPROMISED COPY, 



(COMPLETELY RECONSTRUCTED 

IN ASA. COMPROMISED COPY 
: RECEIVED J9lil|.) 



I 



T 97 

T 2252 

T 2311* 

T 301l0 

T 304? 

Tint 

1-22 P 3 P 3 



(COMPLETELY RECONSTRUCTED 
IN ASA. COMPROMISED COPY 
RECEIVED l9lilJ.) 



(COMPROMISLO COPY RECEIVED 
\S ASA FROM GCCS IN 191*3.) 



(8,100 GROUPS RECOVERED IN 
ASA. COMPROMISED COPY RE- 
CEIVED 191*11.) 

(3,750 GROUPS RECOVERED.) 



(PAGINATION SENT TO ASA BY 
GCCS, WHERE SYSTEM IS KNOWN 
AS AR-Y. TRAFFIC NOT SEEN 
IN ASA. ) 



(12,1|00 GROUPS RECOVERED IN 
ASA. COMPROMISED COPY RE- 
CEIVED I9l»ll.) 

» 

(PAGINATION AND ABOUT 200 
IDENTIFICATIONS SENT BY GCCS 
TO ASA. TRAFFIC NOT SEEN IN 
ASA , ) 



(8,600 GROUPS RECOVERED. 
COMPROMISED COPY RECEIVED. 
I9»*lt.) 



(3.000 

GROUPS 
IDENTI- 
FIED IN 
GCCS.) 



(KNOWN 
TO GCCS 
AS AR-2.) 



CHART NO. 1-2 



DOCI 




3560861 





RESULTS 



OF 



EUROPEAN AXIS GRYPTANALYSIS 



AS LEARNED FROM TICOM SOURCES 



(WITH ANNOTATIONS 



FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) 



COUNTRY 
OF 
ORIGIN 



SERVICE 



DESCRIPTION OF SYSTEM 



NAME OF SYSTEM 



COUNTRY 
OF ORIGIN 



AXIS 



US. A. 



DATES 
OF 
USE 



WHEN 

ATTACKED 
AND BY WHOM 



RESULTS 



TICOM 
REFERENCE 



STATUS 



OF THE SYSTEM 
AT ASA REMARKS 



I TALY 



I TALY 



I TALY 



I TALY 



I TALY 



f TALY 



I TALY 



) 



I TALY 



c> 



I TALY 



I TALY 



I TALY 



I TALY 



I TALY 



I TALY 



(FOREIGN 

ministry) 



'5 



( rORE 1 GN 

ministry) 



i6 



17 



iS 



19 



20 



^1 



2^ 



23 



2h 



25 



ITALY • 26 



27 



23 



5-riGURE 2 -PART COOE. 2^ 1 PACES 



5-riGURE (2-PART) CODE. (17,775 GROUPS.) 



5-riGURE 2-PAnT CODE. 



5-FIGURE 2-PART CODE 



5-riGURE 2-PART CODE 



5-FIGURE 2-PART CODE. 



5-FIGURE 2-PART CODE. 



5-FIGURE 2-PART CODE 



5-FIGURE 2-PART CODE 



5-nGURE 2-PA9T CODE. 



5-nGURE 2-PART COOE. PAGE RANGE 100-593 



5-riGURE 2-PART COOE. PAGE RANGE 000-211. 



5-r(GURE POSSIBLY 1-PART COOE. 



5 -FIGURE 2-PART COOE. 



U-FIGURE T-PART COOE. 



(aguila) 



R 22 



(ASSE) 



P I 



P 2 



P 3 



P 1* 



1 .T.B. 

20 



K 16 



K l3 



K 19 



K 20 



P I 



P 2 



P 3 



P k 



5 1 



F.7, 2 
CHIF- 
FRIER- 
CODE 
K )k 



R 3 



K 15 

3 , 



(lTX-7) 



(PUBLICATION 
DATE 191*2) 



(PUBLICATION 
DATE 191*1) 



1917 - ? 



1919 - ? 



1919- J920 



BEFORE 1931 



J92l| - "? 



t - 1918 - f 



? ? 



7 -? 



7 7 



7 7 



7 7 



7 7 



7 7 



7 ? 



7 7 



? 7 



7 PERS 2 S 



7 7 



RECOVERED 
20^-2556 



T 96 
T 1130 



RECOVERED 



T 2196 



RECOVERED 
20^ 



RECOVERED 
ABOUT k0^ 



RECOVERED 
50SK 



T 2093 



T 2095 



T 101l0 
T 2090 



RECOVERED 
20% 



RECOVERED 
LESS THAN 55( 



RECOVERED 

505« 



RECOVERED 
155K-20!< 



T 209 ll 
T 3039 

T 30U2 



RECOVERED 
50*-505« 



RECOVERED 
10*-15SK 



RECOVERED 
2058 



RECOVERED 
15S< 



RECOVERED 
30^-60% 



RECOVERED 



T 3011) 



T 89 



T 90 



T 2197 



T 2092 
T 2097 



T 3038 



T 91 



T 301l0 



(UNKNOWN IN ASA BEFORE RE 
CEIPT OF COMPROMISED COPY 
IN I9lll|.) 



(COMPROMISED COPY RECEIVED 
\$kk. UNKNOWN IN ASA BEFORE 
THEN EXCEPT FOR PAGINATION 
SUPPLIED BY GCCS. ) 



(UNKNOWN) 



' (unknown) 



I (unknown) 



(unknown) 



(known in ASA BY NAME ONLY, 
THROUGH GCCS.) 



(KNCWN IN ASA BY NAME ONLY, 
THROUGH GCCS.) 



(PAGINATION KNOWN IN ASA, 
SENT BY GCCS.) 



(KNOWN IN ASA BY NAME ONLY, 
THROUGH GCCS.) 



(UNKNOWN) 



(unkngwn) 



(UNKNOWN) 



(ENCODE 
WAS 
SOURCE 
OF LMB 
AND LMC 
ADDITIVE) 



(unkncvn) 



(UNKNOWN) 



CHART ko, 1 -2 



DOCI 




3560861 





RESULTS 



OF 



EUROPEAN AXIS CRYPTANALYSIS 



AS LEARNED FROM TICOM SOURCES 



(WITH ANNOTATIONS 



FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) 



COUNTRY 
OF 
ORIGIN 




ITALY 



I TALY 



I TAIY 



I TALY 



rTALY 



I TALY 



I TALY 



29 



30 



3» 



32 



33 



35 



SERVICE 



CMBASSY, 
MAOR r 0 



FOREIGN 
MINISTRY 



rORC I GN 
MINISTRY 



POL I CE 



3l| FOREIGN 
MINISTRY 



DESCRIPTION OF SYSTEM 



NAM E OF S YSTEM 



COUNTRf 
OF ORIGIN 



GERMAN DESCRIPTION: "19113. 1|-PLACE ITALIAN 
FIGURE COOE COMPILED ON THE 6ASI5 OF CAPTURED 
MATERIAL, TRAFFIC: ITALIAN EMBASSY MADRID AND 
THE ITALIAN REPRESENTATIONS IN SPAIN." PAGE 
RANGE 00-99, 



2 -PART COOE. 3J,1|00 GROUPS 



2-PART COOE. ABOUT 30,000 GROUPS. USUALLY 
UNENClPHEREO. 



2-PART COOE. ABOUT 22,000 GROUPS 
WITH 100-PLACE TABLE. 



ENCIPHERED 



ll-FIGURE 2-PART COOE. 



AXIS 



US A 



DATES i WHEN 
OF ; ATTACKED 
USE AND BY WHOM 



AR ] 



RA 18 



CIFRARIO 
"S.P. " 



TB OHNC 
BE7E1CHN 

wr, 



COOE-ENCIPHERMENT SYSTEM:. ADDITIVE TABLES RUNN 
ING FROM 1 - 3 DAYS. 



COOE-ENCIPHERMENT SYSTEM: 100-PLACE FIGURE- 
LETTER SUBSTITUTION TABLES. 



TA8ELLA 
LM 



T ABEL LA 
LM 



ITA 
ITB 
ITC 
I TP) 



? - 19143 - ■? 



RESULTS 



TICOM 
REFERENCE 



RECOVERED 



193' - ■ 1939 PERS Z S 

USED IN 1939 

1933 - ? ! 19:^0 FEPS 2 £ 



193S - 1 



1933 - -? 



f 



RECOVERED 
ABOUT 3,000 
GROUPS 



19''2 PERS 2 S 



100^ COMPRO- 
MISED 



19*10 PERS Z S 



T 30»i3 
T 30149 



T 2252 



T 2252 



T 2252 



T 87 



BROKEN 



7 PERS 7 S 



T 2252 



T 2252 



STATUS OF THE SYSTEM 

AT ASA 



(unknown) 



(UNIDENTIFIED) 



(UNIDENTIFIED) 



; (UNIDENTIFIED) 



(UNKNftVN IN ASA BEFORE RE- 
CEIPT OF COMPROMISED COPY) 



(ADDITIVE TA8LE5 LARGELY 
RECOVERED) 



(UNIDENTIFIED) 



REMARKS 



SENT BY 
5CHAUFF- 
LER OF 
PERS 2 S 
TO PASCH- 
KE OF 
PERS 2 S, 
12 SEPT. 

»9'*2. 




3560861 





RESULTS 



OF 



EUROPEAN AXIS GRYPTANALYSIS 



AS LEARNED FROM TICOM SOURCES 



(WITH ANNOTATIONS 



COUNTRY 
OF 
ORIGIN 



SERVICE 



JAPAN 



JAPAN 



JAPAN 



JAPAN 



JAPAN 



JAPAN 



JAPAN 



JAPAN 



JAPAN 



JAPAN 



JAPAN 



3 



10 



I 1 



OrPLOMATIC 



DIPLOMATIC 



DIPLOMATIC 



DESCRIPTION OF SYSTEM 



FROM AR MY SECURITY _AGENCY 

OF " "system "i ""dates' 

OF 



SOURCES IN PARENTHESES) 



NAM E 



COUNTRf 
OF ORIGIN 



machinl cipher 



MACHINE CIPHER, NOT RECOGNIZED BY GERMANS AS 
DirrERENT FRCM "RED" MACHINE. 



A SERIES OF LETTER CODES USED BEFORE 193I1: 
GERMAN DESIGNATIONS RUN FROM JB 3 TO JB 20, 
JB 30 AND JB 3'. 



PLUS 



5-LETTER CODE, GROUPS IN FORM CVCCV. I0,0fi(0 
VALUES. 



It-LCTTER CODE HADE FROM CO-ORDINATES. 



DIPLOMATIC \ It-LETTER CODE, PRONOUNCEABLE GROUPS 



. li-LETTER CODE. 



(DIPLOMATIC) 2-LETTER ll-LETTCR CODE: INDICATOR WAS "LA 



DIPLOMATIC 



2-LETTER U-LCTTCR CODE; <>-LETrCR GROUPS CV OR 
VC; li-LETTER CROUPS PRONOUNCEABLE. INDICATOR: 



"IJ". (OHE": INDIC^TORSt IP, AN, PA, KA) 



DIPLOMATIC 



2-LETTER li-LETtER CODE. 2-LETTER GROUPS VC OR 
CV; 1*-LETTER GROUPS VVCC. INDICATOR: "HE". 
USED AS SPELLER. 



2-LETTER ll-LETTER CODE. TRANSPOSED ON KEY OF 
LENGTH 7, 10, ill, OR 15. FIRST CIPHER GROUP OF 
TEXT TRANSPOSEP ACCORDING TO UNIT OF DATE AND 
PLACED AT END OF MESSAGE, ENCIPHERMENT CHANGED 
I JUNE igltfiS AND 3 NEW 7-PLACE KEYS WEPE COUND, 



"TACHI - 
BANA" OR 
"ANGOOK I 
TAIPU a" 



"H I KOK I " 
OP "AN- 
GOOK I TAI-I 

PU 6" 



AXIS 



US. A 



USE 



WHEN 

ATTACKED 
AND BY WHOM 



JB ilS 



JB Il3 



JB 55 



JB 5J 



( "RED " 
MACHINE) 



1935-19I1I 



("PURPLE 

machine) 
(jaa) 



1939-19115 



191*0 - ? 



? - 7 



JB 59 



kimi 



JB 29 
OR 

"LA^-COOa 



JB 



J3 hi 



J3 50 



(jah) 

OR 
("LA") 



(JAI?) 



("HE") 



? - t 



1925- 19^*5 



(1910-19145) 



7 - ? 



1 



(•■PA-Kl") 



(1939-19110) 



BEFORE. 1939 
I PERS 2 S 



7 PERS 7 S 



7 PERS 2 S 



19I1I PERS 7 S 



RESULTS 



191*1 PERS 7 S 



7 OKW 

1 PERS 2 S 



7 PERS 7 S 



I 7 PlRS 2 5 



PERS 7 S 



READ REGU- 
LARLY 



NOT READ 



NOT SOLVED 



COMPLETELY 

RECOVCRCO 

WITHIN LIMITSI 

OF AVAILABLE 
DIAGRAM 



NOT READ 



RECOVERED 
10^ 



OKW: FULLY 
RECOVERED. 

PERS 2 S: 

GREATER PART 

or TEXTS 
READ. 



TICOM 
REFERENCE 



I 6ii P 
I 9<* P 



p k 



STATUS 



OF THE SYSTEM! 
AT ASA REMARKS 



(SOLVED BY 1936) 



0 513^P 33 „ 

1 118 PP 7-8 
I 22 P 2 P 7 

P 16 



D 50 PP 22-31, (BROKEN 20 FEBRUARY 

I S^^P 3 
I 90 PP 2-il 

I 1 18 PP 7-3 

I 22 PP 2, 7. ' 

16 



D 50 



D 50 P 3!* ' (UNIDENTIFIED) 



T 335 



(UNIDENTIFIED) 



D 50 P 35 



T 2000 
T 2001 
T 2002 
T 2300 



0 50 P ill P 16 

1 90 PP 2-4 

I 118 PP 7-8 

I 150 P 8 



D 50 P 33 



D 52f P 33 



(UNIDENTIFIED) 



(UNIDENTIFIED) 



(BROKEN IN 1927. 

OF CODE CAPTURED. 
CHANGED IN 1931*, 



1925 COPY 
SLIGHTLY 

READ 10056.) 



(SOLVED 191*1) 



(read) 



0 5S* P 3^ 



I 



(READ ) 



CHART NO. 



I 



p.OO.II# 3560361 





RESULTS 



OF 



EUROPEAN AXIS GRYPTANALYSIS 



AS LEARNED FROM TICOM SOURCES 



(WITH ANNOTATIONS 



FROM ARMY SECURITY 



COUNTRY 
OF 
ORIGIN 



SERVICE 



DESCRIPTION OF SYSTEM 



NAME 



COUNTRY 
OF ORIGIN 




AXIS 



US A 



A GENCY 

DATES 
OF 
USE 



SOURCES IN PARENTHESES) 



WHEN 

ATTACKED 
AND BY WHOM 



RESULTS 



TICOM 
REFERENCE 



STATUS 



OF 
AT 



THE SYSTEM! 
ASA REMARKS 



JAPAN 



JAPAN 



JAPAN 



JAPAN 



JAPAN 



JAPAN 



JAPAN 



JAPAN 



JAPAN 



JAPAN 



12 



13 



111 



15 



}6 



19 



20 



21 



DIPLOMATIC 



DIPLOMATIC 



( FORE I GN 

err I CE ) 



(FOREIGN 
OFF I CE ) 



DIPLOMATIC 



DIPLOMATIC 



DIPLOMATIC 



DIPLOMATIC 



DIPLOMATIC 



DIPLOMATIC 



2-LETTER t|-LETTER CODE. 2-LETTER GROUPS, ANY 
EXCEPT "PAIRS;" ll-LETTER GROUPS PRONOUNCEABLE, 



2-LETTER i|-LETTER CODE WITH INDICATOR IN FORM 
CVCCV. ENCIPHERED BY TRANSPOSITION; RECTANGLE 
HAD BLANK CELLS. 



2-LETTER tl-LETTER CODE. ll-LETTER GROUPS HAD 
FORM CCVC OR .VCCC. INDICATOR GROUPi "iP". 



2-LETTER il-LETTER CODE ENCIPHERED BY TRANSPOSI 
TION. RECTANGLE HAD BLANK CELLS. 



2-LETTER ^-LETTER CODE, TRANSPOSED ON BASIS OF 
A REPEATING )9-PLACE KEYWORD. "KOKOK "GAGAG" 
ETC., WERE INDICATOR GROUPS. 



2-LETTER If-LETTER COOE. 2-LETTER GROUPS OF 
FORM VC OR CV AND Il-LETTER GROUPS PRONOUNCEABLE 
INDICATOR GPOUPi "KO". 



2-LETTER Ij-LETTER CXE ENCIPHERED BY DOUBLE ^ 
TRANSPOSITION, 



2-LETTER 3-LETTER Ij-LETTER CODE. 2-LETTER 
GROUPS ANY, EXCEPT 1»AIRS AND DOUBLE VOWELS f 3- 
LETTER GROUPS VOWELS; ^l-LtTTERGROUPS PRONOUNCE- 
ABLE. 



2-LETTER 3-LETTER ll-LETTER CODE- 2-LETTER 
GROUPS ANY, EXCEPT FAIRS AND DOUBLE VOWELS;" 
LETTER GROUPS VOWELS, TAKEN FROM "j-lll"; k-l 
GROUPS PRONOUNCEABLE. 



TTEF 



SUCCESSOR TO PA-K 1. 2-LETTER 3-LETTER ll-LETTEK 
COOE. 2-LETTLR ANY, EXCEPT "^AIRS AND DOUBLE 
VOWELS;" 3-LETTEP VOWELS, TAKEN FROM J- 14; 1*- 
LETTER PRONOUNCEABLE. 



JB 52 



JB 57 



JB 60 



("j-ia") 



1 JAN 

31 MAY 19110 



T PERS Z S 



SOME RECOVEFtD D 50 P 3^ 



(READ) 



("J- 16 
K-5") 



I940-I9I12 



) 



i 



? PERS 7 S 

? rlm/fa 



READ BY PERS 
Z S VIRTUALLY 
THE ENTIRE 
TIME 



(JAIT) ( (I9iii-J9ii5) 



I 



J- 13 "FU 

jr 



'KOKOK " 



(JAE) 

OR 



( 191*1-19113) 



T PERS 2 S 



T OKW 



SOLVED 



? - 191(2 



19I1I OKW 



READ 



JB 53 



JB 51* 



(JAW) 



? - 19I10 - T 19I10 PERS 2 S 



19112-19113 



19112 PERS Z S 



("j-lH") 



JB 53 



(^-15"^) 



1 JAN ]9lf0 - 
J 5 AUG 19110 



? PERS Z S 



READ FROM 
MIDDLE OF 
19I12 TO JUNE 
OR JULY 19I13 



CK-3'') 



15 AUG 191*0- i ? PERS Z S 
31 OCT 191*0 I 



1 JUL 191*0 - 
1 DEC 19^0 



» PERS Z S 



D 50 P 31* 
PP 1*2-1*3 
T 380 
I 22 P 21 
I 51* 



D 50 P 1* 
I 150 P 



(READ) 



(SOLVED IN 191*1) 



I PP l*-5, (SOLVED AUGUST 19^0 

I 118 PP 7-3 ! 

I 61* p 5 I 

I i2i* p 3 : 



31 p 5 P 8 

90 PP 2-1* 

1 18 PP 7-8 
81* p 5 
150 p 8 



(UNIDENTIFIED) 



D 50 P 35 



I 22 P 8 



0 50 P 31* 



D 50 P 31* 



D 50 P 3I* 
P 35 



(COMPROMISED) 



(UNIDENTIFIED) 



(READ) 



(READ) 



(READ) 



CHART NO. 



Doei 




3560861 





RESULTS 



OF 



EUROPEAN AXIS GRYPTANALYSIS 



AS LEARNED FROM TICOM SOURCES 



(WITH ANNOTATIONS 



COUNTRY 
OF 
ORIGIN 




JAPA.'J 



JAPAN 



JAPAN 



JAPAN 



JAPAN 



JAPAN 



JAPAN 



JAPAN 



2^ 



-'3 



2h 



SERVICE 



26 



iJ7 



^8 



i;9 



DIPLOMATIC 



DIPLOMAT IC 



01 PLO^rATIC 



OIPLCMATIC 



DIPLOMATIC 



DIPLOMATi: 



FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) 



DESCRIPTION OF SYSTEM 



NAME OF SYSTEM 



COUNTRY 
DF ORIGIN 



^-LElTL'n COi)E> VALUES IN BOX lf?XI^0. 



3-LETTCP CCOE, SIMILAR TO JAPAN id 



^-LETTER 3-LErT-;P COOC, T.^ANSPOSCD. PCr. TANGLC 
WA5 ^15X10. ORIGINALLY USEO "SIGNATURE" NULLS, 
(LATER ADOPTED BLANK CELLS INSTEAD.) 



y-LE^TER ^ (')^LETTEB CODE. TRANSPOSED. PEC- 
TANGLE HAD WIDTH or i;5, DlFth or I0, with 3Lank 

CELLS. IN JAN \<)kk, BLANK CELLS RAN VERTICALLY 
AND HORIZONTALLY. 



<?-LETTER CODE: IVDICATOP GROUP: "CA". 



^-LETTER 1-PART CODE, CV, ENCIPHERED B^" SINGLE 
TRANSPOSITION WITH RECTANGLE 6 WIOE» 5 OR 10 
DEEP WITH BLANKS DISTRIBUTED EVENLY THROUGHOUT 
THREE KEYS. USED BCTVEKN JAPAN AND nURMA , 
PHfLLlPlNES, ETC. 



?-LETT£R ?-PART CODE, TRANSPOSED. RECTANGLE 
HAD BLA.'IK CELLS. OAlLY KEY. 



ll-riGURE 1^'00-VALUE CODE ENCIPHERED BY BOOK 
ADDlTIVt. ADDITIVE BOOK HAD Jj00,000 ADDITIVE 
VALUES, EACH PAGE Or BOOK BEING DRAWN UP X 
35. THE POINT AT WHICH THE ENCIPHERER STARTED 
TO USE THE ADDITIVE WAS INDICATED BY AN INDICATO(r 
GROUP, E.G. TLUSR. AETEH THE ADOUIVl PPO- 
CtOURE WAS COMPLETED, THE TIGURES WERE CON- 
VEWTED TO LETTERS, THE SAVE LETTERS ALWAYS RE- 
PRESENTING THE SAME NUMBERS. 



AXIS 



US. A. 



JB 



JB 5^ 



ABA?A, 

BCBC8, 
Ct)COC , 
ETC. 



(jba) 



(JBA) 



(Jaj) 



(jam) 



DATES 
OF 
USE 



I WHEN 

ATTACKED 
AND BY WHOM 



1934 PERS 2 5 



J3 37 ' ("xe") 193!; - 7 



193^? FERS 



RESULTS 



TICOM 
REFERENCE 



STATUS 



OF 
AT 



THE SYSTEM 
ASA REMARKS 



BROKEN 



T 1 



BROKEN 



Z 



(19^3-19^5) 



? PER5 2 S 



BROKEN 



T 5Si 



7 OKW 



BROKEN 



I n ? 17 

T 3lJo 
T ^1^5 



I 9^ PP 2-14 



1936-191(5 19^0 PERS 2 S 



19^^- 19113 



I9lia PERS 2 S 
? OKW 



READ SMALL 
AMOUNT 



PERS 2 S: 
OKW: READ 
UNTIL \<^k'k 



7 - ]<^)i\ 



OKW 



( 19113- lOidl) ? OKW 



. D 50 P 
T 3'79 



I 90 PP ^-l* 
I 2^ p 17 . 



I o^J PP d-'^ 



I 9c; PP 



(read) 



(READ) 



(50* - 
MARCH 

APRIL 
APRI L 



!00^ READABLE TILL 
1945; - 52*?6 IN 

I9l;5; UNDER AFTEH 

19-5- ) 



(50* 

MARCH 
APRIL 

APR I : 



1005* READABLE TILL 

19'*'^; ^5.* - 50* IN 

19I;5; UNDER (f^.* AFTER 
I9li5.) 



(BROKEN, TALL I9iieJ) 



(UNIDENTI "lEO) 



(UNIDENTiriEO) 



(3R0KCN JAN 19115, ^5i6 - 
READABLE: WORK DISCONTINUED 
APR 19145) 



(JBA IS 
A i-LET- 
TER 

LETTLR 
CODE BUT 
CHANCE l> 
NULLS DE- 
SCRIBED 
TOOK 

PLACE IN 
JBA IN 

DEC )9''^ 



(or TEN 
ENCI- 
PHERED 
BY JAA, 
JBB, JSC, 
OR JBO) 



DOCII# 3560861 



RESULTS 



OF 



EUROPEAN AXIS CRYPTANALYSIS 



AS LEARNED FROM TICOM SOURCES 



(WITH ANNOTATIONS 



FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) 



COUNTRY 
OF 
ORIGIN 



SERVICE 



DESCRIPTION OF SYSTEM 



IS| AM E OF SYST E_M 



;OUNTRr 
:0F ORIGIN 



AXIS 



US. A 



DATES 
OF 
USE 



WHEN 

ATTACKED 
AND BY WHOM 



RESULTS 



TICOM 
REFERENCE 



STATUS 



OF THE SYSTEM 
AT ASA REMARKS 



JAPAN 



JAPAN 



JAPAN 



JAPAN 



3P 



7} 



3^ 



33 



3^^ 



( "-O^L I GN 

orr ICC} 



Dl PLt>*AT ic 
COMf-lE^iC I AL 



DIPLOMATIC 



COMMlRCI 



DiriOMATIC 



ij-riGURC codl with only (?,5H0 gpoups. cnci- 

PHCRCD e^' SOCK ADIJITIVC A'C SfMPLC LETTEif? 5U0- 
STITUnON LI5IN0 the: LtrTERS CrGKLNORSY, 



DIC.RAPHIC SUeSTfTUTlON AMD TPANSPOSITlON APPLim 

TO 't codlS, designated AHSAJ, ETCAV, AWNUM. 

ILNIM. AHSAJ was a 3, k, ^-LETTlR CODE; ETCAV 
WA5 --LETTER; WAS 5-LETTER; ILNIM WAS UM- 

KNOWN. EACH C(>^E HAD \0,00 VALUES. ENCI- 
PHERING TABLES: CI'OL USED ON EVEN DAVS, VEVA? 
On odd days. 



MONOALOHABETIC SL©5TITUTlON CIPHER WITH ^-LETIER 
GROUPS rOR PUNCTUATION: INDICATOR GROUP: "yUG". 



t-'ONO^l PhABETtC EUBSTITUTION ACCORDING TO T'E DAY 
C" THE yONTH. INDICATOR: "IRaDE". 



TRANSPOSITION CIPHER WITH ^-TIGURE INDICATOR 
GROUP. 



JB 



"C I rOL - 
VEVAZ" 



JB 1*] 



(JBC) ' ( 191)3-19115) I ? PERS 7 S 



( "CirOL- ( IQl40 - ?) 
VEVA?") 



7 OKW 



(M'G") I i93'^-i9'ii 



7 PERS ? S 



? - 19li0 - 



7 OKW 



7-191*0-7 ^ PERS 7 S 



i 



ADD I T t VE 
STRIPPED AND 
BOOK-BREAKING 
BEGUN 



I 22 P 17 



k0f - yi% 

i RECOVERED 



(BROKEN JAN 191*14; 2 ADDITIVE 
BOOKS USED, SECOND EFEECTIVE 
I FEB iglilj, BOTH RECOVERED. 
100 % READABLE. } 



I P 8 
PR 2-l| 

i iS PF 7-S 
150 p 3 



0 50 P 33 



0 50 P 35 



(READ ) 



(UNIOENTiriEO) 



CHART No. l-'^ 



-DOCI 




3560861 





COUNTRY 
OF 
ORIGIN 



SERVICE 



Latvia 



LlTHUAt»(U 1 



DlPLf>**TiC 



DIPLOMATIC 



LITHUAKJA * 



Hawchlpia 1 



Alp roPCC 



DIPLCWATIC 



^(ANCHUPfA \ 



^4ANCHUPIA ll 



MAhKHUPlA 5 



hanchupia 6 



OIPLONAT IC 



PROBABLY 
COM^ERCI AL 



RESULTS 



OF 



EUROPEAN AXIS CRYPTANALYSIS 



AS LEARNED FROM TICOM SOURCES 



(WITH ANNOTATIONS 



DESCRIPTION ^ SYSTEM 



FROM AR MY SECURITY 

O F SYSTE M 



AGENCY SOURCES IN 



NAM E 



COUNTRY 
OF ORIGIN 



TPANSPOS r T I ON CIPHER, e?>TH-SimE A^O DOOSLE, 

StMlTJMCS SUPEPENClPMCfttD WJ V(G£>*fRE SUBSTilU 
T 1 0^ w 



TRANSPOSITION CIPHCP, BOTH DOUBLE tm SINGLE, 
SOMETJMES SUPEPENClPHEfitD WIT^ VIGEN(RE SUBSTFIU 

T I On, 



T*?ANSPOS I T I OK CIPHER Wir^ REVOLvf*NC GRILLE. 



^-FlGt^e >-PAPT cooc. 



^-LtTTCft ?-PAPT COOC 



!i-LCTT£0 T^PART CODE, (r^DlCAfOP ABm. 



Jf-LCTTER T-PART COOE C FORM CVCV. ySED BETWEEN 
BEPLIM AND ROME. 



'»-nG^«(f£ tJ'PAPT COOE. ALL 



MCSSAGCS 5TAPT£0 Wl TK 



TBAJ#SPOS(TrCN CIPHER WITH BlA^IK cells IN PEC- 
TVJCLE AFC D*|Lr CHA^^Cl|iG key. u5C0 JAPANESE 



TPANSPOSI TlO^ CIFKCP WITH CHANGING £NC r F^E^JWENTA 
GOVERNEO er DATE AND W^^p, 



TRANSPOSITION ENC»PHERMENTS OF A SASiC JAPANESE 
3-LETTE*? 80OK. 



AXIS 




(HAA) 



DATES 
OF 

USE 



WHEN 

ATTACKED 
AND BY WHOM 



t - T 



PARENTHESES) 

TICOM 



RESULTS 



? - 9 



LISEO ONLr IN 
MARCH J^iii? 



7-7 



i93r: - ? 



7 - 7 



^ PCi»S z s 



t PE«S 7 S 



'^3° -1939 i i933 okl 



READ CURRENl.r 



STATUS 



REFERENCE 



I P 10 



I 2^ P 10 



J 1^1 P 1< 



1 I 



f PfRS Z S 



T PER3 2 5 



7 PERS Z 5 



^ otcw 



I9*»^ PEftS 7 S 



PEfl? 7 S 



f PEPS 7 5 



CO<Ffi(>ll3E0. 



S04-VE0h 



T 1 



T 7^ p 36 

T 7^ P 36 
T 7^ P 37 



r 'rr 3 



T 76 P 16. 
pp 33-iii 



\ 7t> P 36 



I 22 P 21 



THE SYl 
ASA 



(LWltN(>*r. ONLY PLAIN TEXT 
MESSAGES RECEI^O AT ASA,) 



(LITHUANIAN TRAFFIC NOT 
WORKED ON BY ASA.) 



(LITHUANIAN TRAFFIC NOT 
t«ffK£0 AT ASA, J 



(not worked ON AT ASA.) 



fUWNOWN) 
(UNKNtV*) 
((UNKNOWN) 



(unknown) 



(unknown) 



(UNKNOWN) 



CHAUT h»o"i-i 



.DOCl 




3560861 





RESULTS 



OF 



EUROPEAN AXIS GRYPTANALYSIS 



AS LEARNED FROM TICOM SOURCES 



(WITH ANNOTATIONS 



FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) 



COUNTRY 
OF 
ORIGIN 

wcxtco 



SERVICE 



MEXICO 



MEXICO 



MEXICO 



MEXICO 



OESCRIPTION OF SYSTEM 



NAM 



COUNTRY 
OF ORIGIN 



DIPLOMATIC 



DIPICMATIC 



0(PLOMATIC 



DIPLOMATIC 



DIPLOMATIC 



DIPLOMATIC 



MEXICO 



NETHERLANDS 1 



NETHERLANDS i 



NETHERLANDS 3 



NORWAY 



DIPLOMATIC 



5-LETTER 1-PART CODE, WITH 20,000 PRONOUNCEABLE 
GROUPS. USED WITH A DAILY ENCIPHER TABLE AND 
WORKED ON SLIDING SCALE PRINCIPLE. 



S-LETTER I-PART CODE. 100 DIFfERENT ENCIPHER- 
MENTSi EACH GROUP ENCIPHERED BY A GROUP IN 
BASIC CODE OF FROM l TO ABOUT PLACES LATER. 



5-LETrER I-PART COCE 



5-LETTER 1-PART CODE, 20,000 PRONOUNCEABLE GROUPS 
DAILY ENCIPHERING TABLE. CODE MIXED WITH CLEAR. 



5-LETTER ?-PARl CODE, 



POLYALPHABETIC SUBSTITUTION CIPHER WITH US 
ALPHABETS, 5 OF WHICH WERE USED AT A TIME. KEY 
LASTED SEVERAL DAYS, STARTING IN 1927, KEY 
CHANGED WITH EACH MESSAGE. SEPARATE SUBSTITUflON 
ALPHABETS FOR CNCIFriERMENT OF INDICATOR GROUP. 



POLYALPHABETIC SUBSTITUTION CIPHER WITH 20 
ALPHABE TS. 



DIPLOMATIC, 
MILITARY, AND 
NAVAL ATTACHES 



DIPLOMATIC 



il-LETTER il-FIGURE I-PART CODE. {USED WITH AND 
WITHOUT ENCIPHERMENT. 220 GROUP REPEATING 
ADDITIVE USED IN ENCI PhERMEKT. ) 



FRENCH FIGURE CODE, I-PART REPAGINATED. ENCI- 
PHERMENT BY DIQRAPHIC SUBSTITUTION AND TRANSPO- 
SITION WITHIN THE CROUP, 



MESSAGES TO AND FROM THE ROME LEGATION 



5-LETTER ?-PART UNENCIPHEREO CODE. 



OF SYSTEM 



AXIS 



'PWOS 



IVexiko 

USER P" 



XEPIT 



US. A 



DATES 
OF 

USE 



WHEN 

ATTACKED 
AND BY WHOM 



I 



7 SIM 



(MXA) (?-l9l*I-I9l»5) . »9lH PERS 7 S 



(MxeJ ,' (? - i9'*5J 



-7 7 



(MXC) 



(neb) 

AND 
(nEB-1) 



7 - . 



7 SIM 



19^*1 - - 1 I9I12 PERS 2 S 



1926 - 7 ' 1926 PERS Z S 



("7-CURRENT) 



RESULTS 



READ 



SOLVED 



RECOVERED 
LESS THAN 558 



READ 



READ. 100^ 
COMPROMISED 



READ 



1942 PERS 7 S 
191*2 SIM 



1939, PERHAPS 
EARLIER-(CUR- 
RENT) 



7-1939-' 



READ BY SIM 



'939 PCRS 2 S PARTIALLY 

BROKEN 



1939 PERS Z S PARTIALLY 

RECOVERED 



7 SIM 



? - 19I107 



BEFORE }$U0 
FA 



A SMALL NUM- 
BER OF MESS- 
AGES READ 



READ COM- 
PLETELY TO 
I9I10. NOT 
AFTER 19W 



TICOM 
REFERENCE 



STATUS 



OF THE SYSTEM 
AT ASA 



LEMAra<S 



IF 1517 



D 16 



( UNKNOWN ) 



(80^ READABLE) 



T 2519 



(75* - 00^6 REAOABLCj 



IF 1517 



(UNIDENTIFIED) 



<USeO IN 

19^5 BY 
ONLY PORT 

AU-PRINCE 

LEGATION) 



D 16 



D 16 



(ASA STATES THIS SYSTEM MAY 
BE A PART OF MXA OR MXB) 



(unknc^m) 



D 16 
IF 1517 



D 5ll, REPORT 

3, P 6 

T 21(90 

T 2t*9l 

T 2li93 
T 2U95 



D 5!*, REPORT 

3» P 7 

T-'20li' 
T 20li 
T 201li 



IF 1518 P 3 



( ]00% READABLE) 



(CODE BROKEN. ENCIPHERMENT 
IN READABLE STATE- ) 



( UNKNOWN ) 



I 162 p 3 



(unidentified) 



(UNIDENTIFIED) 



tHART NO. ; -2 



DOdI 




3560861 





RESULTS 



OF 



EUROPEAN AXIS GRYPTANALYSIS 



AS LEARNED FROM TICOM SOURCES 



(WITH ANNOTATIONS 



FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) 



COUNTRY 
OF 
ORIGIN 



SERVICE 



LNAM.E _OF_.SYSTEM 



DESCRIPTION OF SYSTEM jCOUNTRY,. .^.^ 

OF origin! axis 



OIFLOIATIC 



3 \ diflcmatic 



01 PLClMATIC 



5-lctte:r 1-fart ccoc. waiAi cigpafhs plpsti 

SUESTIT'JTCD GY 'TR I CPAPii" I C TAoLtS. 



^ -lett tcp ?-pa.9'r cool with 
pponounchaele: Cpoups. 



^-LETTCR ?-PAPT CODE.. (CNCI PHEPMENT MAY&L 'V'EA " 
OF PPCDECESSOP. ) 



'5-LEnEP ?-PAKn coot 

V£:a"op prcdcccssop. ) 



(Encifhepmlnt may be 



"PEPU 
L IM/i- 

I GCNP " 



j "PEPU: 
L ( M/. - 



GENT 



V 



U. S. A. 



DATES 
OF 

USE 



I WHEN 

ATTACKED 
AND BY WHOM 



RESULTS 



(PEA) 



' ( 193U-CUPRENT)' ? PERS 2 S 

? SIM 



? PERS ? S 



? - ? 



? ? 



? - ? 



: ? ? 



TICOM 
REFERENCE 



STATUS 



OF THE SYSTEM 
AT ASA 



REMARKS 



NOT READ 



RECOVERED 

i LESS THAN l,* 



RECOVERED 
LESS THAN 5^ 



T 

D lo 



S 



T 1391 



T 1397 



' (COMPROMISED) 



(unknown) 



CHART NO. 



DOCID 




3560 





1 





RESULTS OF EUROPEAN AXIS GRYPTANALYSIS 

AS LEARNED FROM TICOM SOURCES 



(WITH ANNOTATIONS 



COUNTRY 
OF 

ORIGIN 



SERVICE 



POCAAO 




POLAND 



QJ POLAfID 




POL AND 



POL AW 



POLAND 



1 



POLAK) 3 



POL AND 10 



HATi 



oiplqhatic 



OIPLONATIC 



DIPLOMATIC 



DIPLOMATIC 



DlPLO**T»C 



QJPLOCATIC 



DESCRIPTION OF SYSTEM 



FR OM ARMY SECURjTY 
NAMg OF ~ ^ YSYgfiTj 



AOENCY SOURCES IN PARENTHESES] 




BfC® AJf'S USA 



5-riGURC 1-P*RT CODE 



5 -FIGURE J-FJWT CODC 



f-Pm coot, Pt»tAPS"5*flQU«E- ' 



t-riGURE {Z-PA«Tj CtOC rKlPHfPCD BY ADOITlVt 



*t-FlGURE t-PART COOC 



*I-FIGUPt t-PAPT CODE 



01 PL CM AT J C ' *t -FIGURE 2- PART CODE 



DIPLOMATIC Jl-FIGIWE 2-PAPT CODE 



k-FlGUPE T-PAftT CODE WITH QP0UP5, ENCI 

PHEPED WITH ADDITIVE TABLE 2* X 25, 



l( -FIGURE T*PART CCDC V[TH 10.0^ CAOUP&* 
ftOCD WITH AOOmVE TABLES W X 



k-FlQUPE ^-P»T COK. VALUCS tH FPtNCH* 



ENCI- 



^-riGUPE 2-PART tOD£ 



57>rF 7A- 
SAONICZT 



I 



STYFR 7 A 

^ADNicrr 



SZYFF 



DATES 
OF 
USE 



I WHEN 

ATTACKED 
ANDBf WHOM! 



(1924-192£) > 1939 OKW 



RESULTS 



TICOM 
REFERENCE 



Vhe srS^i 

ASA 



}^ COHPPO- 
MISED 



1^9^^-1926} 1939 OKif 



MISED 



PD IT 



N P 0 



f ' 1 



t 0»f 



(FLO) ^ - T9tll - 



0 F D 



P P D 5 



C P D 



19^1 Pens Z S 



COOC OCP 

paK. DIP' 

LOHATId 



t - t 



? - T 



f - t 



* - t 



1913 ' » 



t - » 



OKW 



1ffi^ C<XPfiO* 
M[5ED 



FA REAO i^rriL 

1943; DKV 
READ REOU* 
LARLY. 



RECOVERED 
ABOUT 



RECOVERCD 
3« - W 



m - 5^ 



RECOVERCD 

ABOUT m 



- 1 



MOST OF 
TRAFFIC READ 



HOST or 

TRAFFrC fiCAD 



RCCOVCRCD 



RECOVERCD 
ABOUT 2^ 



T V73 



(WftVOUf) 



T k-jS 



(UNIDCMTlFtCO) 



I I2U P 3 
1 1^ P 4 
T 2^ 



T ZI55 



T 2152 



(NO GRfXFS RECOVERED. 19*^- 

(ji;^ or LomN-ficv york 

TRATriC DECIPHERED. »9*t3- . 
VCRT LITTLC OECIPHEPCO 



(UNIDENTIflEOj 



NOTE AC- 
Ca«>AMY- 
ING THIS 
OOCUCNT 
SATS THEFQ 
WERE THffE 
CODEBOOKS 
IN Aa. 



NOT£ A£- 
COiPANY- 

IHG mS 
DOCUMENT 
SAYS TNEM 

WERE 3 

1 IN 

ALI« 



(IMIDENTIFIEO) 



(UNlDEffTIFlEO) 



(UNIOENTIFICD) 



1 PP 20 - (UHJDCHTIFIED) 



T 21M 



t 3J PP 20 - (UNIDCNT»riED) 



T 2153 



(tMJOCNTinED) 



(UNJOCNTiriEO) 



t 



^ : 



DOCI 




3560861 





RESULTS OF EUROPEAN AXIS CRYPTANALYSIS 

AS LEARNED FROM TICOM SOURCES 



(WITH ANNOTATIONS 



FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) 



COUNTRY 

OF 
ORIGIN 



SERVICE 



DESCRIPTION OF SYSTEM 




NAM E 



OUNTRTrl 
ORIGIN 



OF SYS TEM 



AXIS 



US. A 



DATES 
OF 

USE 



WHEN 

ATTACKED 
AND ^ WHOM 



RESULTS 



TICOM 
REFERENCE 



STATUS 



OF THE SYSTEMI 
AT ASA 



reMARKS 



POLAND 



POLAND 



POLAND 



POLAND 



POL AND 



POLAND 



POLAND 



POLAND 



POLAND 



13 



FORE PGN 
OFFICE 



MfLITAPY 
ATTACHE 



15 



16 



17 



18 



19 



AIR FORCE 



20 



POL AND 2 1 



POLAND 22 



23 



POLAND 2U 



NATIONAL 

RESISTANCE 
MOVEMENT 



NATIONAL 

RESISTANCE 

►40VEMENT 



NATIONAL 

RESISTANCE 

MOVEMENT 



NATIONAL 

RESISTANCE 

MOVEMENT 



NATIONAL 

RESISTANCE 

MOVEMENT 



NATIONAL 

RESISTANCE 
MOVEMENT 



1<-FIGURE 2-PART COOE- ENCIPHERED ON KEY TAKEN 
FROM BOOK. PAIR OF ENCIPHERMENT TABLES USED FOR 
EACH OUTSTATION. INDICATORS: TWO 5-FIGORE 
GROUPS AT BEGIfWING OF MESSAGE. 

^l-FICURE (2-PART) COOE ENCIPHERED BY ADDITIVE. 



3-FIGURE ?-PART COOE 



3-FIGURE ?-PART CODE 



3-FIGURE_ ?-PART CODE 



2-PART CODE. 2,000 VALUES. ENCIPHERED. 



TRANSPOSITION-SUBSTITUTION CIPHER: CLEAR TEXT 
WRITTEN INTO 10 X 12 SGUARE, TAKEN OUT IN CO^l^tfi 
IN ORDER, CONVERTED TO FIGURES BY 2-FtGURE SUB- 
STITUTION. TRANSMITTED IN 3-riGURE GROUPS. 



TRANSPOSITION -SUBSTITUTION CIPHER. 



TRANSPOSITION-SUBSTITUTION CIPHER. 



TRANSPOSITION-SUBSTITUTION CIPHER 



TRANSPOSITION-SUBSTITUTION CIPHER 



SIMPLE TRANSPOSITION CIPHER, 



FD I 



(PLF) 



POLNISCH 

ER DREt- 
STELLER- 
COOE I 



POLNISCH- 

ER OREI- 
STCLLER- 
CODE It 



117 



118 



l3l 



\ 



193^-19^2 



'939 f-ERS 1 S 

■1939 TA? 
? OKH 



? - igiti? - ? 19I15 OKw. 



? - ? 



? - ? 



t - t 



? - T 



t - % 



! ? - ? 



? - ? 



? OKL 



■ ? OKH, 



1 - 7 



? OKH, 



t - ? 



t OKH. 



T OKH. 



! ? OKH 



I 



19»*1* OKH 



19111-191*2 ALL 
MESSAGES READ, 
MOST OF IHEM 

Currently 



READ 



RECOVEnEO 
ABOUT 9056 



RECOVERED 
ABOUT 90S< 



RECOVERED 
ABOUT 90S( 



100% COMPRO- 
MISED 



READ 



READ 



READ 



READ 



READ 



BROKEN 



63 PP 2-1* 
III P 2 ■ 



(UNIDENTIFIED) 



D ^N, ITEM I, 

T 2033 

( ( iS PP 8-9 



T 21I18 



(ABOUT 60 GROUPS RECOVERED. 

19112- 19113, 60% OF WASHINGTON 
LONDON TRAFFIC DECIPHERED. 

19113- 191*1*, 1^ or WASHINGTON 

LONDON TRAFFIC DECIPHERED,) 



(unidentified) 



T 21I18 



■ (unidentified) 



T ^I^^5 



(unidentified) 



I ^21 P 6 P 7 



I 26 P c P lU 



I 26 PP llt- 
'5 



1 26 P D PF 

ii(-i5 



I 26 P 6 PF 

lit- 15 



I 26 P 6 PP 

H.-15 



1 26 P \U 



(unidentified) 



(unidentifico) 



(UNIDENTIFIED) 



(uNiocNTineo) 



(UNIDENTIFIED) 



(UNIDENTIFIED) 



(UNIOENTIFIEO) 




T 



DOCID: 






0 





1 




RESULTS OF EUROPEAN AXIS GRYPTANALYSIS 

AS LEARNED FROM TICOM SOURCES 



(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) 





SERVICE 



POflTlfGAL 1 



PORTUGAL 



PORTUGAL 



PORTUGAL 



PORTUGAL 



PORTUGAL 



PORTUGAL T 



PORTUGAL 



OJPLQMATIC 



DIPLOMATIC 



DIPLOIATIC 



DIPLOHATIC 



DIPLOMATIC 



DIPLOMATIC 



DIPLOMATIC 



DIPLOMATIC 



DESCRIPTION OF SYSTEM 



_5ySt£M J 



OF ORIGIN ^'^IS 



VriGURC 1-PART CODE WITH S(9,0W GROUPS. ENCI- 
PHERED DIFFCRENTLV ON DIFrtPCNT CiRCUITSt ADDI- 
TIVE FOR CIRCUIT APPLIED TO LINE NU>QER; TRANS- 
POSITION or GROUP ELEMCNT5: WO^-PLACE SUBSTI- 
TtlTfON TABLES APPLIED T3 PACE Nl^BERS. 



^-FIGURE 1-PART CODE. WITH 6l,S00 GROUPS. ENCI 
PHEPED. 



S-riGURC 1-PART CODE WITH ^0,900 GROUPS. ENCI- 
PHERED WITH l,00Gf-PLACE 5UB5T I TUT lOfI TABLES. 



5-FlGURE l-PAfTT CODE (WITH ^0,^ GROUPS. ENCI- 
PHERED WIT.H TABLES.) 



5 -Ft CURE I -PART CODE. 6l,^0tf GROUPS. ENCIPHERED 



5-ri(SUR£ 1-PABT CODE! BASIC BOOK OF WHICH *£S9 
AND "32*1' V£RC RCPAG I NATIONS. 3^ SUBSTITUTION 
I TABLES USED WITH IT. 



5-riGUOE 1-PAPT CODE WITH fil.Stt) GROUPS, ENCI- 
PHERED WITH TWENTY 1Z0-PLACE SUBS T I TUT f OrJ TABLES 
FOR LINE NIN8ER5 AND ON SOME CIRCUITS ALSO WITH 
1,0^-PLACE TABLE FOR PAGES. DIFFERENT TRANS- 
POSITION or GROUP ELEMENTS FOR EACH CIRCUIT, 



^-FIGURE T-PAPr CODE WITH ^1.^ GROUPS. ENCI- 
PHERED W I TH TWENTY iSfS-PLACE 5UBST I TUT I OtJ TABLES 
FOR LINE MTQCPS A!4D Ori SO^E CIRCUITS ALSO WITH 
IpCtK-PLACE TABLE FOR PAGES. DIFFERENT TPA*IS- 
POSIT10N OF GROUP ELEMENTS FOR EACH CIRCUIT. 



7 



329 



35^ 



299 



US. A 



POCt) 
POO?) 

poe*?) 



(POJ) 



(POL) 



(POU) 



DATES 
OF 
USE 



WHEN 

ATTACKED 
AND BY WHOM, 



TICOM [STATUS OF 
RESULTS IREFERENCE' AT 



THE SYSTEMI 
ASA 



(POCi I9'»l- PtRS 2 S 

current) 

(POO: 1939- 
CtlRRCNT) 
(POEt ?-l9*'5J 



D 16, 19'* 1 RE- 
PORT, R Z 



(POCp POO, POC ALL 
PROMISED; ALL HAVE 
BASIC BOOK.) 



10^ cot 
SAME 




{ 194 T -CURRENT) I9t(^ PERS 7 S READ 



( 1 9!) 2 -CURRENT) 1942 PERS 7 S ! R£a0 



( 191*3 -CURRENT) ? t 



LARGELY PE 
COVERED 



0 16. 19^^ PE- ( 100% COMPROMISED) 
PORT, P 3 

T 

T 302ft 
T 50di 



D 16, RE- 
PORT, R 3 



(I00i( COMPi^OrrSED) 



T 



(90K RECOVERED; COMPLETELY 
READABLE.) 



l$kZ PERS ? S REM) 



' D 16. 19^12 Re 
: PORT, P 3 



(UNrDENTiriED) 



?-l9lt2-T 



19!!^ CKW 
1911^ PERS 2 S 



COMPRO- 
MISED; LOAWED 
BY OKW TO PERi 
7 S FOB PHOTO- 
STATING rN- 
CLUDING 9 
TABLES; REST 
OF TABLES BPO 
KEN. RE1O 



■ 

? ! 7'l9lt1- 



D 16, 191*2 RE- (REPAG I NATION "325'' IS ASA<S 
PORT, P 3 POJ.) 



19^1 PERS 7 S 



LARGE PART or! D If. 19^1 «E- 
MESSAGES *>EAD' port, d 



T-igHl-T 



"Qli* REPS 2 S 



WITH SO*<E 
GAPS. SCRLIN- 
' LISBON TRAF- 
FIC NOT READ; 
TRAFFIC SMALL 
AND KEYS 
ChA^IGED rap- ' 
IDLY. 



I 

' ENC I PHEP^ENTS 
' BROKEfJ. PC- 
GIWUNGS ^ADC 
ON CODE, BUT 
NOT RE*D. 



D to, 19^1 
PORT, P i 



(UNIDENTIFIED) 



(UNIDENTIFIED) 



DOd^ 



3560861 





RESULTS OF EUROPEAN AXIS GRYPTANALYSIS 

AS LEARNED FROM TICOM SOURCES 



(WITH ANNOTATIONS 



FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) 



COUNTRY 
OF 
ORIGIN 



SERVICE 



DESCRIPTION OF SYSTEM , 



NAM 




COUNTRY 
OF ORIGIN 



PORTUGAL 9 



PORTUGAL 10 



PORTUGAL 1 1 



PORTUGAL 12 



PORTUGAL 13 



PORTUGAL ill 



PORTUGAL 15 



PORTUGAL J 6 



PORTUGAL 17 



PORTUGAL 18 



PORTUGAL 19 



PORTUGAL 20 



PORTUGAL 21 



PORTUGAL 22 



DIPLOMATrC 



DIPLOMATIC 



DIPLOMATIC 



DIPLOMATfC 



DIPLOMATIC 



5-FIGURE ?-PART CODE. 



5-FIGURE t-PART CODE. 



l»-riGURE 1-PART CODE, REPAGINATED 



1*-F|GURE 1-PART CODE, REPAGINATED. 



Il-FIGURE I-PART CODE, REPAGINATED. 



It-FlGURE 1-PART CODE, REPAGINATED 



'l-FiGURE T-PART CODE. 



ll-flGURE TtPART CXE 



1*-F-|GURE TrPART CODE 



l|-riGURE t-PART CODE. 



it-flGURE T-PART CODE. 



MONOALPHABETIC SUBSTITUTION CIPHER. 



5-LETTER t-PART COOE. 



5-»^ETTER 5-FIGURE COOE, 60,000 GROUPS 
PHERED Br ESTIMATED 200 TABLES. 



OF SYSTEM 



US. A 



AXIS 



ENCI- 



62 1U6 



502 



611 



557 93 



55 ill I 



DATES 
OF 
USE 



? - 7 



7 I 7 - 7 



7 I '?-l936-T 



? - T 



7 - 7 



7 - 7 



7-7 



? - 7 



7-7 



7 - 7 



7 - 7 



7-19I42-7 



7-1937-? 



WHEN 

ATTACKED 
AND BY WHOM 



7 - 7 



7 7 



7 7 



7 7 



"? 7 



7 •? 



7 7 



RESULTS 



TICOM [STATUS OF THE SYSTEMI 



REFERENCE 



RECOVERED 
LESS THAN 1% 



RECOVERED 
LESS THAN 



RECOVERED 305^ 



RECOVERED 
30^ - ^^0% 



RECOVERED 
20* - 30% 



RECOVERED 
20% - 30% 



7 7 



I 7 7 



7 7 



7 7 



7 7 



191*2 PERS 2 S 



7 SIM 



7 SIM, SID 



RECOVERED 
LESS THAN 5* 



RECOVERED 
LESS THAN 1^ 



RECOVERED 
LESS THAN 



RECOVERED 
LESS THAN 358 



RECOVERED 
LESS THAN }% 



READ 



READ. 
MISED 



READ 



T 3'27 



T 30^3 



AT ASA 



REMARKS 



(UNIDENTIFIED) 



(UNIDENTIFIED) 



T 1336 



T 1332 



(UNIDENTIFIED) 



(UNIDENTIFIED) 



T 1333 



(UNIDENTIFIED) 



T 133'* 



(UNIDENTIFIED) 



T 1335 



T 1337 



T 1333 



(UNIDENTIFIED) 



(UNIDENTIFIED) 



(UNIDENTIFIED) 



T 131*0 



T 13S6 



0 16, 191*2 RE- 
PORT, P 3 



COMFRO- T 1590 



IF 1526 



(UNIDENTIFIED) 



(UNIDENTIFIED) 



(unknown) 



(UNIDENTIFIED) 



(unidentified) 



1 

H 
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DOeil^ 3560861 



RESULTS OF EUROPEAN AXIS GRYPTANALYSIS 

AS LEARNED FROM TICOM SOURCES 



(WITH ANNOTATIONS 



FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) 



COUNTRY 
OF 
ORIGIN 



PORTUGAL 



23 



SERVICE 



DlPLOl/»TrC 



PORTUGAL 2lt 



OtPLOMATtC 



DESCRIPTION OF SYSTEM 



NAM E OF_.S_Y_STE_M__ 



pOUNTRy 
DP ORIGIN 



AXIS 



5-FIGURE l-PART COOC. LrNE DIGRAPHS ON PAGE 
EITHER ASCEND INp OR DESCENDING ORDER. USED 
LiSBON-ANKARA-BfRN. 



IN 



-FIGURE AND 2-riGURE 7 -PART CODE REPAGINATED FOR 
IFFERENT LINKS. UNENC I PHERED. TRAFFIC GEN- 
ERALLY OF MARITIME NATURE. 



US. A 



DATES 

OF 
USE 



i WHEN 

! ATTACKED 
AND BY WHOM 



1 



19145 SID 



? SIO 



RESULTS 



READ 



READ 



TICOM 
REFERENCE 



F 1517 
F 



IF 1526 



STATUS 



OF THE SYSTEM 
AT ASA 




(UNIDENTIFIED) 



(UNIDENTIFIED) 



ARKS 



CHART NO. 1--' 



-DOC 



3560 





1 



RESULTS^ OF EUROPEAN AXIS 

AS LEARNED FROM TICOM 

{WiTH ANNOTATIOffS 



TRY 



COUfj] 
ORIGIN 



nUMAN I ^ 



R\MAH I A 



AtMANIA 11 



tt^MAiiiA 



RtMM I A 



SERVICE 



DESCRIPTION 



SYSTEM 



FROM ARMY SECURITY ASEWCY 

DATES 
OF 

USE 



UNTRir ^ 



AXIS 



OIPLO«TIC 



DtPlCMATiC 



DIPLOUTIC 



DIPLOMTIC 



OIFUWATIC 



OIFUOHATIC 



CiPLfMATIC 



D I PIOMAT I C 



DIFLWATIC 



DIPLOMATIC 



5-FIQ«£ Z-PART COOC (CHCIFHCfiCO MiXH MONO- 
ALRHA6ET) 



,'FICWE Z-PART COOC (EHCIPritWD WITH ftOOK 

mvE} 



i-riGWC 2-PABl CODE (EMCIFtOCO WITH RCPEAtINC 
JTIVE) 



5-riGUFC 2-?A5T COOC, 7J*,P0P GftOUPS, o*ci 
PHCTCD VJTV I^'PlACE.tAflLE. 



5-FJGWTC 2-PART CODC, 7!^,^ QRCHiPS 
PHDO WITK l^-PLACE TAaLC. 

5-FlGURC 2-PART CODE, Ttf.ftjtf CROUPS 
PHCHEO WTh 1^-PUC£ TABLE. 



lUCt- 



5-riGURE a- PART CODE, 100,03tS CROtPS. £NCI 
PHERtO ViTh iBf- PLACE TABLE. 



5 -FIGURE 2-PART CODE, GROUPS 
PHERED WHK I0-PLACE TABLE. 



5-FIGURE 2-PAfTT CODE, -i0(i,0C0 GROUPS 
PHERED WMH I0-PLACE TABLE. 



EWCt- 



EHCI- 



5 -FIGURE 2-P4RT CODE, )00,m CROUPS. tNCI 
PHCRCO WITH 10-PLACE TABLE. 



-FIGURE ?-PART CODE WITH SEJ.SW - 60, 00^ 
iROUPS, ENCIPHERED BV FtGUPt SU6STITUTICW 
TABLE, 



5-riGWc 2-PART coor> 



5'F1CUR£ ^-PART CODE. 



5-FiaUB£ 2-PART CODE 



5-FlGURE 2-PARr CODE 



USA 



R l3 



R 12 



R 13 



crFPU 

GRiOORCEtf, 



R 16 



17 



a 7 



(ROD) 



(ROT) 



(PW) 



(7-19*5-^) 



(t-i9lf5-^) 



\0 - f 



GRYPTANALYSIS 

SOURCES 

SOURCES IN PARENTHESES) 

TICOM 

RESULTS 



WHEN 

ATTACKED 
Al^ Bf WHOM 



I 



T - 1 



» - T 



7 S 



7 S 



T PERS 7 S 



t FCR5 2 5 



f PERS 7 S 



T PCR5 7 S 



T PCRS Z 5 



T SiHt SID 



T - T 



T - T 



t - T 



REFERENCE 



TH^ SVStEMI 

ASA ]REMAn<S 



10P^ COMPRO- 
MISED 



' 1^ COHPRO- 
' KISO) 



I 



}^ COMFRO- 
KISEO 



(WORKED ON K#TEfHITnwTLT 

di^inq 19^, 19:^1, and 

. emcifheMnt still 
BCibs attacked, cw 1945.) 



T 751 



r 7W 



(WXKCO On IKTCRKlTTENnT 
DUflKfi 19^2. 19^3. 194n, ttC 
19^5. ACDITIVES STILL BEIP«C 
ATTACKED, EW 19%^.) 

(MkED on TkTEFVITTLNTTLY 
DURIMG mZ, 1943, J9J|4, AtO 
19«5> aSqITIVES STtLL BEFHC 
ATTACKED, CFO 19^;>.) 



RECOVERED 

5Jf - i09t 


T 222^ 

0 5* p 15 


(bfiiDEhmriED) 


RECOVERED 

53f - IS* 1 

1 


T 222t 
D 54 P 15 


(L-NIOCftTiriED] 


RECOVERED 
ABOUT 5JC 


T dflo 
T 2222 
0 S"! P 15 

1 


(UJtCE^JTJFlED) 


RCCOVCRLD 
LESS TnWI 


T 2219 
D 5** P 0 


(UMICENTinCD) 


RECOVERED 
LESS THAN 5^ 


D 15 


(UHlDENTiriED) 


RECOVCRLD 

5St - 10^ 


T 22*7 
T 2225 

D 5*t P 15 


(bVtOEMTiriCD} 


RECOVERED 
LESS ThAH 5^ 


T 222l( 
D 5* P T5 


(UNICEMTIFIED) 


CODE *0SSfi 
C04PRM1SED; 
E'JCIFHCRWENT 
eiRCKEN, 


IF 1517 P 5 

IF 1520 F 6 


{LNIDCNTIF^ED) 


RECOVERED 
53( - TOtl 


T [^&' 


(UNtDEwnrico) 


RECOVERED 
LESS THAH ^ 


T 1007 


(l^fX^TlFlEO) 


PECOVcREO 

5* - 


T 2223 

1 


(iHlDDlTfFJED) 


RECOVERED 
5* ' »W 


T <ai5 

■ 


(LftlDCiTlFJEO) 
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RESULTS OF EUROPEAN AXIS GRYPTANALYSIS 

AS LEARNED FROM TICOM SOURCES 



(WITH ANNOTATIONS 



FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) 



COUNTRY 
ORIGIN 



RuMANi A 



Rumania 



RuMANI A 



RUMANI A 



RuMANJ A 



RuMANI A 



RuMANI A 



16 



17 



19 



SERVICE 



DIPLOMATIC 



20 



DIPLOMATIC 



MILITARY 
ATTACHE 



21 



22 



23 



2h 



MILITARY 
ATTACHE 



MIL I TARY 
ATIACHC 



AIR rORCE 



POLICE 



DESCRIPTION OF SYSTEM 



NAME OF ^S_YSTE_M 



OF ORIGIN 



AXIS 



U S. A. 



DATES 
OF 

USE 



i WHEN 

ATTACKED 
AND BY WHOM 



RESULTS 



TICOM 
REFERENCE 



STATUS 



OF THE SYSTEM 
AT ASA 



5-riGURL- 2-PART CODE 



5-FIGURE 2-PART CODE 



5-riGLrHE 7-PAPT COOE. FIGORE SUBSTITUTION 
LNCIPHERMENT. SEVERAL BOOKS USED SIMULTANEOUSLY. 

5 -n CURE 7-PART COOE. 50,000 - 60^000 GROUPS. 
ENCIPHERED WHEN hlOH SECUJ?ITY WAS DESIRED. KEYS 
WERE '^9 X 5 AND 56 X 5 LONG. 



-FIGURE 2-PART CODE. EACH PAGE NUMBERED BY 

iNE or FOUR 3-figure: groups printed *t rop. 

PAGE DIVIDED INTO TWO PARTS, EACH PART CONTAINING 
BLOCKS OF 10 GROUPS EACH. ENCIPHERED WITH A 
YSTEM CALLED BY ROMANIANS "Fl SE . " 



TRANSPOSITION CIPHER. RECTANGLE DIVIDED INTO 
1* SMALLER ONES, EACH J H 10 OR 7 X 7- SOME 
BLANK CELLS. CLEAR TEXT WRITTEN IN ON A oattERN. 



AMG 19143 



1 



6 X 51 



IRANSPOSITION CIPHER, 6 RECTANGLES, 
CLEAR TEXT WRITTEN IN ON PATTERN. 



TRANSPOSITION CIPHER. 



CIPHER. DESCRIBED AS "ELEMENTARY", BUI NO DETAILS 
AVAILABLE. 



CIFRUL 0£ 
MEMOR I E 



10 



? - 



0-0 



? - ? 



191(2-19113 



?- 19113-7 



t -?-!939-? 



7 - ? 



? 7 



? ? 



7 SIM 



? SIM, SID 



? SIM 



? SIM 



)9ii3 SIM 

? SID 



OKL 



7 OKL 



RECOVERED 
LESS THAN 



RECOVERED 
ABOUT 1 0^6 



COMPRO 
MtSED. 



12505? COMPRO- 
MISED- 



T 22 iS 



: T inS 

I ^ 



ir 1521 



IF 1526 



READ 



READ 



I READ 



NOT READ 



I READ CUR 
RENTLY 



IF 1521 



IF 1521 
IF I'^IS 
T 1556 



ir 1517 

IF 1521 
I 121 P S 
I 121 P 9 



(UNIDENTIFIED) 



(UNIDENTir lEO) 



{UN(OENTIFIED) 



(UNIDENTIFIED) 



(UNIDENTIFIED) 



(unidentified) 



(unidentified) 



(unknown) 



(unknown) 



REMARKS 



(> 



CHART NO. j 



DOCID 




3560861 





RESULTS OF EUROPEAN AXIS CRYPTANALYSIS 

AS LEARNED FROM TICOM SOURCES 



(WITH ANNOTATIONS 



FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) 



COUNTRY 
OF 
ORIGIN 



RUSSM 



RUSS) A 



RUSSt A 



RUSS r A 



L I 



1 



RUSSIA 



PUSS I * 



RL'SS I A 



RUSS r A 



PUSS I A 



RUSSIA 



SERVICE 



DESCRIPTION OF SYSTEM 



NAME OF S YSTEM 



pOUNTRY 

,0F ORIGIN! *^XIS 



1 



10 



ARMY 



ARMY 



ARMY 



HAGELIN S-^n MACHINE, OLD STYLE, EMPLOYING 
FRANCTIONATION, SUBSTITUTION, AND RECOMBINATION, 



SPEI.CH ENCIPHERER, TIME SCPAM8LING TYPE. 



TELETYPE CNCtPHERER, KEY GENERATOR TYPE. 



APMY 



« 37 



5-nGUOE ?-PART CODE ENCIPHERED WITH ONE-TIME PAD. 



ARMY: BRIG^'^f:,' 5-riGUPE 7-PAPT CODE 
DIVISION 
STAFFS UPWARD 
TO GENERAL 
STAFF 



ARMY! BRIGADE, 5-FIGUPC 
D I V I S t ON 

STAFFS UPV'ARD 
TO GENERAL 
STAFF 



?-PART CODE 



ARMY: BRIGADE, 5 -FIGURE 
0 1 V I S f ON 
STAFFS UPWARD 
TO GEMEPAL 
STAFF I 

I 



7-PART CODE 



ARMY: BRIGADE, 
0 I V I S I ON 
STAFFS UPWARD 
TO GENERAL 
STAFF 



ARMY: BRIGADE, 
DIVISION 
STAFFS UPWARD 
TO GENERAL 
STAFF 



ARMY: TANK 



5-FlGURE ?-PART CODE 



5-FIGURE ?-PART CODE 



1*-FIGURE 7-PART CODE ENCIPHERED BY SUBSTITUTION 



01 1-A 



023-A 



01*5 -A 



062 -A 



091-A 



PT-B 



K 37 



US. A 



? ? 
1 



DATES 
OF 
USE 



? - -? 



? - ? 



? - 19115 



19I40- loil 1 ? 



19140 - ? 



I9i40 - f 



? - 19145 



7 - 191(5 



I WHEN 

ATTACKED 
AND BY W HOM 

19111 OKH 



RESULTS 



TICOM 
REFERENCE 



STATUS 



OF THE SYSTEMI 
AT ASA 



ACCOMPLISHED 
THEORETICAL 
SOLUTION ON 10- 

LEITER CRIB. 
AUTUMN 191*1, 
IMOOEL OF MA- 
CHINE CAPTURED 



I 



n6 p 2 
53 p 
92 p 



19^9 OKh/GDNA,|nOT BROKEN. 

wa'pruef 7 



19l<3 OKH 



I 9 



? OKH 



OKH 



? OKH 



? OKH 



7 OKH 



7 OKH 



7 OKH 



NOT READ 



\W> COMPRO- 
MISED, MARCH 
191*5 



I 73 

I 31 P 12 
IF 123 P 13 



I 31 P 12 



I 19 C 

1 1 16 



T 805 



T 305 



T S05 



T 305 



T 305 



I 19 c 

I 19 c 



!EMARKS 



<■'/ 






0 





1 



V 





RESULTS 



OF 



EUROPEAN AXIS GRYPTANALYSIS 



AS LEARNED FROC^ TICOKfl SOURCES 



(WITH ANNOTATIONS 



FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) 



COUNTRY 
OF 
ORIGIN 

PUSS I K 



PUSS J A 



PUSS I A 



PUSS I A 



PUSS I A 



RUSSIA 



PUSS I * 



PUSS r A 



PUSS r A 



PUSS I * 



PUSS I A 



RUSSr A 



1 1 



\2 



lit 



15 



i6 



T7 



i8 



10 



20 



RUSS I A Z\ 



PUSS J A Zi 



23 



PUSS PA 



-"5 



SERVICE 



ARMVt CUAPOS 
TANK 



army; tank 



army: guards 
TANK 



ARMY 



ARMY 



AR^fY 



ARMY 



ARMY 



ARMY 



ARMt 



ARMY CROUPS, 
ARMIES, CORPS 



ARMY 



ARMt 



ARMY, AlP 



ARMT, ArP 
FORCE 



DESCRIPTION OF SYSTEM 



NAME OF SYSTEM 



COUNTR?! 
OF ORIGIN 



it-FPGURE t-PAR7 CODE ENCJPHERED BY SUBSTPTUTION 



It-riGURE ^-PART CODE ENCJPHEREO BY SU6ST J TUTPCW. 



Il-FPGUPE f-PART CXE ENCIPHERED BY SUBSTITUTION, 



*t-rPGURE ?-PAPT CODE 



It-riGUPE T-PAPT CCOE 



It-FIGURE t-PART COOe 



3-FiCURE T-PART CODE 



AXIS 



2-FrCURE SUOSTPTUTPOT CIPHER USING * 1^ X 1(S 
S^;UAPE CONTAINPNG ALPHABET, FIGURES, ETC. DAILY 
CHANGING KEY. 



2-fPGURE SUBSTITUTJON CIPHER 



^'FPGURE SUBSTPTUTION CIPHER 



2-FIGUPE SUBSTITUTION CIPHER 



TRANSPOSITION CIPHER USING REVOLVING GRILLE 



TRANSPOSPTION CIPHER 



li -FIGURE ^-PahT COOl 



2 -TP CURE SLBSTITUTION CIPHER 



PT 14I 



PT Itl N 



PT \2 



OKK =i-8 



US. A. 



? 



DATES 
OF 

USE 



19IH - I9lts^ 



r9it5 - ? 



191*1-191^ 



iqli0- 19113 



l9lH-lQli5 



19111-19115? 



I9ij? • 7 



iQljll - T 



■ ■ ■ 



193^-1939 



WHEN 

ATTACKED 
A ND BY WHOM 

? OKH 



T OKW 



7 OKH 



t OKH 



T OKH 



^ OKH 



t OKH 



7 SIM 



T OKH 



? OKH 



? Of.H 



7 OKH 



7 OKH 



7 OKH 



RESULTS 



PARTLY READ 



7 



TICOM 
REFERENCE 



STATUS 



OF THE SYSTEM 
AT ASA 



REMARKS 



T9 c 
19 E 



19 c 

19 E 



19 C 

19 E 



19 C 

19 E 



19 C 

f9 E 



19 c 

ZX, 



F 1517 



1? C 
19 D 



19 c 



19 C 



I 116 

T * '35 



T SfiJ^ 



( ) 



1 

Er 



^MAftT NO. 



DOCII0 3560861 




RESULTS 



OF 



EUROPEAN AXIS CRYPTANALYSIS 



AS LEARNED FROM TICOM SOURCES 



(WITH ANNOTATIONS 



FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) 



COUNTRY 
OF 
ORIGIN 



SERVICE 



DESCRIPTION OF SYSTEM 



NAME OF SYSTEM 



POUNTRT 
OF ORIGIN 



AXIS 



US. A 



DATES 
OF 

USE 



I WHEN 

ATTACKED 
AND BY WHOM 



RESULTS 



TICOM 
REFERENCE 



STATUS 



OF THE SYSTEM 
AT ASA REMARKS 



RUSS I A 



RUSS I A 



RUSS I A 



RUSS I A 



■TUSSl A 



c > 

1 1 
o 



RUSS I A 



RUSS I A 



RUSo I A 



RUSS I A 



RUSSIA 



RUSS I A 



PUSS I A 



36] ARMY GROUPS, 
A0MIC5, CORPS, 
DIVISIONS, 
AIR rORCE 



27 



25 



2-riCURE SUDSTlTUriON C I PHCR 



ARMY: Dl VI - 
SiONS, PCfir 
MCNTS. AIR 
rORCE 



2-riGURE SUBSTITUTION CIPHER 



AIR rURCE 



i|-FIGURE ?-PARr COOL 



2<? AIR rORCE 



31* 



3' 



3<^ 



33 



3^ 



35 



3'j 



37 



•j-nCURE ?-PART tOOE 



AIR, CIVILIAM 



J*riGURE ?-PARf CODE, UNENC|OHL4lD 



AIR FORCE 



2'f\0\J^.Z SUBSTITUTION CIPHER 



NKVD 



5-riGURE l-PARr CODE 



NKVD 



NKVD 



5-FIGURE ?-PARr CODE EMCIPHEt^ED WITH ONE-TIME 
PAD ADDITIVE. 



NKVD 



NKVD, DIVISION 
OF [REGIMENT TO 
DIVISION OF 
BATTALION SIZE 



NKVD 



•PEOPLE 'S 
CtT^NlSSARIAT 
FOR INTERNAL 
AFF AIRS 



5-FIGURE 7-PAPT C'OE ENtJHHESEO WITH ONE-TIME 

PAD ADD I rive 



5-FIGUPL ?-PAPT CODE ENCIPHERED BY DIGPAPHIC 
SUBSTt TUTION. 



it-FlGURE if-PART CODE ENCIPHERED WITH ADDITIVE 



U-FI3UR-: d-PAP.r CODE 



PT 39 



PT Ijt; N 



R 27 C 

7-31 



VAK 3S 



PT ^3 



WHITE SlA 



N5/'ji?/S 
R 5? C 
1560 



CH ? 



01^9 



'939- '9'f2 



19!, J- \^]iH 



'93=> - 



19143- ]$Ku 



1911'j 



? - iq1j5 



? - i9ifit 



? OKH 



7 OKH 



V OKH 



? OKH 



? OKH 



7 OKh 



OKH 



7 OKM 



? OKM 



7 OKH 



7 OKH 



READ 



NOT BROKEN 



*"0j6 or TRAF 
FIC READ 



I 19 c 

I 19 D 

T 3^ 



I 19 C 
I 19 0 
T 33^9 



r 

I 1 :d 



I 19 c 
1 19 E 



I 1 16 



I 19 c 

I IV/D 



T 253^ 



T yjk 



T 5oi| 



I i-c 
I 1 i'_ 
T S05 



I 106 



I \&6 
T 2577 
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OF 



EUROPEAN AXIS CRYPTANALYSIS 



AS LEARNED FROM TICOM SOURCES 



(WITH ANNOTATIONS 



FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) 



COUNTRY 
OF 

ORIGIN 



SERVICE 



DESCRIPTION OF SYSTEM 



hJAM.E PF_.SYS1EM_J DATES 



OF ORIGIN 



U. S A. 



OF 
USE 



1 WHEN 

ATTACKED 
AND BY WHOM 



RESULTS 



TICOM 
REFERENCE 



STATUS 



OF THE SYSTEM 
AT ASA REMARKS 



J "-Si ^ 



t^USs 1 .1 



PUTS I A 



t^'Jr? I A 



"'JS5I A 



PUS 5 I .* 



PUSf, I A 



PUSS I A 



'■•i:*.'iS. 

1 1 O'jS 



in 



PATI A- 



SUBS' I TUTtCN. 



•I I 



U K VD 



'. I. 



ii6 



t;7 



. 0 



ho 



NKVD 



:;avy 



fjAvr 



*)AVY 



NAVY 



NAVf 



.'i-ric.iJ^C i-PAPT crjDC 



VI "A 



l:-riG'JF-C ?-P.ApT C 



p-riGORE ?-PAP' COOC ENClPhXPCO wtTh ONC-Tif-iC FAD 
" ADD I n VC . 



5-rrG'jPE: ?-part C20c cjciphc^ed with dovsle: addi-! 

7 I Vl . 



;;-riGU=?C ?-PAP'' CCDC ^'JCt P'rCPED WITH PCPMUTlO 
ADDITIVE. 



I _ 



^-riGut^c ?-FAO" cxL" :^*ctp!-E:p^:D with additive 



5-riGUPC 7-PA5'' LOOZ E'JCIPhepLD with AUDITIVC. 



^-riGu^^c i-PAR' code ev'Ciphlped with additive 



Ij-rtGURL if- PART CODE CNClFHCRCO WITH ADDITIVE. 



NAVY 

•PEOPLE 'S 
C0WI5SARI AT 
FOR INTERNAL 
AFFAIRS 



;ij-rfGu''C i-pAPT coo: en'Cifhe'VlD with additive 



p ii? 



1 -/r--' 

I X \ 



* 



p h7 \S00 



KLAGLfi- 
ru"T ! . I 11 



KXNI GS 
'EERG 



FAS A 'J 



KOff-'ANOEUF 



TR0f-:S0t: 
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•7 



'5-LETTEH PARTMLLV 1-PART UNcNCIPKEPED FIELD 
tOOZ . 



^-LL"TTER 1-PACT COOE. 



I 



MILl VA^Y 



R AND 3-LETTE'^ CODES 



le i 



1 -FIGURE i-LETTER COOt, ?-P.ART, 475 GROUPS 



10 I (OIFLOMATIC) 



5-riGURE :;-PART U\'ENC I PHEREO CODE. NO p-FlGURC 
GROUP CONTAINED THE SA^-iE OIGIT TWICE. 



2^ 



J 1 



CONSULAR 



=^-riGURr AND 1^-FIGURE i-PA.RF UNENC I PHCREO 
IN lO'S^ ALMOST ALL LINKS EXCEPT STOCKHOLM 
TOKYO"' WENT OVER TO A MACHINE. 



c-rxJE 



Dl FlOi-'AT !C 



ii-riGU^E ?-PART COOE. 



3 J 



■'.'IL I T4RY 



Sl^^Pi-E REC I F=^OCiL SUBSTITUTION. 



3 ■» 



— SLWLVING G^-ILLC TRANSPOSITION C I P-ER5 



5ASSNIT2 



5C2 



U. S. A. 



DATES I WHEN 
OF ATTACKED 
USE AND BY WHOM 



RESULTS 



TICOM 
REFERENCE 



STATUS OF THE SYSTEM 

AT ASA 



REMARKS 



OKM 



■? - ? 



19113 OKH 



BROKEN 



READ 



SC3 



SC^* 



? - ? 



191*3 OKH 



READ 



9 _ 0 



19113 OKH 



9 _ 9 



AFTER 191*1* 
OKH 



READ 



D 38 P 1* 



(unknown) 



IF 120 P 5 



(NO MILITARY SYSTEMS WORKED 
ON) 



if 1^0 p 5 (no military traffic worked 

on) 



"FIGURE- 

LETTER- 

LETTER" 



9 _ 



191*5 - ? 191*5 OKM 



READ 



! INVESTIGATED 



I 



(PO'*sieLv 

SWB - 1 OR 
5WE-i) 



? - 1939 



191*0 PER5 
i9i*G( SIM 



2 S 



I 



?. - 1939, ON 
MOST LINKS 



BEFOPE 1939 
FA 



READ 



AFTER 19S9 
- ^ 



AFTER 1939 
SIM 



0-9 



AFTER SEPT 
lolil; OKH 



FEAD 



IF 120 P 5 - (NO MILITARY TRAFFIC WORKED 

ON) 



I 55 P 11 (NO MILITARY SYSTEMS WORKED 

ON) 



D 38 P 5 



(unknown) 



IF 1510 P 3 

I 22 P 21 



I 162 P 3 



IF 1513 P 3 



(IF SW8-1, PARTIALLY COM- 
PROMISED. BEING WORKED ON. 
IF SWB-2, BEING WORKED ON.) 



-■ — 1 



C) 



(TRAFFIC 
IN SWB-1 |M) 
AND SWB-2 ri 
CONTINUED Id) 
LATER 

THAN THE m 
CLOSING 
DATE 

GIVEN BY 
PW FOR 
THIS code] 




(UNIDENTIFIED) 



(UNIDENTIFIED) 



I 55 P 1 1 



S^A- I 
SRA-^ 



9.9 



191*3 OKH 



READ 



IF 12j? P 5 



(NO ^^ILITARY 
ON) 



TRAFFIC WORKED 



(NO MILITARY TRAFFIC WORKED ' 
ON) 



RESULTS 



OF 



EUROPEAN 



AXIS 



CRYPTANALYSIS 



AS 



(WITH ANNOTATIONS 



LEARNED FROM TICOM SOURCES 

FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) 



COUNTRY 
OF 
ORIGIN 



SWEDEN 



SWEOEiV 



An^DEN 



SWEDEN 



SWEDEN 



SU'EDEN 



SWEDEN ^6 



25 



?9 



30 



V 



SERVICE 



ARMY 



MILI TA9Y 



DIPLOMATS 



DESCRIPTION 



OF 



SYSTEM 



NAME OF SYSTEM ! DATES • WHEN 

OF ATTACKED 
USE AND BY WHOM 



pFORK;?^^ ^^'S 



TRANSPOSITION SYSTEM. "HARDER THAN REVOL\MNG 
GRILLE. " 



ELEMENTAf?Y TYPE TRANSPOSITION 



MACHINE CIPHER 



DIPLOMATIC 



DIPLOMATIC? 



DIPLOMATIC 



MACHINE 



5-FIGURE 5-PART CODE 
GROUP, UNENCIPHEREO 



NO DIGIT REPEATED IN A 



1|-FIGUR£ ?-PART CCOE 



; i-'GA 



US. A. 



I rrrr 



I r- 



rrr 




ICOM 

RESULTS REFERENCE 



STATUS OF THE SYSTEM 

AT ASA 



9-9 



1939 



Q - ? 



J 939 



_ -9 



1939 



1939 - ? 



l9l^i| 



PER5 

OKH 

OKM 



Z S 



REMARKS 



FR06ABLY NOT 
BROKEN 



IF 12a' P 5 

D 3S P U 



(NO MILITARY TRAFFIC Vs.'ORKEO 
ON) 



AFTER SEPT 
\^^\ OKH 



? - i9Hli - ? OKM 



SIM 



? SIM 



? SIM 



SIM 



READ 


1 55 p n 


(NO MILITARY SYSTEMS UORKEO 
ON) 

( 


9 

■ 


0 33 P 5 


r 

(UJs'KNOU'N) 


■ 

■ 


0 38 F 5 


(unknown) 


NOT READ 


IF I51S 


1 

(unidentified) ' 

1 


NOT READ 


ir 1518 


1 

(unidentified) 




1 IF 151? 


(unidentified) 

1 
1 


9 

■ 


■ 

IF 1518 


1 
1 

) 

(unidentified) ' 



■ 




1 



i 1 



I 

i 



1 



/ 









1 



0 "1 



RESULTS 



OF 



EUROPEAN 



AXIS 



CRYPTANALYSIS 



AS 



(WITH ANNOTATIONS 



LEARNED FROM TICOM SOURCES 

FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) 



COUNTRY 
OF 
ORIGIN 



SYRIA 



SYRIA 



SYRIA 



SYRIA 



SYRIA 



SYRIA 



SYRIA 



SERVICE 



3 



1* 



5 



6 



7 



ARMY 



POL ICE 



POL 1 CE 



POL I f.E 



POL I CE 



DESCRIPTION 



OF 



SYSTEM 



NAME 



COUNTRY 
OF ORIGIN 



rRENCK LANGUAGE CODE! TABLE OF \^ LINES AND S0 
COLUMNS, 3-LETTER GROUPS OF WHICK MIDDLE ONE IS 
A VOWEL. KEY WORD CHANGED ABOUT ONCE A MONTH. 
APPROXIMATELY 1,700 WORDS. 



It-FIGURE ?^FART CCr.E. ENCIPHERED BY SIMPLE SUB- 
STITUTION. 



CIPHER SYSTEM. SIMPLE FIGURE SUBSTITUTION. 



"10 X 10 MULTI ALPHABETICAL TABLE WITH OMOPHONES." 
(??) "KEY" ChANGEO MON'THLY. 



OF SYSTEM 



AXIS 



? 



3-LETTER "CIPHER." 



3-FIGURE "CIPHER." 



"CODE". TABLE OF 10 X 10 



? 



USA. . 



DATES 
OF 
USE 



! ?-i9i4i-? 



?- 19113 



?-i9^3 



? - 7 



?-l9l4lr? 



?-i9i*;-? 



I 



?- 191*1-7 



WHEN 

ATTACKED 
AND BY W HOM 

192*1 SIM 



OKH 



RESULTS 



TICOM 
REFERENCE 



READ 



READ 



? OKH 



READ 



? ITALIANS 



! I9i*l SIM 



191*1 SIM 



191*1 SIM 



READ 



"PRGBAeLY" 
READ 



PROBABLY READ 



READ 



STATUS 



OF 
AT 



THE SYSTEM 
ASA 




IF m8c F 
IF IiBg P 



i (unknown) 



I 170 P 3 



( UNKNOWN ) 



I 170 P 3 
IF I i8g F 5 



EMARKS 



( UNKNOWN ) 
( UNKNOU-N ) 



IF n8c F 3 ' (unknown) 



If ii3c F 3 



(unknown) 



IF nSc P 3 



( UNKNOU'N ) 




Y 



cHAt^t NO 



n 
in 




1 . 



RESULTS 



OF 



EUROPEAN 



AXIS 



CRYPTANALYSIS 



AS 



(WITH ANNOTATIONS 



LEARNED FROM TICOM SOURCES 

FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) 



COUNTRY 
OF 
ORIGIN 



SERVICE 



DESCRIPTION 



OF 



SYSTEM 



NAME OF SYSTEM 



OF ORIGIN 



SWI T^lRLA^JD 1 'DIPLC^ATIC 



I 



SWITZERLAND 2 CIPLC*'ATIC 



U. S. A. 



DATES 
OF 

USE 



WHEN 

ATTACKED 
AND BY WHOM 



RESULTS 



TICOM 
REFERENCE 



STATUS OF THE SYSTEM 

AT ASA 



REMARKS 



IIGMA CIPHER MACHINE. 



(enigma) 



I 



(SZD) 



p-iglj^-CURRENT) ? PERS Z S 

? SIM 



READ AT DIFFER- I 22 P ll* P 

ENT TIME?. SImI 19 

DID NOT READ. ■ \ P B 



I 



IF 1526 



(THREE TYPES OF TRAFFIC PRE- 
SUMED TO BE ENIGMA--SZD-1, 
SZO-2, AND SZD-3. SZD-I READ! 
Over 50%, OTHERS NOT READ.) 



il-LETTER ?-PART CODC IN FORM VCVC (BOTH 1-PART '(I.E. Ij 2 
AND 2-PART.) 3, k) 



SWiT/tRLAND 3;0IPLOl.ATIC 



] 



3'LETTER 1-PART CODG. 3,0Clp GROUPS. TIRST 
LETTER OF GROUP INOICATEO P-^GE, SECOND LETTER 
THE COLUMN, AND THIRO THE LINE. INDICATOR: 
5-LETTER GROUP AT BEGINNING.- (TWO BOOKS: FRENCH 
AND GERMAN) 



(CODE K) 



SWITZERLAND 1* CONSULAR 



3-LETTER 1-PART CODE. VALUES IN FRENCH AND GER- (CODE 
MAN. FIRST LETTER INDICATED PAGE, SECOND LETTER' 
COLUMN, AND THIRD LETTER THE LINE. INDICATOR: 
FIFTH LETTER OF FIRST GROUP AND FIRST AND FIFTH 
LETTERS OF SECOND GROUP. 



G) 



SWIT/ERLAND 5 



3'LETrER 1-PART CODE. VALUES IN GERMAN. 




SWITZERLAND 6 "? 



?-PART CODE, VALUES IN FRENCH. 



TWA r LAND 



I iDIPLO'^ATIC ? 



5-LETTER ?-PART CODE. USED BETWEEN BERNE, 
STOCKHOLM, AND BANGKOK. (LANGUAGE UNKNOU'N, 
ENCIPHERED WITH ONE OF THREE DIFFERENT FORMS 
OF SUBSTITUTION. ) 



TH.MLAND 



DIPLOMATIC 



5-FIGURE 1-PART CODE. ENGLISH LANGUAGE USED. 
USED WITH AND WITHOUT ENC I PHERMENT. SOMETIMES 
USED REPEATING 5-FIGURE ADDITIVE. (WHICH CHANGED 
EVERY FEW MONTHS, OR M0N0ALPHA8ET I C , OP POLY- 
ALPHABETIC SUBSTITUTION USED.) 



THAILAMO 



3 



(COMMERCIAL p-LETTER ?-PART CODE. USED BY MINISTER OF 

FINANCE. 



THAILAND 



(COMMERCIAL ?) ?-PART CODE USED BETWEEN BANGKOK AND BREMEN 



T 



I (SZA FR.) (?- 1939-CURRENT) ? SID, SIM 

SZB GER.. 
SZC ENG 
5ZR FR. 



NO SUCCESS 



'S.V. 1" 



(SZC) 



( I9l*3-CURRENT) 



191*1* SID 
? SIM 



IF 1526 P 6 (ALL READABLE.) 



CONSOLARE (5ZG FR.) {?- 19** 1 -CURRENT) 
C?X I (SZH GERJ 



SID 



75^ OF FRENCH 
BOOK READ J 
GERMAN BOOK 
: PARTIALLY READi 

I 
I 

I 

i RECOVERED 

ABOUT 25< OF 
' FRENCH BOOK 



IF 1526 
6-2 

T 1587 
T 1502 

T IdGJ 
IF 1 



PP 



(1'2(03« READABLE THROUGH RE 
COVERY . ) 



IF 1526 
9-11 

T 1532 

T 15S7 



PP 



(100S6 READABLE THROUGH RE 
COVERY. ) 



'9 _ 9 



-9 9 



RECOVERED 
15^ - 



T 1533 



(UNIDENTIFIED) 



•? - 191*1 



7 SIM 



READ 



(THB) 



( 19i*l*-CURRENT) ? GERMANS 



, PROB.ABLY 
I SOLVED. 



NOT 



(THA) 



(?-l9Ul -CURRENT) 1941 PERS 7 S ALMOST COM- 



191*2 FA 



« 
I 



PLETELY READ 



?- 191*1-191*3-? ' ? GERMANS 



? - 191*5 



? GERMANS 



PROBABLY NOT 
READ 



IF 1517 P 3 (UNIDENTIFIED) 



T 236** 



D 16, REPORT 

2, P 2 
0 16, REPORT 

^ m 

T 2376 



T 236it 



PROBABLY NOT 
READ 



T 236** 



(ENC I PHERMENT "30LVEiy'" 19^*5 
CODE NOT WORKED ON.) 



(BROKEN AND READ IN 191*3 
NOW 10^ READABLE.) 



(UNKNOWN) 



(UNKNOWN) 




RESULTS 



OF 



EUROPEAN 



AXIS 



GRYPTANALYSIS 



AS 



(WITH ANNOTATIONS 



LEARNED FROM TICOM SOURCES 

FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) 



COUNTRY 
OF 
ORIGIN 



SERVICE 



TURKEY 



TURKEY 



TURKO 



TURKEY 



TURKEY 



TURKEY 



TURKEY 



TURKEY 



TURKEY 



DESCRIPTION 



OF 



SYSTEM 



NAME OF SYSTEM 



COUNTRY .y.c, 
OF ORIGIN ^X'S 



1 'DIPLO^fiTIC 



1 OIFLO^'ATIC 



DrFLCtf^'ATlC 



t. 



C I PL CW.AT/C 



DIPLOMATIC 



6 DIPLOMATIC 



7 iDiPLC^ATIC 



iDIPLO^^ATlC, 
CONSULAR 



9 DIPLCWATIC 



1C MILITARY 
'.ATTACHE 



i-PART CODE. EWCIFHEPED APCUT )/^ THE TIME WITH 
A REPEATING T-FIGUPE ADDITIVE WHICH CKAN'GED 
DAILY eUT WAS SONNET IME? PEFEATED FROM YEAR TO 
YE.-SR. USED O: RaTHE^ UNIMPORTANT TRAFFIC. 



ii-FIGURE j^-P^PJ CODE. LATER GIVEN TH=?EE PEPAG- 
INATIONS. SEE ITEMS 3, k, AND 5- 



INK I LAP 



REPAGINATION OF ITEM £. 
TlOtV WITH ITEMS k AND 5 
ENCIPHERED eY i+G-FIGUPE 
FREQUENTLY Ch'iNGED- 



USED IN- MONTHLY ROTA- 
AFTER ]9k€- SOMETIMES 
REPEATING* ADDI TIVE UVlCH 



ZAfER 



RlF=AG/iVATION of item £, USED IN MONTHLY ROTA- 
TION WITH ITEMS ^ AND . AFTER 'i3k0 SOMETIMES 
ENCIF.-EPED BY W-FIGURE REPEATING ADDITIVE WHICH 
FREC;UENTLY CHANGED. 



SAKAPI A 



REPAGINATION OF I TEM ^. 
TION Wl TH I TEMS AND ^ 
ENCIP=^£RED SY iiC-FIGURE 
FRECUENTL^ CHANGED. 



USED IN MONTHLY ROTA- 
AFTER i9^40 SOMETIMES 
REPEATING ADDITIVE WHICH 



ij-FIGURE 2-FART CODE. SOMETIMES ENCIPHERED BY A CANKAYA 
liC-FIGURE REPEATING ^CDI'IVE WHICH FREQUENTLY 
CHANGED. USED BY THE TURKISH EMBASSIES IN BERLIN 
AND VIC^'Y?, 



Ij -FIGURE (J)-PART CODE. ENCIPHERED BY A 
FIGURE REPEATING ADDITIVE. USED rETUtEN 
AND THE RO^E 



ANKARA 



INEUNU 

■{ inOnu) 



ROMA 



SET OF THREE ^i-FIGURE PARTIALLY 
ARABIC SCRIPT. USED W MONTHLY 
TIMES ENCIPHERED BY A J^C-FIGURE 
REPEATING ADDI TIVE. 



1-FART CODES IN 
ROTATION. SCiME 
OP A 5-FIGURE 



(CUMHURia) 



1*-FIGURE I-PART CODE. ENCIPHERED RY Ufl-FIGURF 



REPEATING ADDITIVE (WHICH FKECUENTLY CHANGED). 



= -FIGURE 
DIGIT 1. 
I TE'-' i 1 . 



-PART 
IN iQU 



. iLL GROUPS BEGAN WIT-' 

REPLACED =5Y CODt" P-ESC^IBED IN 



U. S. A. 



DATES 
OF 

USE 



WHEN 

ATTACKED 
AND BY WHOM 



TIGOM 
RESULTS .REFERENCE 



STATUS 



OF 
AT 



THE SYSTEM 
ASA 



REMARKS 



(TU6) 



(TUD) 



{ TUJ ) 



(TUE) 



(TUF) 



19?^- 



193!;? FE-RS 
7 S 



SOLVED. 



I 10> P £ 



(UNIDENTIFIED) 



■? SIM 



C0^^PR0MISED 
RE*D. 



IF I517 F 5 
IF 15£3 PP £, 

3 

PERHAPS IF 1 iS 



(UNKNOVv-N UNTIL INFORMATION 
WAS RECEIVED FROM BRITISH. 
NO WORK DONE. NO TRAFFIC 
RECEIVED. ) 



i935-('9-i^) 



19^=) PER5 
SIM 



2 S 



" BROKEN AND 
■ READ BY SIM 

, AND PERS 2 S 



1935-(CURPEN7) 



IF 1517 P 3 

IF 15^^ PP a, 

I t03 PP ^. 



(WORK HAD BEGUN WHEN PHOTO 
STAT COPY WAS RECEIVED 
THE BRITISH IN 19*13.) 



193!> 

I9i;c: SIM 



s 2 s 



BROKEN AND 
READ BY SIM 
AND PERS 2 S 



IF 1517 P 3 

IF 15:^:3 PF 

I ?03 PF c, 3 



(SOLVED IN I9i;3 AND 



NOT 
KNOWN 
BY ASA 

TO HAVE 
BEEN 

USED IN 
MONTHLY 
ROTATION 



i955-( 191*5) 



1935 PERS 2 S 
jo!;C' SIM 



BROKEN AND 
READ BY SIM 
AND PERS 2 S 



l9-0-(CURREN'i) 19^1? SIM 



RECOVERED 
5,000 GROUPS 



IF 15£3 PP (SOLVED IN 191*3 AND 19!*!*.) 

I 103 3 



191*0- ( 19I1S) 



'«1*1 SIM 



RECOVERED 
5,000 GPOL'PS 



(TUK) ' 



i93i*-( 191*1*) 



193I* PERS 

? SIM 



I 



2 S ! 



t 




(?- I9i;^-CUR- 



LN 



inln cj» 



SOLVED AND 
READ BY PERS 
2 S. CONIPRO 
MISED BY SIM 



IF 1517 PP 3, I 

S, APPENDIX 
F 

IF 1523 P 3 



IF 1517 P 3 
IF 1523 P 3 



I 105 F 2 

IF 1517 P 3 

IF 1523 P 5 



OnCKEN A.\'D 



191*^ PERS 2 S 1 REAET BY SIM. 

* READ 6Y PERS 
2 S. 



-?-l9l^c^- 191*2 



SIM 



T r 5 

SEE ALSO 
I 63 F 2 



(BROKEN AND - AI0ED..5X...BR'I 1 1 5n. 
READ IN 191*^. NOW BEING 
ALMOST COMPLETELY READ.) 



(PARTIALLY BROKEN BY BRITISH. 
IN 191*3. NO FURTHER SOLL- : 
TION DONE BY BRITISH OR ASA. ' 
TRAFFIC RECEIVED AND SOME 
DECODED AND TRANSLATED.) 



(COMPROMISED BOOK RECEIVED 
FROM THE BRITISH IN 191*!*.) 



BROKEN AND 
READ 



IF I'^iy P 
IF 1523 P 




VALUES AND BROKE BOOK AND 
ENCIPHERMENT. READ IN 191*!*.) 



(unknown) 



CHART NO 



L- 



1 



RESULTS 



OF 



EUROPEAN 



AXIS 



GRYPTANALYSIS 



AS 



(WITH ANNOTATIONS 



LEARNED FROM TICOM SOURCES 

FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) 



COUNTRY 
OF 
ORIGIN 



TURKEY 



TURKEY 



TURKEY 



TURKEY 



TURKEY 



TURKEY 



TURKEY 



TURKEY 



TURKEY 



TURKEY 



TURKEY 



I 1 



12 



13 



lit 



15 



l6 



17 



T 



SERVICE 



MILITARY 
ATTACHE 



DIPLOMATIC, 
MILITARY 

ATTACHE 



ARMY, AIR 



MILITARY 



MILITARY 



MILITARY 



MILITARY 



1^ 



I 



tCLICE 



19 



20 



21 



AIR 



AIR 



AIR 



DESCRIPTION 



OF 



SYSTEM 



NAME 0F» SYSTEM 



COUNTRY 
pF ORIGIN 



5-nGURE l-PART CCOE. (AT FIRST) FREQUENTLY 
ENCIPHERED BY A 5-FIGURE (REPEATING) ADDITIVE. 
[NOW UNENCIPHERED OR ENCIPHERED BY 4^-FIGURE RE- 
PEATING ADDITIVE.) USED BY ALL TURKISH MILITARY 
ATTACHES. 



■?-FIGUPE J-PART CCX?E WITH LETTER SUBSTITUTION. 
USED IN TRAFF-IC FROM RUSSIA, BULGARIA, AND ITALY 



POLYALPHABETIC 
5-13 ALPHABETS 
NAMES USED FOR 

NULLS. 



SUBSTITUTION CIPHER. USUALLY HAD 

MONTHLY KEY CHANGE; GEOGRAPHICAL 
CODEWORDS. J, W, X ARE USED A5 



?-PART CODE. SOMETIMES ENCIPHERED BY A METHOD 
WHICH ENCIPHERED ONLY ONE OP TVO FIGURES OF EACH 
GROUP. 



?-PART CODE. 



I ?-PART CODE. "A TURKISH PROCEDURE CODE." 



•?-PART CODE. ALL TR I GRAMS BEGAN WITH THE LETTER 
S. 



?-PART CODE, LOU' GPAOE. ONLY 100 GROUPS. OF THE 
FIELD-CODE TYPE, A SQUARE OF 10X1CI, WITH COLUMNS 
AND LINES NUMBERED I TO 10, IN ASCENDING ORDER. 
THE ARRANGEMENT WITHIN THE SQUARE WAS CHANGED 
PERIODICALLY. 



l-PART CODE. UNENCIPHERED. 



PERIODIC POLYALPHABETIC SUBSTITUTION CIPHER 
USING SLIDING STRIPS. CHANGED MONTHLY, 



SINGLE TRANSPOSITION CI 



FOR WEATHER REPORTS 



AXIS 



? 



5 2 



U S. A. 



DATES 
OF 
USE 



WHEN 

ATTACKED 
AND BY WHOM 



RESULTS 



TICOM 
REFERENCE 



STATUS 



OF 
AT 



THE SYSTEM 
ASA 



(TUA) 



( I9l*f;-CUPRENT) 



191*3 SIM 
PERHAPS PERS 
2 S 



REMARKS 



BROKEN AND 
COMPLETELY 
READ. ALSO 
COMFRON'.ISED 



IF 1517 P 8, 

APPENDIX E 
SEE ALSO 
I 63 P 2 



(PARTIALLY 
BY BRITISH 
PROMISED. 
READ. ) 



BROKEN AND AIDED 
LATER I0Cfi6 COM 
NOU' COMPLETELY 



I9l|l* FA 
19UI* OKH 



READ 



IF 12o P 12 



( UNKNOWN' ) 



?- 191+0- 191*3-? 191*0 OKH 

191*1 SIM 



READ BY SIM 
BROKEN AND 
READ BY OKH 



?- 1930- 1939- ? 



1936, 1939 
PERS Z S 



SOLVED 



IP 15^3 P ^> 
APPENDIX A 

IF 1517 P 6 

IF 126 PP 10, 
1 1 

IF 1 18c F 3 

IF 1 i5g p 2,3 

I 103 P 3 



( UNKNOWN ) 



I 



(UNKNOWN--NO MILITARY TRAFFIC 
WORKED ON. ) 



! 1939 - 



I 



AFTER 1939 
OKW, PERS Z 



PROBABLY . 
S "SPASMODIC SUC- 
CESS ACHIEVED 



I 10^ P -i. 



(UNKNOWN) 



?-l9Ul-l9li3-? 191*1 SIM 



7-191* 1-191*3-? 191*1 SIM 



191*1-191*3-?; 191*1 SIM 



READ. 



-9 _ -9 



? OKL 



•9 _ -9 



! ? OKL 



? - ^ 



? OKL 



EASILY READ 



EASILY READ 



IF 1523 P 5 



(UNKNOWN) 



IF 1523 P 5 



IF -1523 P 6 



I 119 P 5 



EASILY READ 



I 1 19 P 5 



I 119 P 5 



(unknown) 



(UNKNOV^'N) 



( UNKNOWN ) 



(unknown) 



(UNKNOUW) 



TURKEY 



22 



NAVY 



TURKEY 



23 



NAVY 



POLYALPHABETIC SUBSTITUTION 
VARIED FROM 5 TO I3; NO KEY 
CHANGED EVlRV 2 OR 3 MONTHS 



CIPHER. KEY LENGTH 
WORD USED. KEY 

SIMILAR TO ITEM I3 



?- 191*1 -191*3--? 191*1 SIM 



BROKEN AND 
READ 



IF 15^^ P S 
, IF l1?C P 3 

IF ii3g P 3 



PROBABLY NO 
WORK DONE BY 
OKM ON ANY 
NAVY SYSTEMS 



I I S3 P 2 



(UNKNOWN) 



1 



CHART NO. 1-2 



COUNTRY 
OF 
ORIGIN 



SERVICE 



TURKEY 



TURKEY 



TURKEY 



TURKEY 



TURKEY 



TURKEY 



TURKEY 



TURKEY 



TURKEY 



TURKEY 



TURKEY 



TURKEY 



2k 



FH)LICE 



25 



POL I CE 



26 



POLICE 



27 



POLICE 



28 



29 



30 



DIPLOMATIC 



31 



DIPLOMATIC 



32 



RESULTS 



OF 



AS 



EUROPEAN 



AXIS 



CRYPTANALYSIS 



LEARNED FROM TICOM SOURCES 



(WITH ANNOTATIONS 



FROM ARMY SECURITY AGEf^CY SOURCES IN PARENTHESES) 



DESCRIPTION 



OF 



SYSTEM 



KIM: 



OUNTRY 
ORIGIN 




SUBSTITUTION CIPHER SYSTEM USING 2 FIGURES FOR 
EACH LETTER OR NUMBER. MOST FREQUENT LETTERS ■ 
USED VARIABLES. 



SUBSTITUTION CIPHER: SYSTEM USII^G TM) OR 
FIGURES FOR EACH LETTER i TWQ DIFFERENT 
TUTION TABLES USED. ' 



THREE 
SU6STI 



SUBSTITUTION CIPHER SYSTEM USING 2 
PER LETTER. WEEKLY OR MONTHLY KEY 
TRANSMITTED IN 5, 5, -OR' 6^ FIGURES. 



OR 3 FIGURES 
CHANGE. 



MONOALPHABETIC SUBSTITUTION CIPHER. NORMAL 
ALPHABET SLID AGAINST ITSELF WITH DAILY CHANGING 
STARTING POINT. THE LETTERS G, X, AND W WERE ONLY 
USED TO SEPARATE WORDS. 



^-PART CODE. 



MILITARY, AIR, 
AND NAVAL 
ATTACHES 



33 



POLICE 



3^ 



TOCTtX 



35 



9 



"NUMBER CODE". USED ONLY BY THE TURKISH PRESI 
DENT ON THE STATE -YACHT "SAVARONA" ON HIS TRIP 
TO IZMIR. 



SMALL SUPPLEMENTARY CODE IN FRENCH 
MATELY 1,000 GROUPS. 



APPROXI- 



?-PARf CODE FOR USE ON BERLIN- ANKARA LINK. 



?-PART CODE. OF 26 1 PAGES 



i#-FIGUR£ 2-PART CODE, UNENCI PHERED 



bIMPLL IRANSPObinON LIPHLH USING ^^'lt\\LH 

ALPHABET! DAILY -CHANGING KEY. J, W, AND X ARE 
NULLS, 



'METEOROLOGICAL CODE. 



? 



OF System 



AXIS 



-7 



\ 



**FRENCH 
CODE 



( FRENCH 
SUPPLE- 
MENT TO 
TUK)? 



DATES 
OF 
USE 



WHEN 

ATTACKED 
AND^eV WHOM 



PERHAPS CUi 
RENT 



OKH 



191*2- 19U3- 
PE;RHAPS CUR- 
RENT 



19112^ OKH 



'?-i9itu 191*3-? 



191* 1-191*3-'? 



? - ? 



191*1 SIM 



191*1 SIM 
191*1. OKH 



191*3 ONLY 



191*3 OKW 



^ OKH 



"VERY OLD 



7-5 



7 - ? 



'7-191*3-'? 



191*0, 19^1 
SIM 



7 SIM 



? SIS 



191*3 SIM 



7 - 19 1* 1 - ? 



7-7 



1 91*1 .S I M 



191*2 OKL 



RESULTS 



READ 



PROBABLY READ 



READ 



READ 



SOLVED CRYPT- 
ANALYTIC ALLY. 

LATER COMPRO- 
MISED. 



BROKEN 



NOT READ 



READ. COMPRO- 
MISED. 



READABLE 
SINCE JUNE 

191*3 



DECIPHERED 



TICOM 
REFERENCE 



STATUS 



IF 126 PP 12, 
'3 



IF 126 P 13 



(unknown) 



(UNKNOWN) 



IF 1523 P 6 



IF 1523 P 6 

IF 126 P 12 



I 132 P 2 



IF 126 P 12 



IF 1523 P 3 



0 71 



IF 1506 



IF 118c P 1* 

IF ii8f 

IF 118f P 2 



I F liSc r 3 

IF noF 

IF ii8g 



IF 118b P 17 



(UNKNOWN) 



(UNKNOWN) 



(UNIDENTIFIED] 



(UNKNOWN) 



/ 



(COMPROMISED COPY RECEIVED 
FROM BRITISH WITH TUK) 



(UNIDENTIFIED) 



(UNIDENTIFIED) 



(UNIDENTIFIED) 



(UN I DCNTir i CC) 



(UNIDENTIFIED) 



CHART NO. 1-^ 



J* 



/ 



RESULTS 



OF 



EUROPEAN 



AXIS 



CRYPTANALYSIS 



AS 



(WITH ANNOTATIONS 



LEARNED FROM TICOM SOURCES 

FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) 



COUNTRY 
OF 

ORIGIN 



UNI TED 
K I NGOOM 



UNITED 
KINGDOM 



UNITED 
K I NGDOM 



UN I TED 
K I NGDOm 



UNI TED 
K I NGDOM 





UNITED 
K I NGDOM 



UN'I TED 
KINGDOM 



UN I TED 
KINGDOM 



UNI TED 
K I NGDOM 



SERVICE 



DESCRIPTION 



OF 



SYSTEM 



NAME OF SYSTEM 



BOUNTRf .y.j. 
F origin' axis 



3 



5 



6 



DIPLOMATIC 



DIPLOMATIC 



DIPLOMATIC 



DIPLOMATIC 



DIPLOMATIC 
FOREIGN OFFICE 



US. A 



DATES 
OF 

USE 



WHEN 

ATTACKED 
AND BY WHOM 



CIPHER MACHINE OF SWEDISH ORIGIN, PERHAPS HAGELIN, 
USED FOR MESSAGES FROM ITALIAN THEATER, 



5-LETTER 1-PART CODE WITH 3U,000 GROUPS 



5-LETTER 1-PART, CODE WITH ABOUT 34,000 GROUPS 



5-LETTER 7-PART CODE, UNENCIPHERED 



U-LETTER 2-PART CODE WITH l6, 2^4 GROUPS. 



7 



8 



9 



DIPLOMATIC 



U-LETTER 2-PART CODE USED IN NEAR, MIDDLE, AND 
FAR EAST. 



DIPLOMATIC 



U-LETTER 2-PART CODE WITH l6,000 GROUPS. 



DIPLOMATIC 



GOVERN- I B 22 
MENT TELE-- 
GRAPH 
CODE 



GOVERN- 
MENT TELE- 
GRAPH 

CODE, 
AFRICA 



B 23 



R CODE 

1935 



R CODE 



B 25j 



B 30 



B 31 



U-LETTER ?-PART CODE, UNENCIPHERED. 



DIPLOMATIC 



2-PART CODE USED MAINLY FOR TRAINING IN AND 
19U3, ENCIPHERED BY ADbiTIVE. /INDICATOR WAS 
SECOND 



GROUP. 



?-i9liU-? 



79UU OKW 



RESULTS 



t-l939-l9U2-7 1939 PERS 2 s 



?-i9Ui-i9U2-'? 



19U1 PERS 1 S 



OKW POSSESSED 
MACHINE; READ 
ALL TRAFFIC 
FROM ITALIAN 

THEATER. 



TICOM 
REFERENCE 



STATUS 



OF 
AT 




I 76 p 12 



READ SINCE 
1939. SUMMER 
]9W, CAPTURED! 
ORIGINAL GIVEH U, P 
TO PERS I S. . 



D 16, 
D l6. 



READ ALMOST 
WITHOUT GAP 



REPORT 
1 

REPORT 

\ 



*? PERS Z S 



I935-19U2--? 



PRIOR TO 19U0 
PERS Z S 



#1 



?-l9Ul-19U2-? 19U1 PERS Z S 



19U2 - ^ 



19^2 PERS Z S 



^.19U0.? 



^ PERS Z S 



19^2-19^3 



19U2 OW 



BOOK ONLY 
PARTLY BUILT 



READ ALMOST 

COMPLETELY. 
CAPTURED AT 
BERGEN, I9U0 



AT END or 
?9U2 ABOUT 
1,000 GROUPS 

WERE recove;ped 



D 16, 
2, P 

0, 16, 

U, P 



REPORT 
I 

REPORT 

2 



I 22 P 12 



D 161 

2, P 
D 16, 

U, P 
I 172 

D 16, 

D 16, 
U,.P 



REPORT 
1 

REPORT 
1 

P 3 



REPORT 
? 

REPORT 
1 



AT END OF 
I9U2 2,500 
GROUPS RE- 
COVERED. FIRST 
TELEGRAMS 
READ IN. OCTO- 
BER 19^2. 



D 16 REPORT 
U, P 1 



BOOK CAPTURED 
IN NORWAY; 
ALREADY READ 
BEFORE THIS. 



SMALL PART OF 
mhtrXK. READ- 
BEFORE I9U3. 



I 22 PP 11-12 



I 76 P lU 



1 



\ 



CHART NO. v-i 










l1 



7* 



I 



RESULTS 



OF 



EUROPEAN 



AS 



AXIS 



CRYPTANALYSIS 



(WITH ANNOTATIONS 



LEARNED FROM TICOM SOURCES 

FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) 



COUNTRY 
OF 

ORIGIN 



UNITED 
K I NGDOM 



UNITED 
K I NGDOM 



UN I TED 
K I NGDOM 



UN I TED 
K I NGDOM 



UNITED 
K I NGDOM 



UNITED 
K I NGDOM 



UN I TED 
K I NGDOM 



UNITED 
K I NGDOM 



UN I TED 
K I NGDOM 



SERVICE 



10 DIPLOMATIC 



1 1 



12 



13 



1^ 



^5 



16 



DIPLOMATIC 



DIPLOMATIC 



ARMY 



ARMY 



ARMY -CORPS 
DIVISION 



ARMY 



ARMY, AIR 
FORCE 



l3 



DESCRIPTION 



OF 



SYSTEM 



NAME 



YSTEM 



COUNTRY 
OF ORIGIN 



7-FlGURE ?-PART CODE. 



ADDITIVE ENCIPHERMENT SYSTEM WITH KEYS CHANGING 
EVERY TWO OR THREE MONTHS. TRAFFIC PREFIXED 
"PRODROME". TOTAL LENGTH ESTIMATED BY PERS 2 S 
AT 10,000 l*-FIGURE GROUPS. 



DOUBLE TRANSPOSITION WITH SAME KEY-LENGTH FOR 
BOTH RECTANGLES. 



1»-LETTER OR 5-LETTER ?-PART CODE ENCIPHERED WITH 
ADDITIVE- 



3-LETTER ?-PART CODE. SECOND LETTER OF GROUP 
WAS ALWAYS A VOWEL (INCLUDING Y). 



1*-FIGURE 2-PART CODE ENCIPHERED W'TH ADDITIVE 
WHICH WAS A TABLE WITH STARTING POINTS INDICATED 
BY 5-LETTER GROUPS. ADDITIVE CHANGED ABOUT EVERY 
TWO WEEKS. FROM SPRING I9l*3 ENCIPHERED WITH ONE- 
TIME PADS. 



POLYALPHABETIC SUBSTITUTION SYSTEM EMPLOYING 
BOOK OF RANDOM ALPHABETS AND NOTCHED CARD FOR 
SELECTING CIPHER TEXT. 



INTERDE- 
PARTMEN- 
TAL CODE 



IRE 
CODE 



TIGER 
CODE 



AXIS 



WAR OF- 
FICE CODE 



LINEX 



2-LETTLR CODE WITH ^01* VALUES ARRANGED IN REC- 
TANGLE. 

ON SL IDING STRIPS. 



CODE GROUPS FORMED FROM COORDINATES 



SLIDEX 



woe 



LINEX 



BRITISH 

SIDE- 

SQUARE, 



AIR FORCE COM- 
MAND NETWORKS 



CIPHER MACHINE: TRAFFIC SENT IN 5-LETTER GROUPS 




A NUMBER 



I- 



us A 



WHEN 

ATTACKED 
AND BY WHOM 



SLIDEX 



?- 191*1-? 



191*1 PERS Z S 
191*1 OKW 
191*1 OKL 



?-l9l*0-19l*I-? 



191*0 PERS Z S 
? OKW 



^ - 9 



?-i9in-i9i*2-? 



■? OKW 



191*1 OKH 



O _ 9 



OKW 



191*0-191*3 



1 191*0 OKH 
? SIM 



191*5 - ? 



7- 191*3-? 



191*5 OKH 



-a 

9 



OKH 
OKL 



? - ? 



? OKL 



i 



RESULTS 



BOOK 10056 COM 
PROMISED 191*1 
ADDITIVE PART 
LY BROKEN BY 
OKW, OKL. 
WORK STOPPED 

191*2. 



PERS Z S RE- 
COVERED 2356 
OF ADDITIVE; 
DID NOT AT- 
TACK BOOK. 
OKW DID NOT 
READ. 



TICOM 
REFERENCE 



STATUS 



D 16, REPORT 
2, P 1 



SOME READ 



BOOK PARTLY 
BUILT 



SOLVED IN SIX 
MONTHS. 



RECONSTRUCTED 
AND READ UN- 
TIL CODE COM- 
PROMISED IN« 
AFRICA, JULY 

191*2. C0MPR04 
MISED ALSO IN 
NORWAY, APRIL 
191*0, AND 
NEAR DUNKIRK 
JUNE 191*0.-01 
READ E?Y SIM. 



I 22 PP 17 

I 31 P 6 



-i3 



I 31 p 6 



IF 126 P 13 



I 76 p 13 



3 



I 1 13 p 1* 
IF 107 P 7 

IF 1517 
IF 1519 



NOT READ 



OKH READ CUR- 
RENTLY; OKL 

RfAn r[igPFNT- 



LY. 



NOT BROKEN 



IF ll*l* PP 6-3 



I 76 P l* 

I 109 P 33 

IF 1?^ PP 13- 



ll* 

IF ll*l* PP ^-3 



P t 



I 109 P 35 



OF 
AT 



THE SYSTEM 
ASA 




3 



EMARKS 



"jfc- - . — =- 



m 1 



DOCID 




3560861 




COUNTRY 
OF 
ORIGIN 



SERVICE 



KINGDOM 



UNI TED 



Ki NCDQM 



UMITEO 
K I NGDC*^ 



UNI TED 
KTMCDOf 



UN f TED 



UNI TCD 
K |W30O< 



UNI TED 
KrNGO>< 



f9 



A/R FORCE 



2& 



21 



AIR FORCE 



AfR Ftwce 



i2 



^3 



^1* 



^5 



i6 



AIR roPCE 



AIR FORCE 



AIR FORCE 



ARMV, NAW 
AIR FOffCE 



ARMY, NAVY 



RESULTS OF EUROPEAN AXIS CRYPTANALYSIS 

AS LEARNED FROM TICOM SOURCES 



tWITH ANNOTATIONS 



DESCRIPTION OF SYSTEM 



FROM ARMY SECURIT Y AGENCY SOURCES 
LNAME^ OF SYSTEM 



IN PARENTHESES) 



COUNTRY 
OF ORIGIN 



AXIS 



USA. 



CtPHEP OEVlC£ 



3-LETTER ?-PART CODE 



^-LETTEft T-PART CODE WITH OatLY CKANOE Of KEY. 



h^ncuftE f-PART CODE. riR?T TVO CROUPS REPEATED 
AT END. LfSED IN RAF CROWD -GRDt/NO TPAFFIC 



AIRCRAFT 

REPORTING 

COOC 



BO^^Efl 
C00£ 



l|-FfGURE 7-PART CODE, ENCfPHEREO WITH ADDITIVE. 



TRANSPOSITION CJPHIR WITH KCY LENGTH OF 10^ USED 
By lORPEOO SOMSEPS ON EXERCISES IN NORTH CHANfJCL 



*< -FIGURE T-PA&T COOE USED TOfJ TRAfriC GET^EN 
eRAVCMCS OF THE ARMED r09CCS, 



CIPHER MACHINE WITH 5 VHttlS"2 OUTSIDE WHEELS 
FIXED. 



l^fTERSEP 
VICE CI- 
PHER 



TyPEA 



'32 COL- 
ij^N CAE- 
SAR COO- 
ING MA- 
CHtNt* 



SPESS^RT 



STRAL 



TYPEX 



! 



DATES 
OF 

USE 



WHEN 

ATTACKED 
AND SY WHOM 



RESULTS 



TICOM ^STATUS OF THE 



REFERENCE 



AT ASA 



PRIOft 10 l^lj^ 
OKH 



T - 7 



» 7 
7 



OKL 



?- 19112-? 



7- 15110-19^3-? 



l9iJ3 OkL 



19I10 OKL 



:?- 191*2-? 



T9l<lt 



? - ? 



19^12 OKL 



191*3 OK^ 



iQh^J OKL 

7 OKH 
19^10 OKW 

BEFORE 19^9 
Oj^M 



OKH HAO CAP- 
TURED DEVICE 
TRAFFIC READ 
UNTIL IOI12. 



OKL BROKE REG 
ULARLY TO AN 

CXPLOl TABLE 
EXTENT, OKM- 

REA^ WITH 
MANY GAPS. 



ir 126 P t3 



er^OKEN WlTii 
AID OF C*P- 
rUHED KtrS. 



I 1)2 P 3 
I ]hl P 17 



I 100 p ^3 
J 1 )2 P 



BCfCKEN IN VED- 
I TERRANCAN 

AREA SPRING 

iQltl 8UT MOT 
ON "wtSTERN 
FRONT » BOOK 
RECWSTRUCTCO, 
READ ^1 JH LAG 
OF 2-h WCEXS. 
BECAME UNREAD- 
ABLE MOV 191*2, 



I 109 P 35 

I 15? PP l^ 

n 



NOT READ AF- 
TER 191*3 



RC*D CUR- 
RENTLY 



NOT BROKEN 



I 13 P 6 



0 6 

D 15 P 1(S 
0 ll f. P 5 



0 o 

1 fltb P 3 



NOT BROKEN. 
MACHINES Wl TH" 
OUT WtELS 
CAPTURED AT 
BREST, OWi- 
KJfiK, AfO/OS 
NORTH AFRICA, 

igJiD. KEYS 
WIRE SOME- 

n^'^S CAP- 
TURED, 



D IS P 1» 
0 k&: 0 i5 
i P 3 



93 PP itf, t6 
1 1 = p ^ 

tn p It 

11*2 P 2 
li|l* PP i,k 

161 p ^ 
PP p 6 
ir iiJ2 p 3 



1 









1 



I 

/ 



RESULTS 



AS 



OF 



EUROPEAN 



AXIS 



CRYPTANALYSIS 



(WITH ANNOTATIONS 



LEARNED FROM TICOM SOURCES 

FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) 



COUNTRY 
OF 
ORIGIN 



SERVICE 



DESCRIPTION 



OF 



SYSTEM 



NAME OF SYSTEM 



COUNTW 
OF ORIGIN 



AXIS 



U S. A. 



DATES 

OF 

USE 



WHEN 
ATTACKED 
AND BY WHOM 



R ES U LTS 



TICOM 
REFERENCE 



STATUS OF 

AT 




EMARKS 



UNITED 
K I NGOOM 



UNITED 
K I NGOOM 



UNITED 
K I NGDOM 



UNITED 
K I N'GDOM 



UNI TED 
K I N'GOOM 



UN I TED 
KINGDOM 



UNITED 
KINUUUM 



UNI TED 
K I NGDOM 



27 NAVY 



28 NAVY 



29 NAVY 



30 NAVY 



31 



NAVY 



32 



NAVY 



33 



NAVY 



31. 



NAVY 



ADDITIVE SUPERENCIPHERING SYSTEM, EMPLOYING 
GRILLE. 10,000 POSSIBLE DAILY STARTING POSITIONS 
USED TO SUPERENCIPHER VARIOUS NAVAL CODES. 



STENCIL 
SUB TRAC- 
TOR FRAME 



CIPHER MACHIN 



COMBINED 
C I PHER 
MACHINE 



CIPHER 



NYKO 



SUBSTITUTION CIPHER USING 37-PLACE ALPHABET: 26 
LETTERS, FIGURES 0-9, AND DASH. THERE ARE 32 
COLUMNS. 



SYKO 



it-LETTER ?-PART CODE WITH 32,000 GROUPS; TWO 
VALUES TO EACH GROUP. 



I 



i*-LETTER ?-PART CODE WITH BOOK CHANGING THE I5TH 
OF EACH MONTH. 



FLEET 
CODE 



U-LETTER ?-PART CODE, ENCIPHERED. 



ANGLO- 
FRENCH 



3-LETTER ?-PART CODE, USED BY CONVOYS OFF BRITISH 
EAST COAST AND IN IRISH SEA. 



CODE 



ECCO 



"S.S. 
FRAME" 



ULM 



TAUNUS 



rhOn 



HAMBURG 



HARZ 



191*2 - ? 



1943 OKM 



' i9l*U- 791*5 



191*1* OKM 



1 



?- 191*2-? 



191*2 OKM 



?-i939-? 



I 1939 OKM 
1943? OKL 
? SIM 



1927-1939 



?- 191*1*- 191*5-'? 



? OKM 



191*1* OKM 
? SIS 



7-191*1*-? 



' 191*1* OKM 
7 SIS 



7 - 191*3 



OKM 



OKM READ FOR D 

ONE MONTH; D 

THEN CODE BOOK 0 

CHANGED, AND I 

OKM DEVELOPED i 

THEORETICAL I 
SOLUTION ONLY. 



NOT BROKEN; 

WORK STOPPED 
ON 31 JAN 191*5 



NO SUCCESS 
REPORTED; 
WORKED ON UN- 
TIL BEGINNING 
OF 191*1*. 



OKM BROKE 
EASILY. OKL 
READ ALMOST 
CURRENTLY. 
SIM READ. 



READ CUR- 
RENTLY 



READ FROM I5 
NOV 191*1* TO 
MAY I9I15. 

READ BY SIS? 



NOT BROKEN BY 
OKM. ? SIS. 



15 PP 10 

25.! D 37 

12 P 5 

'6 P 111 

P 2lt 



-11 



I 'I?l| P 2 



D 
D 
D 
D 
D 



6 

15 p 6 

18 P 7 

1*1 p 5 

1*3 p 2 



p U 



D 
D 
D 
I 



6 

15 P 9 
18 P 9 
11*7 P 17 



D 6: D 15 
D ifi 

1091 I i**? 
F n8 

F 1506 

F 1517 
F 152 
F 151 



I ll*7 P 3 



D 6; D 1*1* 
D 15 P 2 P 8 

0 \t P b 

1 12 P 5 
I 83 P 2 

I 93 p 11 p 

I 95 P 6 
I ni* PP 2-3 

IF 1506 



D 15 PP U-5 

IF 1506 



D 6 

D 1*1 P 5 



1 ™' 



CHARY NO 



( 



I 



RESULTS 



OF 



EUROPEAN 



AXIS 



CRYPTANALYSIS 



AS 



(WITH ANNOTATIONS 



LEARNED FROM TICOM SOURCES 

FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) 



COUNTRY 
OF 
ORIGIN 




UNI TED 
K I NGOOM 



UNI TED 
K I NGDOM 



UNITED 
K I NGDOM 



UNITED 
K I NGDOM 



UN I TED 
K I NCPC'I 



UNI TED 
K I NGDOM 



oN I TED 
K I NGDOM 



35 



SERVICE 



NAVY 



36 



NAVY 



37 



NAVY 



33 



39 



1*0 



NAVY 



NAVY 



NAVY 



NAv'V 



DESCRIPTION 



OF 



SYSTEM 



NAME OF SYSTEM 



COUNTR/ 
OF ORIGIN 



3-LETTtR 7-PART CODE, UNEINC I PHERED . 4-LETTER, 
PRONOUNCEABLE INDICATORS:. ADCO, AGOG, ALBA, AMIDj 
AGUA. USED FOR INTER-ALLIEO TRAFflC IN LANDING 
OPERATIONS IN FRANCE. 



3-LETTER ?-PART CODE, UNENC I P.HEREO. i*-LETTER, 
PRONOUNCEABLE INDICATORS: BABY, BANK, BEEF, 
BIKE, BOLD. USED FOR INTER-ALLIED TRAFFIC IN 
LANDING OPERATIONS IN MEDITERRANEAN. 



CCWSI 
ASSAULT 

CODE 



COMBINED 

ASSAULT 

CODE 



AXIS 



ALTONA 
ti « II 



ALTONA 
"B " 



?-f-ARl CODE. 



UNTIL 30 SEPT I9i|i|, ^-LETTE=? ?-PART CODE CHANGING 
DAILY. FROM 1 OCT I9l*l4, 3-FIGURE ?-PART CODE, 
CHANGING DAILY'. 



5-FIGURE CODE UNTIL 20 AUG U-FIGURC CODE 

AFTER Zi AUG USED UNCNCIPHEREO UNTIL 

SPANISH WAR, THEN ENCIPHERED WITH ADDITIVE. 



il-FIGURE ?-PART tODE. FROM 1 DEC 19^3 CNCI PHE=?ED 
WITH STENCIL SUBTRACTOR. 



ODAW OR 
^AM 



COFOX 



US. A 



DATES 
OF 

USE 



WHEN 

ATTACKED 
AND BY WHOM 



HUNSr!)CK; 

sOntel 



ADMINIS 
TRATIVE 
CODE 



NAVAL 
CODE NO 



^-MGUKL ?-HAh<l LUDt lNl M-'Ht RL'J Wl iH BOOK ADDl- 
TIVl. used by BOTH THE UNITED KINGDOM AND THE 
■J>jrrED STATES. 



mOnchen 

BRAUN-- 
FOR PA- 
TROL VES- 
SELS,ETC.i 

mOnchen 

BLAU--Pe=^- 
SONNE L 

AND GEN- 
ERAL. 



191*1* ONLY 



191*1* 6km 



I9l|l» ONLY 



191*1* OKM 



■9 . 9 



OKM 



?-19l|i|-? 



191*0 OKM 



193^ 



_ o 



1931* OKM 



1937- 19**5? 



1933 OKM 



NAVAL 

C I PriER 
NO. 3 



FRANKFURT 



-;-FIGU.^L ?-FART CODE ENCIPHERED BY BOOK ADD) 
T/ VE. 



• NAVAL 

C I pher 

NO. 1* 



kOln 



COMB I NEO 
CIPHER 
NO. 3 



I9itl-I9it3 



PRIOR TO 19^3 
- 19^5 



19^1) OKM; 
PRIOR TO 
191*3 SIS 



193° OKM 



RESULTS 



ALBA, AMID, 
AGUA READ EX- 
TENSIVELY. 
AGOG COMPRO- 
MISED DURING 
INVASION OF 

FRANCE. 



BIKE, BOLO 
PARTLY BROKEN 



BROKEN, PARTLY 
THROUGH CAP- 
TURED MATER- 
I ALS. 

READ CONTINU- 
OUSLY. 



READ AFTER 6 
MONTHS OF 
WORK. ADDI- 
TIVE BROKEN 
DURING SPAN- 
ISH WAR. BOOK 
CAPTURED AT 
BERGEN. BU> 
ALREADY RE- 
COVERED. 



BROKEN IN 
1938. IN 
191*1 COMPRO- 
MISED BOOK AT 
T03RUK. READ 
IN iql;a, BUT 

NOT AFTER 
INTRODUCTION 

OF STENCIL 
SUBTRACTOR IN 

19^3- 



READ UNTIL 
JUNE 191*3 



I93S. BROKEN, 
19I10, READ. 
FROM 191*3 ON. 

NOT READ. 



TICOM 
REFERENCE 



0 6 

D 1 
D 1 

1 la 
I 93 



p 2 P 
p 8 
p 6 
P 6 



9 



STATUS 



OF 
AT 



THE SYSTEM 
ASA 




D 6 

D 1 

D 1 

D 1*1* 

I 12 

» 93 



P 2 P 

p 3 
p 
p 

p 6 



9 



I ll*0 P 2 



D 6 

D 1 
D 1 
I 12 

I 95 



PP 6 

p 8 

p 
p 



-7 



1 12 p ^ 
I ii*7 P 3 

P 10 

T 1*70 



D 6; D 1*0 
D 25; D 1*1 

0 10 PP -3-6 

1 12 P 2 P 3 

I 93 Pf' 6, 

ai., 22, 25 
I 95 P 5 ^ 

I 147 P 10 
IF 118f F 1 



D 6; D 1*1 

I 12 PP i*-5 

IF 1 i8f F 1 



D 6; D 1*0 
D 1*1 

D iS PP 5-6 

I 12 P 2 P 5 

I 9^ P 2o 

I 9^ P 5 

1 ii*7 P 1* 
PP 15-1-j 



EMARKS 



CHART NO. 1-2 



1 



1 



RESULTS 



OF 



EUROPEAN 



AXIS 



CRYPTANALYSIS 



AS 



(WITH ANNOTATIONS 



LEARNED FROM TICOM SOURCES 

FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) 



COUNTRY 
OF 
ORIGIN 



UNI TED 
K I K'GDOM 



UNI "LD 
K i hGDC*'. 



UN I T L'tl 
K I Nf.DOM 



UN I TED 
K I NGDOM 



UNI TED 
K I NGDOM 



UNI TLD 
K 1 N GOOM 



UNI TED 
KINGDOM 



UN I TED 
K I NGDOM 



SERVICE 



^3 



NAVY 



U6 



US 



k9 



K'AVY 



NAVY 



NAVY 



NAVY 



NAVY 



5^ 



NAVY 



DESCRIPTION 



OF 



SYSTEM 



NAME OF SYSTEM 



COUNTRY 
OF ORIGIN 




LONSULAR ANU 
NAVAL 



4-figure: ?-part code: until flb \9Uh, then tv^o 

^-LETTER CODLS. A AND B- ONt WAS USE.D ^■0R IN- 
DIVIDUAL DIRECTlON-r INDING BCARINGS, CHANGED 
SEMI-MONTHLY. THE OThER WAS USED FOR CONSOLI- 
DATED DlPECTICfN-FIN'DING REPORTS, CHANGED MONTHLY 



1-FART CODE UNTIL 1 JULY ^SkU; H-PART CODE THERE 
AFTER. 



1- PAPT CODE. CHANGING DAILY/ UNTIL 1 APRIL l^kk: 

2- PART THEREAFTER. CHANGING DAILY. 



I-PART CODE UNTIL APRIL )9hk , 2-PART THEREAFTER 
VOCABULARY IDENTICAL WITH COFOX. 



AXIS 



FOXO 



L0)(0 



MEDOX 



?-PART CODE 



ONE-TI^'E PAD ENCIFHERMENT SYSTEM 



ADDI TIVE 
LINES OF 
FOR TEXT 



SYSTEM: CONTAINED PAGES OF 30 

ADDITIVE. HALF WAS FOR ADDRESSES, HALF 
VALID FOR ABOUT 10 DAYS. 



-LLI ILK 



R T CODE U 




.ol S IN NAVAL 

HOPE CODE, ALSO .USED FOR CONSULAR SERVICE. HAD 
A NAVAL SUPPLEMENT. 



KOLBERG 
A AND B 



HUNSROCK; 

sOntel 



HUNSRCJCK; 
SfJNTEL 



HUNSROCK; 
SOnTEL 



IRAXO 



ONE-TIVE 
PADS 



hunsrOck; 

SOnTEL 



ONE-TIM 
PADS 



LONG SUB- 
TRACTCR 



1 



GOVERN 

MENT TElf^ 
GRAPH 

CODE 



ALPEN 



U S. A. 



DATES 
OF 

USE 



WHEN 

ATTACKED 
AND BY WHOM 



I9ljl| OKM 



?-l9l|l4-? 



? - ]9kk 



? - i9^ i g - i9^ i ' i- ? 



OKM 



^^kk OKM 



]i^kk OKM 



I9i*i| OKM 
? OKW 



? OKM 



19* 1 0 OKM 



RESULTS 



READ 



READ UNTIL 
1 JULY 19*4** 
AND FROM rJCV 
I9**i| TO END 
OF YEAR. 



READ 



READ UNTIL 
AUTUMN 19*^^1, 
WHEN WORK 

STOPPED. BOOK 
FOR MARCH- 
APRIL -iSkk 

COMPROMISED. 
APRIL ]9l|l|. 
READ AGAIN 

19115- 



BROKEN CON- 
TINUOUSLY,' 
READ UNTIL 
SUPERSEDED. 



NOT READ. 
PADS CAPTURED 
IN AEGEAN IN 
MARCH iSkk, 



READ CUR- 



TICOM 
REFERENCE 



STATUS OF 

AT 



THE SYSTEM 
ASA 




RENTLY IN 

191*0. BASIC 
BOOK COMPRO- 
MISED lSi|0. 
NAVAL SUPPLE- 
MENT COMPRO- 
MISED BERGEN 

CONSULATE 
191*0. 



C 6 

D iS P 9 



D 
D 
D 
I 
I 



6; D hk 
15 P 2 P 
18 P 9 
12 P 5 
ll*0 P 2 



D 
D 
D 
I 
I 



6; D kk 

iS PP $■ 
12 P 5 
11*0 P 2 



8 

9 



D 6 

D 1 

D 1 

D 1*1* 

I 12 

I 55 



p 
p 

P 2 

P 5 
P 7 



D 6; 
D 15 

I 95 



D 1*1* 
P 2 P 8 

p 6 ■ 



D 15 P 1* 

I ^1 P 6 
I 9^ p 6 



D 1*0 PP 12 

. 13 



D 15 P 10 

D iS P 9 
1^3 PP 17 

I ii*7 P 3 



EMARKS 




CHART NO. \-2 



w 

/ 



f 



J 



i 



} 



RESULTS 



OF 



EUROPEAN 



AXIS 



GRYPTANALYSIS 



AS 



(WITH ANNOTATIONS 



LEARNED FROM TICOM SOURCES 

FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) 



COUNTRY 
OF 
ORIGIN 



UNITED 
K I NGDOM 



UNITED 
Kl 



UNITED 
K I NGDOM 



UNI TED 
K I NGDOM 



UN I TED 
K I NGDOM 



UNITED 
K I NGDOM 



UNITED 
K I NGDOM 



UNITED 
KINGDOM 



UNITED . 
KINGDOM 



5J 



5^ 



53 



SERVICE 



CONSULAR AND 
NAVAL 



NAVAL ATTACHE 



MERCHANT NAVY 



5»* 



55 



56 



57 



MERCHA/JT NAVY 



DESCRIPTION 



OF 



SYSTEM 



NAME OF SYSTEM 



COUNTRY 
OF ORIGIN 



1*-FIGURE ?-FART CODE USED IN TRAFFIC BETVjEEN 
SHORE STATIC-NS INCLUDING CONSULATES. 



U-FIGURE ?-PART CODE ENCIPHERED WITH ADDITIVE 
DISCRI^'INANTS VCVCV OR CVCVC. 



AXIS 



NAVAL 
SHORE 
CODE 



STEITIN 



INTERDE- BREMEN 
PARTMENTAL 

CIPHER 



US A. 



S-FIGURE 5-LETTER CODE, ENCIPHERED BY SUBSTITUTION 
6r UNENCIFHERED. later ENCIPHERED WITK ONE-TIME 
PADS. 



i*-LETTEP OP S-LETTER 2-PART CODh! , UNENCIFHERED 
OR ENCIPHERED BY SUBSTITUTION. 



MERCHANT NAVY "4-LETTER ll-FIGURE ?-PART CODE. ENCIPHERED WITH 

TABLES AND PADS. 



AIR FORCE 



DIPLOMATIC 



55 



59 



DIPLOMATIC 



DIPLOMATIC 



3-FIGURE ?-PART CODE, ABOUT ] ,000 GROUPS. ENCI- 
PHERED WITH'*SYK0 MACHINE. 



?-PART CODE. INDICATOR ABABY OR ABABI. 



?-PART CODE 



BENTLEY JATRA 
CODE I 



MERCHANT 
NAVY CODE 



MERCHANT 
SHIPS 
CODE; MERi 
SIGS 



AIR FORCE 
CODE 



MERCHANT 
NAVY CODE 



GALL I EN 



"AIR FORCE 
CODE 



9 



DETAILS or SYSTEM UNKNOWN. 



ENGLISH 
DIP CODE 

w. 1938 



1 



DATES 
OF 

USE 



WHEN 

ATTACKED 
AND BY WHOM 



]Sk0 - ? 



J 



I9l|2?-CUPRENT 



? - 7 



I9l4i+ OKM 



19^5 
}9^0 

101*0 

191*0 



OKM 
OKL 
FA 
OKW 



191*1* OKM 
19I1I* OKL 



■ I9l|0 OKM 
: 191*0 OKL 



191*2 OKM 
? SIS 



? SIS 
? OKL 



191*0 SIM 



RESULTS 



TICOM 
REFERENCE 



STATUS 



OF 
AT 



THE SYSTEM 
ASA 



REMARKS 



BOUT 200 RE- 
ATIVE CODE- 
R0UF5 OBTAINED 
NO ABSOLUTE 
IVALUES. 



OKM HAD \0T = 
COVERED BASIC 
BOOK; COMPRO- 
MISED 191*0 IN 
NORWAY . 



OKM READ. OKL 
READ EASILY. 



D 
D 

D 
I 



c 



15 
i*i 

93 



P 10 
PP 5 
P 12 



D 6 

I 12 P 5 

I 22 P 12 

I 3 1 P 1 1 

I 1 1 1 P 

I 1 19 P 

I ll*7 PP 10 

11, 12 

I 15^^ P 9 

I 172 P 2 P 

IF 1 i8a P 9 



1* 



OKM CAPTURED 
SEVERAL COPIES 
IN NORWAY, 

READ TRAFFIC 
SOON THEREAT- 

TER. OKL READ 
FROM EARLY IN 
WAR. 



D 6 

D IS P Q 
D l5 P 9 

I 93 p 12 P 

17 

I 1 19 P 5 
I 152 PP 9-10 



I 93 P 25 
I 121 P n 
I ii*7 p 10 
0 63 



BOOK CAPTURED. 
OKM READ CUR- 
RENTLY 1 JAN 
191*1* TO END OF 
WAR. SIS READ. 
2 TABLES RE- 
CONSTRUCTED. 



SIS READ; OKL 
READ '"LIKE 
CLEAR TEXT" 



READ 



? - ? 



? SIS 



? SIM 



READ. 100^ 
COMPROMISED. 



PARTLY RECON 
STRUCTED 



D 6; D U3 

D 15 P 5 

D 16 P 7 

D 1*1 P 5 

I 12 P 5 P 

I 95 P 5 

IF 1506^ 



7 



I 109 P 1*0 
IF 1513 P 2 
IF IISf F 2 



IF 1521* 



IF 1506 



IF 1517 



— 



D 




ID 








■ 



/ 




1 



f 



RESULTS 



OF 



EUROPEAN 



AXIS 



CRYPTANALYSIS 



AS 



(WITH ANNOTATIONS 



LEARNED FROM TICOM SOURCES 

FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) 



COUNTRY 
OF 

ORIGIN 



UN I te:d 

K I NGDOM 



UNI TED 
KINGDOM 



UN I TED 
K I NGDOM 



UN I TED 
K I NGDOM 



UN I TED 
K I NGDOM 



UN I TED 
K f NGDOM 



UN I TED 
K I NGDOM 



UN I TED 
K I NGDCM 



UNITED 
K I NGDOM 



UNI TED 
K I NGDOM 



UNI TED 
*t I NGDOM 



UNITED 
K \ NGDOM 



UN I TED 
K I NGDOM 



UNI TED 
K I NGDOM 



SERVICE 



60 



61 



6^ 



9\ 



65 



66 



67 



63 



69 



70 



71 



72 



73 



1^ 



DESCRIPTION 



OF 



SYSTEM 



NAME OF SYSTEM 



COUNTRY 
DF ORIGIN 



AXIS 



MILITARY 



M I L I TARY 



MILITARY 



MILITARY 



AIR - LAND 



RAF 



AIR FORCE 



NAVY-AIR 



NAVY 



NAVY 



NAVY 



NAVY 



NAVY 



NAVAL AIR 
CRAFT 



CIPHER..* S.-V-IE TYPL" AS SYKO. USED FOR TRAINING 
IN THE UNITED KI-S'GCCM. 



5-LETTEP ^y-PART CODE OF ABOUT 100 VALUES. 
FREARRANGlD VOCABULARY. CODE VALUES SLIDE 
AGAINST VOCABULARY DEPENDING ON MESSAGE I NO I 
CATOR. 



2-LETTER CODE MADE OF COORDINATES OF A 676 
SQUARE. DAILY CHANGING KEY. 



l^-FI6URE ?-PART CODE, ENCIPHERED 



3-LETTER ?-PART CODE USED FOR CROSS-CHANNEL 
TRAFFIC. 



CODE FOR COMMUNICATION BETVEEN PLANES AND DROME 
"ENCIPHERED BY SYKO." 



CODE 



TACTICAL CODE. 



TWO-LETTER THREE-LETTEP ABBREVIATION CODE. 



t 

! 1*-F!GURE?- 
■ ENCIPHERMENT. 



CODEX 



CODE WITH \iM^ GROUPS. KEY 



i*-FIGURE ^-PART CODE. USED NON-REPETITIVE 
CIPHER KEY. 



ENCIPHERED CODE 
ENCIPHERMENT BY 

5 DIGITS. .GOOD 



30,000 OR 100,000 GROUPS. 
VOLUME 100 PAGES WITH 30 LINES 
FOR 3 MONTHS. 



OF 



TACTICAL COOES WITH DAILY-CHANGING ENCIPHERING 
TABLES, 



CODE 



9 



? 



ANNA 



CODEX 



."X" 



A I RFORCE 
CODE CO 

75 2 



FOX 



SELF 

EVIDENCE' 



ANGLO- 
AMERICAN 



I 



NAVAL AIR 
CRAFT 
CODE NO. 

2 S.P. 

02192 2 



US. A. 



DATES 
OF 
USE 



WHEN 

ATTACKED 
AND BY WHOM 



■? - ? 



1? - ? 



-9 - ? 



-? - ? 



? - ? 



? - 7 



? - ? 



191*1-191*3 



9 - -9 



? - ? 



? SIM 



191*2 SIM 
191*1* OKH 



RESULTS 



READ 



READ ONLY IN- 
FREQUENTLY BY 
SIM. SOLVED BY 
OKH. 



SIM 



SIM 



191*1* SID 



? SIS, SIM 



READ 



READ 



READ 



( ■ 



? SIS 



READ. COMPRO 
Ml BED. 



SIS 



? SIM 



191*2 SIS AND 
GERMANS 



191*1 SIS 



READ 



READ. 
MISED 



COMPRO- 



READ 



? SIS 



SIS 



? SIS 



READ DEPTHS. 
r.OT READ AFTER 
191*2 BECAUSE 
OF INDICATOR 
CHANGE. 



READ 



READ 



READ. 
M I 3E0 



COMPRO- 



TICOM 
REFERENCE 



STATUS 



IF 1517 



IF 1528 

IF 5 P 3 

IF 107 P S 



IF 1517 



IF 1518 



IF 1527 



IF 151 
IF 152: 



IF 1506 



IF 1527 



IF 1523 



IF 1.527 



IF 1527 



IF 1506 



IF 209 



IF 1506 



OF 
AT 



THE SYSTEM 
ASA REMARKS 




CHART *^o. 1-2 



DOCID: 




RESULTS 



OF 



AS 



EUROPEAN 



AXIS 



CRYPTANALYSIS 



(WITH ANNOTATIONS 



LEARNED FROM TICOM SOURCES 

FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) 



COUNTRY 
OF 
ORIGIN 



UN I TED 
Kl 



UN I TED 
K I NGDOM 



KJ.NGJ 



UN I TED 



■ 'V I TED 
K I NGDOM 



UN I TED 
KINGDOM 



UN I TED 
KI 



SERVICE 



75 



16 



UN ! TED 77 
K I NGDOM 



UNITED 7-3 
K I NGDOM 



79 



50 



8l 



52 



33 



NAVAL INTELLI 
GENCE 



DIPLOMATIC 



DIPLOMATIC 



rOPLfGN 

orriCE 



AIR FORCE 



DESCRIPTION 



SYSTEM 



NAME 



OUNTRTI 
F ORIGIN 



SYSTEM 



AXIS 



C I PHER 



5-FIGURE 1-PART CODE. SIMILAR TO U.S. GREY 



NAVAL' IN 
TELL I - 
GENCE NO 
1 S.P. 

02307 J 
PPLOK 



US. A 



ll-UETTER 2-PART COOZ, UNENCIPHERED. 



]-PART CODE. 



SUeSTITUTJON TABLES FOP ENCIPHERING GOVERNMENT 
TELEGRAPH CODE IN EIRE TRAFFIC- 2b RANDOM 
ALPHABETS. 



t 



"INDIAN 
WORD CODE" 



^-PART CODE 



I 



R CODE 
lolii 



AIR-GROUND CODE 



METEOROLOGICAL "CIPHER FORMED OF 5-FIGURE GROUPS. 
LETTERS BEING ENCIPHERED IN THE RECOGNITION GROUP; 
TWO TYPES: WITH A VOWEL AT THE BEGINNING, AND 
WITH A CONSONANT." 



"CONFIDEN 
TIAL AIR 
CODE" 



.DETAILS OF SYSTEM UNKNOWN 



AIRCRAFT 
MOVEMENT 
'COCE 



DATES 
OF 

USE 



? - 



^ _ -9 



? - ? 



1939-19^0 



^-19142-? 



? - -? 



?- 191*2-'? 



WHEN 

ATTACKED 
AND BY WHOM 



SIS 



RESULTS 



TICOM 
REFERENCE 



STATUS 



THE SYSTEM 
ASA 



REM 



ARKS 



READ. ^00^ 
COMPROMISED. 



SIM 



READ 



SIM 



I 



FA 



I- 



191*2 PERS 
191*3 FA " 



2 S 



READ 



READ 



IF 1506 



IF 151 



IF 1515 



I 172 P 3 



PERS Z S READ 
UNTIL 191*3. 
FA READ BERL IN 
AND MADRID 
LINKS. 



I 172 PP 3'1* 



? PEPS 7 5 



? GERMANS 



BROKEN IN 6 , 
MONTHS. 0,000 ' 
GROUPS IDENTI- 
FIED. 



I 172 P 3 



COMPROMISED 



191*2 OKL 



IF IISG PP 3-1* 



! 60^ DECIPHERED 



• ^^k^ OKI 

. 191*3 515? 



READ 90% 



IF 1 i8a P 5 

F 10 



IF noA p 5 

PP 2" 10 

IF ?i3f P 2 



t 

I 



CHART NO. i-2 



DOCiD : 



( 



<* 3 




RESULTS 



EUROPEAN 



AXIS 



CRYPTANALYSIS 



(WITH ANNOTATIONS 



LEARNED FROM TICOM SOURCES 

FROM ARMY SECURITY AGENCY SOURCES 



PARENTHESES) 



COUNTRY 
OF 
ORIGIN 



UN I TED 
STATES 



UNITED 
STAT 



UN I TED 
STATES 



UN f TED 
STATES 



UNI TED 
STATES 



UNITED 
STATES 



UN I TED 
STATES 



UN ! TED 
STA 



UNWTED 
STATES 



m \ TED 
STATES 



UNI TED 
STATES 



SERVICE 



1 DIPLOMATIC 



|0IPLC*^ATIC 



DIPLOMATIC 



'DIPLOMATIC 



DIPLOMATIC 



DIPLOMATIC 



IPLOMATIC 



8 DIPLOMATIC 



9 PIFLOMATiC 



fPLOMATiC 



I 1 DIPLOMATIC 



DESCRIPTION 



SYSTEM 



NAME 



COUNTRf 
OF ORIGIN 



5-LETTER 1-PART CODE OF ABOUT 72,00;^ GROUPS OF 
CVCVC PATTERN. UNlNCIPHERED. 



5-LETTER CODE 
WASHINGTON, 



USED PY COL. HOUSE IN TRAFFIC TO 



-LETTER 1-PART CODE OF ABOUT 
NCIPHEREO, STU.L \H USE IN I 



,000 GROUPS. UN- 



5-LETTER 1-PART CODE WITH GROUP PATTERN CVCCV 
ABOUT lli,l*00 GROUPS. 



5-LETTER 2-PART CODE, ENCIPHERED 



5-LETTER 2-PART CODE, ENCIPHERED 



'5-LE 



2-PART CODE, UNENCIPHERED 



5-LETTER 2-PART CODE OF "ABOUT 125,055 GROUPS." 



5-LEfrER CODE IN 3 VOLUVES, "MESSAGES WERE EN- 
CODED IN 3 PARTS, ONE PART FROM EACH VOLUME." 

5-FfGURE I-PART CODE OF ABOUT 8,000 GROUP'S. UN-. 

FNCiPHrRrn, 



5«FI6URE 1-PART CODE OF ABOUT 72,000 GROUPS. UN- 
ENCIPHERED. USED MAINLY BY CHARGE D'AFFAIRES AT 
CONSTANTINOPLE WITH WASHINGTON, BERLIN^ VIENNA, 
ETC. 



S YSTEM 



AXIS 



B-l; 
GREEN 



e-2; COL. 

HOUSE 'S 
GREEN i 

BLUE coot 



GRAY CODE 



B-6A; 
A-1; AC I 



B-6B; 
B-I 



US. A. 



B-7; c-i 



BROWN 



7-1; 

BLUE CODE 



2-2 



DATES 
OF 
USE 



WHEN- 
ATTACKED 
AND BY WHOM 



? - ^ 



' 1916-1920 



I9i3-i9it3 



1919 ■ ^ 



1920-I9i*ii 



1920-19^2- 
19UI1? 



1920-191*2? 



? - 1935? 



? - ■? 



?-( ?9i6)-? 



? - ? 



1916 PERS Z S 



^ PERS Z S 



1919 PERS Z S 
1919 SIM 



RESULTS 



READ. ORIGIN- 
ALLY SOLVED BY 
"SUSSEX NOTE" 
WHICH PROVIDED 
ABOUT 1,000 
GROUP CRIB. 
SOME 20,000 
GROUPS RECOV- 
ERED BY 1919 



NOT READ. 



READ CURRENTLY 
AFTER J919, 
SOLVED. ON BA- 
SIS OF PLAIN 
TEXT OBTAINED 
FROM EMBASSY 
IN STOCKHOLM. 



19 19 PERS Z S 



I92l| PERS Z S 
I 19i*l OKW 



19'*0 PERS Z S 



READ BY CRYPT- 
ANALYTIC COM- 
PROMISE. 



80S^ RECON- 
STRUCTED IN 

1939- "^i^ 

COMPROMISED 
I9UK 



IM 



PRESUMABLY NOT 
READ 



1937 PERS Z S 



PERS 

OKW 

FA? 



READ 



SIM 



1916 PERS i S 



? PERS Z S 



READ CURRENTLY 
AFTER 1933. 
100Sf COMPRO- 
MISED IN 19^1 . 



READ- COM- 
PROMISED. 



READ- COM- 
PROMISED BY 
"SUSSEX NOTE" 



TICOM 
REFERENCE 



DF 



STATUS 



OF 15 



1 
) 



DF 15 



I 22; DF 



I 22; DF 15 



DF 15; I 22 

T 371; T 372 

D 1c 



DF 15 



READ- SOLVED 
BY NOTING STA- 
TISTICAL RE- 
SEMBLANCE TO 
B-l WHICH WAS 
READ. 



DF 15 



THE SYSTEM 
ASA REMARKS 



CHART NO. 1 -d. 





( 




COUNTRY 
OF 
ORIGIN 



UNITGO 
STATES 



UN I TCD 
STATES 



UNITED 
STATES 



UNI TED 
STATES 



UNI TED 
STATES 



UNI TED 
STATES 



UNITED 
STATES 



UNITED 
STATES 



UN I TED 
STATES 



UNITED 
STATES 



SERVICE 



13 



'3 



15 



i6 



DIPLOMATIC 



DIPLOMATIC 



DIPLOMATIC 



DIPLOMATIC 



MIL! TARY 
ATTACHE 



)7 MILITARY 
ATTACHE 



i8 



I L I TARY 
TTACKE 



19 MILITARY 
ATTACHE 



0 



ARMY 



ARMY 



RESULTS 



OF 



EUROPEAN 



AXIS 



CRYPTANALYSIS 



AS 



(WITH ANNOTATIONS 



LEARNED FROM TICOM SOURCES 

FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) 



DESCRIPTION 



OF 



SYSTEM 



NAME OF SYSTEM 



COUNTRY 
jOF ORIGIN 



5-riGURE l-PART CODE OE ABOUT ^7,000 GROUPS. UN- 
ENCIPHERED. 



5-nGURE 1-PART CODE OF ABOUT >k,00^ GROUPS. UN- 
ENCIPHERED, 



STRIP CIPHER, NO STRIP ELIMINATION, GENERATRIX 
SPLIT I^i-f^. 



DOUBLE TRANSPOSITION SYSTEM USED BY "COORDINATOR 
or INrOPMATIi")M, WASHlNGTOi'J." 



5-LETTER CODE, ENCIPHERED WITH 10 TABLES OF 30 
RANCCW ALPHABETS, VOWEL FOR VOUEL, CONSONANT FOR 
CONSONANT, 



5-LETTER CODE, ENCIPHERED 



5-LETTER CODE, UNENC I PHERED 



DOl^LE TRANSPOSITION, USING INCOMPLETE RECTANGLES. 



CIPHER MACHINE 



HAGELIN CIPHER MACHINE 



AXIS 



?-3; RED 



US. A. 



?-7 



0'a 



! DOUBLE 
' TRAN5PG 
SITION 



j Ml -3; WAR 
DEPART- 
MENT CON- 
FIDENTIAL 
CODE NO. 



M I - 1 



MILITARY 
ATTACHE 'S 
EMERGENCY 
C I PHER 



AM 2; 
flMEBirAN 



I 



"BIG" MA- 
CHINE 



I AM-]; 
' M-209 



DATES I WHEN 
OF ATTACKED 
USE AND BY WHOM 



? _ 9 



1915 - ■? 



? - ? 



?-i9i*2-? 



?- ;9i42-? 



i9iii - ? 



\S-\2 - ? 



? PERS 2 S 



RESULTS 



TICOM 
REFERENCE 



STATUS OF 

AT 



THE SYSTEM 
ASA REMARKS 



READ. LATER 

COMPROMISED 
AND PHOTOGRA- 
PHED AT FRANK- 
FORT AM MAIN 



DF 15 



19m PERS 7 S PARTIALLY SOL- 
VED 



194a PERS 
: 1942 OKW, 
; S 1 SLY OKH 
5 FA 



2 S 'j READ CURRENTLY 

pos- 19113-191*11 



I 



? FERS 2 S 



191*2 SIM 



'PRESUMABLY 
NOT READ. 



I 



READ. PHOTO- 
'STAT COPIES 
OF CCOE BOC-K 
RECEIVED FROM 
HUNGARY, 
TABLES RECON- 
STRUCTED BY 
SIM. 



I 



191*2 PERS Z S 



100^ COMPRO- 
MISED « 



191*2 PERS 2 3 



r00^' COMFRC 
MJSEO 



I9I12 SIM 



I ■? OKL 
i ? OKH? 



READ 



NOT READ 



? OKM ? 



191*5 

? 



OKH 
OKM 

Okl:? 

OKW 
PERS 



10^-2-2;5 OF 

ARMY TRAFFIC 
INTERCEPTED 
WAS READ 



DF 15 



I iLd. 

} 

M 

13 

l*o 

' ''51 

F 17s; TF 10 
25;' I 5U 



I 




I 22 



IF I'sa-'i 



DF 15 



DF 15 



IF 1513 
' 3' 



i 7^; I i'2 

l__M^j__l_I09 

I M9; D ? 



23; I 1*6 
1*5; I 6^ 

76 ; I 8yi 

[1*2; I 175 
6; I 10' 

119; ll" 1^7 

r 127; I 1)2 

22; I 50 

95; I i^7 



\ 

a 



(PROBABLY 
pECGVERED 
BY ANA- 
jGR AMM I NG ) 



I 

ft 



CHART NO. 1-2 



r 




I D f 




60861 



/ 



RESULTS 



OF 



AS 



EUROPEAN 



AXIS 



CRYPTANALYSIS 



(WITH ANNOTATIONS 



LEARNED FROM TICOM SOURCES 

FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) 



COUNTRY 
OF 
ORIGIN 



UNI TEO 
STATES 



UNITED 
STATES 



UNI TEO 
STATES 



UNI TC 
5TATC5 



UN I TED 
STATES 



STAft'S 



UN ( TKD 

ST Arts 



UNI TED 
STATES 



UNI TED 
STATES 



UNI TEO 
STATES 



UNI TED 
STATES 



UNI TED 
STATES 



SERVICE 



23 



21* 



25 



26 



^7 



28 



29 



30 



ARMY 



ARMY 



ARMY 



ARMY 



ARMY-AIR 



AkMY-AI.^ 



ARMY-AIR 



AIR 



A I.:? 



31 



32 



AIR 



AIR 



33 



DESCRIPTION 



OF 



SYSTEM 



NAME OF SYSTEM 



COUNTRY 
OF ORIGIN 



5-LETTER l-PART CCDE, UNEN'CIPHEREO 



5-LETTER 2-FART CODE OF ABOUT ]k0,000 GROUPS 
UNENCIPHEREO. 



w 

1;-LE7TER OR It-FIGURE 2-PART CODE 



DOUBLE TRANSPOSITION. 



STRIP CIPHER, NO STKlF ELIMIMATION 



POLYALPkABETIC- 5UBSTJ ruTlON USING D15C3 



D I GRAPHIC CODE CHART WITH CHANGEABLE COORDINATES 



ENCIPHERED SPEECH DEVICE. 



. I 



CIPHER MACHINE 



HAGELIN CIPHER DEVICE 



2-LETTER CODE, DAILY CHANGE OF CODE. 



COMBINED 
UNITED STATES- 
GREAT BRITAn 
JOI.VT ARMY- 
AIR-NAVY 



CIPHER MACHINE 



AXIS 



US A. 



WAR TELE- 
GRAPH CCDf 

I919 



TELWA 



D.F.C 



DOUBLE 

TRANSPO 

SITICN 



"CENEB" 



"ofRIP'^- 
"URSAL"; 
"CUAtl " 



SLIDEX 



"MUSTANG 

TIGER- 

STEDT" 



AM 2; 
AMER I 
"BIG" 
CHi; 



AN 

MA 



AM-l; 

209 



Ol^ER 
CODE 



"COMB I NED 
CIPHER MA 



HI 



DATES 
OF 
USE 



? - ? 



I9lf3 - ■? 



•? - ? 



19U2-? 



- 19U5 



■? - ■? 



^ - -9 



191*2 - ^ 



}9kk - ? 



WHEN 

ATTACKED 
AND BY WHOM 



191*2? PERS Z S 



191*1; OKL 



191*1* OKH 



I9i*5 OKH 



191*2 OKL 



1942 OKH 
i9i*2 OKL 



? OKH 
? OKL 



191*5 OKW 



? OKL 
? OKH? 
? OKM? 



SEE UNITED 
STATES 21 



■ 191*1* OKL 



191*1* OKM 



RESULTS 



TICOM 
REFERENCE 



STATUS OF 

AT 



THE SYSTEM 
ASA 



REMARKS 



READ: CCMPRO 
MISED BY FHO 
T03TAT COPY 



DF 15 P 3 



READ 105^ IN 
i9^1*, CUR- 
RENTLY IK' 191*^ 



READ OCCASION 
ALLY. COM- 

FRO^^^SED- 



READ OCCASION- 
ALLY. 



READ UNTIL 
STRr= ELIMIN 
AT I ON WAS IN 
TRODUCED. IN 



READ 



I 112; IF 175 



76; IF -.07 
F 127 



30; \F 107 

^2; ;f ;75 



Hi; I 119 

no 



I litr; I 
1 U2; I 

I" 107; 
IF 



I f 
I I 



READ CURRENTLY I ^6; I 30 
WITH 1-3 HOURS I 109; I I7I* 
LAG. I" 107; IF 127 



DEVICE CAP- 
TURED FROM 
MUSTANG PLANE. 
THEORETICAL ' 
SOLUTION ONLYi 



NOT READ. 



I 1*4; I 92 

I 96; i. ?01* 

I 127; 0 68 

I i86j I 190 



10)6-20jt 



I 7^; I 109 

I 112; I 113 
I 119; 0 7 



READ CURRENTLY I 109 



NOT READ 



1 



DF 2; 0 
D 17; D 1 

D 1+3; I 93 



1 




D 




.-I 



chARY NO 



1 -2 




I 



RESULTS 



OF 



EUROPEAN 



AXIS 



GRYPTANALYSIS 



AS 



(WITH ANNOTATIONS 



LEARNED FROM TICOM SOURCES 

FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) 



COUNTRY 
OF 
ORIGIN 



SERVICE 



UN I TEO 
STATES 



•UN I TED 
STATES 



UNI TED 
STATES 



UN I TED 
STATES 



UNI TED 
STATES 



31. 



ARMY-AIR-NAVY 



35 



ARMY-NAVY 



36 



NAVY 



37 



NAVY 



33 



NAVY 



DESCRIPTION 



OF 



SYSTEM 



NAME OF SYSTEM 




OUNTRY 
F ORIGIN 



HAGELIN CIPHER MACHIME 



km 



3-LETTER 2-PART CODE, UNENC I PHERED. FOR JOINT 
ARMY-NAVY ASSAULT OPERATIONS. 1*-LETTER PRO- 
NOUNCEABLE INDICATOR. 



CIPHER MACHINE. 



HAGELIN CIPHER MACHIME 



STRIP CIPHER 



AXIS 



AM-l; 
M-209 



^combined" 
[assault 

CODE 



AM-2?; 
"BIG" MA 
CHIME 



AM-1; 
M-209 



DUPYH" 



U. S. A 



DATES 
OF 
USE 



WHEN 

ATTACKED 
AND BY WHOM 



191*2 - ? 



I 



(see united 
states 21) 



RESULTS 



read 



^^kk OKM 



? - ? 



]9l»2 - ? 



? OKL 
? OKH?. 
? OKM? 



(SEE UNITED 
states 21) 



■ 

:9U2 OKM 



read "exten- 
sively." ALSO 

COMPROMISED BY 
CAPTURE. 



NOT READ 



REAO--ONLY A 
FEW DAY'S TRAFt 
FIC, DUE TO 
LACK OF DEPTH 



READ. COMPRO- 
MISED STRIPS 
AND SETTINGS 
RECEIVED FROM 
JAPANESE. 



TICOM 
REFERENCE 



STATUS OF 

AT 



THE SYSTEM 
ASA REMARKS 




2j. 




I k6 
; I 60 
76; I 30 

li*2; I 175 

'53'- ' 23 

6; I 109 
119; I 112 
F 107; IF 127 



D 
0 



0 18 



I 7^; I 109 

I 112; I 113 

I 119; D 7 



I 6; I 3 

I 92; I 95 



I 12; I 93 



t 



CHART NO. 1-2 



12, 



t 

( 



I 

J 



RESULTS 



OF 



EUROPEAN 



AXIS 



CRYPTANALYSIS 



AS 



(WITH ANNOTATIONS 



LEARNED FROM TICOM SOURCES 

FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) 



COUNTRY 
OF 
ORIGIN 



SERVICE 



URUGUAY 



1 



URUGUAY 



URUGUAY 



3 



DIPLOMATIC 



DIPLOMATIC 



DIPLOMATIC 



V _ 



DESCRIPTION 



OF 



SYSTEM 



NAME 



COUNTRY 
OF ORIGIN 



'•-LETTER 1-PART CODE WITH 2,lk2 GROUPS. INTER- 
SPERSED PLAIN TEXT AND PLAIN TEXT ENC I PHERMENT . 
iW-PLACE TABLES USED TO SUBSTITUTE 2-FIGURE 
GROUPS FOR LETTERS OR SYLLABLES. 



^-FIGURE OR- l»->IQURE CODE. 



?-PART CODE WITH DI3RAPHIC FIGURE ENC I PHERMENT 



^ ■ 



t J 



I 



OF SYSTEM 



AXIS 



7 



USA. 



DATES 
OF 

USE 



WHEN 

ATTACKED 
AND BY WHOM 



(URA) ' (9 - CURRENT) '7 PERS Z S 



9 - f 



9 SIM 



RESULTS 



TICOM 

REFERENCE 



STATUS 



OF 
AT 



THE SYSTEM 
ASA 



EMARKS 



COMPLETELY 
READ 



t00!{ COMPRO 
MISED ' 



9 - 1927 - 9 



9 PERS 7 S 



■ 

D 16, REPORT (ALMOST COMPLETELY READABLE.) 
2, P 5 



IF 1517 



(UNIDENTIFIED) 



D 16, REPORT (UNKNOWN) 
1, P 4 



RESULTS 



OF 



EUROPEAN 



AXIS 



CRYPTANALYSIS 



AS 



r 



(WITH ANNOTATIONS 



LEARNED FROM TICOM SOURCES 

FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) 



COUNTRY 
OF 

ORIGIN 



V^T I CAN 



I 



SERVICE 



VATICAN 



VAT t CAN 



3 



VAT I CAN 



U 



VHNLTLXLA ] 



DrpLCVATlC 



VC^C?Ul A 



vEN(:7iiE:LA 5 



DIFLGMATIC 



DESCRIPTION 



OF 



SYSTEM 




NAME 



l4-nGURL ^-PAPT CODt ENCIPHERED WITH A TABLE 



-LETTER 1 -PART CODE. FIRST TWO ELEMENTS INDI 
ATE PAGE AND LAST ELEMENT INDICATES GROUP. 
.ETTERS "t" and "? " USED AS DUDS OH AS SPELLER 
INDICATORS. 



3-LETTLR 1-PART CODE. FIRST TVO ELEMENTS INDl 
CATE PAGE AND LAST ELEMENT INDICATES GROUP. 
LETTER USED AS DUO OR AS SPELl ER INDICATOR 



3-LETTER ?-PART CODE 



i U-LETTER 1-PART CODE. )2,0^0 GROUPS 
' SPER5ED ENCIPHERED PLAIN TEXT. 



INTER- 



ll-FIGURE "y-PART CODE. 



POLYALPHAEETIC SUBSTITUTION CIPHER WITH 5 TO ]g 
ALPHABETS. 



OUNTRfl 

ORIGIN 



OF SYSTEM 



AXIS 



US. A. 



DATES 
OF 

USE 



WHEN . 

ATTACKED 
AND BY WHOM 



VAT. T 

e. 2 ' 



'NULLE 



'NULLA E 



VAT I KAN 
CODE I I 



(VZB) 



(V2A) 



T- 1935- 1939-*? 



1939 PERS Z 
1939 RUM/FA 



?-1943-^ 



191*3 SIM 



?-l9)*4-f 



? - ? 



191*1 -CUR- 
RENT) 



19^1* SID, SIM 



^ ? 



191*1 .PERS 7 S 



(^-I9l*l-CUR 

rent) 



191*1 PERS Z S 



RESULTS 



TICOM . 
REFERENCE 



OF 
AT 



T?7rT7§ra 

ASA 




tables SOLVED 
RECOVERED 
ABOUT 155« OF 
VALUES. 



1*00-500 GROUPS 
RECOVERED. 



READ 



RECOVERED 30S<- 
5^ 



RECOVERED LESS 
THAN 35^ 



READ 



T 93 



F 1526 



P 11 



IF 
IF 



'1526 P 10 
1517 , 



1- 



T 2195 



D 16, REPORT 



T 3010^ 



T 301 4 



(95^ READABLE) 



D 16, REPORT 
2, P 5 



(unknown) 



(100^ READABLE) 



CHART Nb. 1-2 



DOCID : 






61 



\ 



N ■ 



RESULTS 



OF 



AS 



EUROPEAN 



AXIS 



CRYPTANALYSIS 



(WITH ANNOTATIONS 



LEARNED FROM TICOM SOURCES 

FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) 



COUNTRY 
OF 
ORIGIN 



SERVICE 



■^J^^^ 



YUG0SL>*V»,4- I 
CROATIA 



YUGOSLAVIA 



YUGOSLAVIA- 3 
CROATIA 



YUGOSLAVIA- 4 
MICKAILCVI TCH 
AND TITO 



OfPLOATiC 



(DIPLOMATIC) 



DIPLCMATIC 



YUGOSLAVIA 5 



YUGOSLAVIA 
SERBIA 



o 



YUGOSLAVIA 7 



YUGOSLAVIA S 



YUGOSLAVIA 9 



DIPLOMATIC 
CONSULAR 



AND 



DESCRIPTION 



OF 



SYSTEM 



NAME OF SYSTEM 



COUNTRY 
pF ORIGIN 



AXIS 



5-LETTER 1-FART CODE ENC ! PHE*5ED BY SUBSTITUTION. 
USED BY THE FOREIGN OFFICE. DATE GIVEN AT END 
OF MESSAGE PRECEDED BY S 0R.5VT. 



(U-LETTER 2-PART CODE UNEK'C I PHERED . ) 



5-FlGUKE 1-PART CODE. APPROXIMATELY 30,000 
GROUPS. CODE GROUPS SPLIT INTO SINGLE DIGITS 
DIGRAPHS, EACH SEPARATELY ENCIPhERED. 



AND 



S-FIGURE 5-PAPT CODE- ABOL'T 
LATER REPAGINATED. ENCIPHER 
DIFFERENT WAYS, (SIMILAR TO 
OF YOA ENCIPHEKMENT.) 



30,000 

TABLES 
ITEM 2 



1*0,000 GROUPS 
USED IN TWO 
VARIATION 



DIPLC-MATIC 
MILITARY 

ATTACHE 



AND 



.5-FIGURE PARTIALLY 1-PART CODE- APPROXIMATELY 
"30,0^(0 GROUPS. PAGES RENUMBERED PERIODICALLY. 
CLEAR TEXT IN SERBIAN. ENCIPHERED AFTER 1921. 



Df plo^:atic? 



^-Ff-ni.'^t ?.-P,4RT CODE. LHC\PHtnZ^ BY SUeSTf ruTi O.V 



DIPLOMATIC? 



s-figure ?-part code. lncipheked by d i graphic 
Substitution with tables consisting of i00 di- 



DIPLCWATIC? 



5-F I GURE. PROBABLY 1-PART CODE 



DIPLOMATIC? 



S-FIGURE 1-PART CODE. 



YUGOSLAVIA 



YUGOSLAVIA 11 



YUGOSLAVIA \c 
CROATIA 



YUGOSLAVIA 13 
CROATIA 



YUGOSLAVIA lli 



YUGOSLAVIA Ip 



DIPLOMATIC 



S-FIGURE 1-PART CODE. 



DIPLOMATIC 



ll-FIGURE ^-PART CODE. PROBABLY REPAGINATED TO 
j5-FlGL^E. 



DIPLOMATIC 



-?-FIGURE ?-PART COCE. 



JILDISK" ENCIPHERMENT 



DIPLOMATIC? 



PROBABLY CONSISTED OF A SCUARE 
FOR EVERY MESSAGE. 



10 X 10 WITH KEYS 



MILITARY 
ATTACHE 



2-PART CODE. 



MILITARY 
ATTACHE 



SIMILAR TO ITEM 12, 9LT 
NUMBERING Wh'ICH CHANGED 
SIMILAR TO LATER SYSTEM 
DIPLOMATIC MISSIONS BUT 



MORE COMPLICATED PAGE 
YEARLY. ENC \ PHERMENT 
OF FORE I CM OFFICE AND 
OF SIMPLER CONSTRUCTION 



C 1 



iSTOCKHOLM 
001-21*9 



S D I I I 



37 IX D 
LESART: 
31*5-12 



SERB I EN I 



22^ AM 
BOOK' 



U S. A. 



DATES 
OF 

USE 



WHEN 

ATTACKED 
AND BY WHOM 



191*4 SID 



(YOA) 



( 1935-OURRENT) 191*1* OKW 



RESULTS 



I PHERMENT 
SYSTEM KNOWN. 
PERHAPS READ. 



READ 



■?- 19^*3- 191*1*-? 191*3 SIM 



COMPROMISED. 

READ JUNE 191*1* 
— 5EFT 19^*1*. 



i I93l*-19l*l*-'? I 191*4 SIM AND 



: PREDECESSOR 



1918-1931* 



? SIM AND 
PREDECESSOR 



PLAIN CODE 
COMPROMISED. 
ENCIPHERMENTS 
NOT READ. 



PROBABLY READ. 



I 



193^ - ^ 



1929 OR 1930 
PERS 2 S 



TICOM 
REFERENCE 



STATUS OF 

AT 



THE SYSTEM 
ASA 




ARKS 



T 1^1* 



( UNKNOV^ ) 



T 797 



(GCCS BROKE CODE. ASA NOW 
READING 100SS. VERY LIGHT 
TRAFFIC.) 



IF 1525 PP 5^ (UNKNOWN) 



1 



IF 1525 PP 2, 

5. 6 



(unknown) 



IF 1525 

3 



PP 2, (unknown) 



! 1933-191*3-? 



193S, 1943 

PERS Z S 



-? - ? 



? PERS 7 S 



READ 



APPROXIMATELY 
155^ RECOVERED 



■9 _ 



? PERS Z S 



? PERS 2 S 



•?-192l*-? 



RECOVERED 
LESS THAN 356 



APPROXIMATELY 
355« RECOVERED 



PERS 2 S 



PRIOR TO 191*1 
SIM 



WORKED 



COMPROMISED 



I 22 P 2 



(unknown) 



I 22 P 9 



T 2138 



T 2119 



T 2233 



T 2117 



IF 1517 P 1* 



(unknown) 



(unknown) 



( unknown ) 



(unknown) 



(UNIDENTIFIED) 



(UNIDENTIFIED) 



? - ? 



191*2 SIM 



1921-1927 



! 1923? SIM 



1927 



_ 9 



? SIM 



READ 



READ FOR 5 
YEARS. 



IF I52I* P 1* 



IF 1525 P 1* 



IF 1525 P li 



(UNKN0Wt4) 



(UNKNOWN) 



(UNKNOWN) 



tHART NO. t-2 



() 



/ 



\ 

w 

* 



RESULTS 



OF 



EUROPEAN 



AXIS 



CRYPTANALYSIS 



AS 



(WITH ANNOTATIONS 



LEARNED FROM TICOM SOURCES 

FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) 



COUNTRY 
OF 
ORIGIN 



YUGOSLAVIA- l6 
CROATIA 



YUGOSLAVIA- 17 
TITO 



YUGOSLAVIA 18 



YUGOSLAVIA 19 



YUGOSLAVIA- 20 
CROATIA 



YUGOSLAVIA 21 



YUGOSLAVIA- 22 
CROATIA 



YUGOSLAVIA- 23 
MICHAILOVITCH 



YUGOSLAVIA Zk 



SERVICE 



DESCRIPTION 



OF 



SYSTEM 




NAME OF SYSTEM 



ARMY 



ARMY 



ARMY 



ARMY 



ARMY 



ARKf 



AIR 



MILITARY 



Iyugoslavia- 25 
ichailovitch 



Iyugcslavia- 26 

Tl TO 



ARMY -NAVY 



MILITARY 



MILITARY 



YUGOSLAVIA- 2J fAMllARY 
ICHAILOVITCH 



YUGOSLAVIA- 23 Military 

MICHAILOVITCH 



rUG03LAVlA" 2 
TITO 




YUGOSLAV! A- '^0 f^llt 
Tl TO 



OUNTRY 
ORIGIN 



ENIGMA K -- 3 WHEELS AND NO 5TECKER 



FIELD CODE OF THE 26 X 26 SQUARE TYPE. CHANGE 
ABLE ALPHABET COORDINATES. 



CODE OF THE 26 X 26 SQUARE TYPE- SIMILAR TO 
ITEM 17. TABLES CHANGED EVERY TWO OR THREE- 
MONTHS. 



FIELD COOES OF THE 10 X 10 SCUARE TYPE. 



OIGRAPHIC SUBSTITUTION, 2-5GUARE CHECKERBOARD. 
USED IN THE FIELD. 



DOUBLE PLAYFAIR. 



AXIS 



US. A. 



DATES 
OF 

USE 



WHEN 

ATTACKED 
AND BY WHOM 



RZyZRSZO PLAIN TEXT IN UNALTERED SEQUENCE 



?-LETTER CODE OF THE 26 X 26 SCUARE TYPE. SPACES 
CONTAINED DIGRAPHS, TRIGRAPHS, AND WORDS IN FULL. 

■ 



i*-FlGURE J-PART CODE- 



DOUBLE TRANSPOSITION CIPHER SYSTEM WITH SAME KEY 
FOR BOTH RECTANGLES. RECTANGLE WIDTH USUALLY 12 
OR 13- NO CALL SIGNS USED. KEYS WERE ANNOUNCED 
THEN FOLLOWED COVER NAMES OF ADDRESSES. 



DOUBLE TRANSPOSITION. 



SIMPLE TRANSPOSITION CIPHER ON A PATTERN OF AN 
INCOMPLETE RECTANGLE, WITH KEY VARYING FROM 13 
21 • USED IN THE FIELD. 



POLYALPHA6ETIC SUBSTITUTION CIPHER WITH 5? ALPHA- 
BETS. 



l-UL^ALmAHLHC bUtib TI TUTI ON, 1 OR 2 DIGITS PER 
LETTER, WITH '3, 1*, 5, 6, 9, 11, OR I9 ALPHABETS. 
KEY CHANGED EVERY 5 DAYS. ' 'JSED BY DIVlSl0r>*5 AND 
BRIGADES. 



2-01 GIT SUBSTITUTION BY MEANS OF 10 X 10 ENCIf=?HER- 
ING SCUARE FORMED FROM' A 10-L£TTtR KEYWORD WRIT- 
IN VERTICALLY. 



7 



7 



JRC 



(YOB) 



19^1-19^*2-7 



\Sk\ OR 191*2 
OKW 



7 - ? 



AFTER APRIL 
. 19^1 SIM 



?-19Ul-7 



BEFORE 191*1 
SIM 



? - ? 



151*1-191*3 



7-191*0-191*3-? 



? - ? 



7 SIM 



AFTER APRIL 
191*1 SIM 



SIM 



J SIM 



7-7 



AFTER JUNE 
191*3 SIM 



? - 7 



7 OKW 



( 191*3-191*1*) 



7 - ? 



7-7 



7 - ? 



7 OKH 
? SIM 

7 PERS 2 S 



7 OKH 



191*1* SID 



7 SIM 



7- 191*1*-? 



? - 7 



? OKH 



? OKH 



RESULTS 



WIRINGS COM-' 
PROMISED 191*1 
OR 191*2- READ 

i00si^ 



BROKEN AND 
RECONSTRUCTED 



.READ 



EASILY READ 



READ 



COMPROMISED 
100^ 



RE An BY GER 
MANS AMD 
I TAL I ANS 



READ 



PROBABLY READ 



READ 



TICOM 
REFERENCE 



STATUS 



I 92 P 2 
I 58 P 3 



OF 
AT 



THE SYSTEMT 
ASA REMARKS 



(not KNOWN TO HAVE BEEN USED.) 



IF 1517 P 5 



(UNKNOU'N) 



IF 1519 P 3 .(UNKNOWN) 



i 



IF 1525 P 6 

IF 1517 P 1* 

IF 1520 P 5 

IF 1512 P 5? 

IF 1525 F 6 

IF 1525 P 6 



( UNKNOWN ) 



{ UNKNOWN ) 



IF ^1520 P 1* 



t 962 



I 69 P 23 

D -30 PP 1 
IF 1520 P 
IF. 1525 P 



-11 



1* 

o 



I 1 13 P 5 



IF 1525 P 6 



IF 1520 P 1* 



I 69 p 5 
I 52 P 5 



I 69 PP 22,23 



(UNKNOWN) 



( UNKNOWN ) 



(UNKNOWN) 



( UNKNOWN ) 



(TRAFFIC RECEf VED, 
FOR 1-2 MONTHS I9l*l* 
SUCCESS.) 



WORKED 
NO 



ON 



(UNKNOWN) 



( UNKNOWN ) 



( UNKNOWN ) 



(UNKNOWN) 



( UNKNOWN ) 



J I . 



RESULTS 



AS 



OF 



EUROPEAN 



AXIS 



GRYPTANALYSIS 



(WITH ANNOTATIONS 



LEARNED FROM TICOM SOURCES 

FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) 



ASA REMARKS 




COUNTRY 
OF 
ORIGIN 



SERVICE 



YUGOSLAVIA- 31 
Tl TO 



YUGOSLAVIA- 3^ 
TITO 



YUGOSLAVIA- 33 
TITO 



YUGOSLAVIA- 31* 
TITO 



YUGOSLAVIA- 35 
TITO 



YUGOSLAVIA- 36 
TITO 



YUGOSLAVIA- 37 
MICHAILOVITCH 



YUGOSLAVIA- 30 
TITO 



DESCRIPTION 



SYSTEM 



NAME OF SYSTEM 



DATES 
OF 
USE 



WHEN 

ATTACKED 
AND BY WHOM 



MILI TARY 



MILITARY AND 
(DIPLOMATIC) 



MILITARY? 



MILITARY 



MILITARY 



MILITARY 



MILITARY 



MILITARY 



YUGOSLAVIA- 39 
TITO 



YUGOSLAVIA- 1*0 
TITO 



YUGOSLAVIA- k) 
TITO 



YUGOSLAVI A-i»2 
TITO 



YUGOSLAVIA k\ 



MILITARY 



MILI TARY 



MILI TARY 



MILITARY 



2-DIGIT SUBSTITUTION BY. MEANS OF 3 X 3 ENCIPHER- 
ING SCUARE WITH 8-LETTER KEYWORD WRITTEN IN 
HORIZONTALLY. PROBABLY USED BY MTH 01 VISION OF 
5TH CORPS. 



M0N0ALPHA8ETIC SUBSTITUTION, 2 DIGITS PER LETTER, 
AND ALSO AUXILIARY 3-OIGIT CODE, ALL SUPERENCl- 
PriEREO WITH NUMERICAL RUNNhVG ADDITIVE CONVERTED 
FROM THE TEXT OF A BOOK. USED ABOVE DIVISION. 



BELIEVED TO BE SIMILAR TO ITEM 32. MESSAGES TO 
MOSCOW HAD A SPECIAL GROUP 6i66t, SOMETIMES 
inn 06666 EITHER AT THE BEGINNING OR AT THE END 
OF THE MESSAGE. FIRST GROUP OF THE ACTUAL MES- 
SAGE USUALLY REPEATED AFTER ADDITION OF A CERTAIN 
NUMBER. 



NOVA 
§IFRA 



MONOALPHABETIC SU8STI TUTION--LETTER FOR LETTER 
OR 2 DIGITS PER LETTER. USED BY BRIGADE AND 
UNITS. 



MONOALPHABETIC SUBSTITUTION, 2 DIGITS 
DIGIT REPEATING ADDITIVE. USED BELOW 
LEVEL. 



WITH 5- 
DIVISION 



MONOALPHABETIC SUBSTITUTION,, 2 DIGITS PER LETTER, 
WITH NULLS INSERTED IN EVERY 5TH AND 6th GROUPS 
AND MULTIPLES THEREOF, AND WITH IS-OIGIT REPEAT- 
ING ADDITIVE. KEY CHANGED EVERY 7 TO ll* DAYS. 
' USED BELOW DIVISION. 



.MONOALPHABETIC SUBSTITUTION, 1 OR 2 DIGITS FOR 
SINGLE LETTERS, WITH SHORT REPEATING ADDITIVE. 
BASED ON A KEYWORD. 



MONOALPHABETIC SUBSTITUTION, 2 DIGITS PER LETTER, 
ENCIPHERED WITH REPEATING ADDITIVE FORMED MATHE- 
MATICALLY FROM AN ADDITIVE SQUARE OF 3® DIGITS. 



MIXED SUBSTITUTION ENCIPHERED BY MEANS OF 
ADDITIVESFRCM A FIGURE TABLE. 



VARIABLE SUBSTITUTION WITH SHORT REPEATING ADDI 
TIVE; CIPHER CHANGED EVERY MONTH. USED ABOVE 
DIVISION, LATER BY UNITS. 



VARIABLE SUBSTITUTION WITH ENCIPHERING TABLE. 



l300 GROUP CODE IN 3^* X 6ef RECTAMfiL-E SLPfRENCl- 
PHERED BY "ENCIPHERING ROWS." ' 



. 5-LETTER ?-PART CODE 



I 



I 

I 



i 



19^1*- 191*5 



■ ?-l9J*l4.? 



igifi*--? 



191*14-? 



?-l9i4l*-? 



? - ? 



191*11-? 



9 



_ 9 



9 _ 9 



OKH 



OKH 



-? OKH 



? OKH 



?- 191*3- 191*1*-? ? OKH 



? OKH 



7 OKH 



OKH 



OKH 



? OKL 



? GERMANS 



RESULTS 



TICOM 
REFERENCE 



STATUS 



OF 
AT 



THE SYSTEM 




NOT BROKEN 
BUT COULD HAVE 
BEEN WITH 
MORE TRAFFIC 



I 69 P 23 



(UNKNOWN) 



NOT SOLVED 



READ 



READ 



READ 



READ EXTEN 
SIVELY 



1 

I 69 PP 16-20 (IN EFFECT THIS 15 A NON-RAN- 
DOM ONE-TIME PAD ENCIPHER- 
MENT AND BECAUSE IT IS NON- 
RANDOM IT IS- THEORETICALLY 
SOLVABLE. ASA 15 NOT '(IRK- 
ING ON THIS PROBLEM.) 



I 69 P 30 



(UNKNOWN) 



I 69 P 2 

I 52 P 5 



( UNKNOWN ) 



I 69 PP 2-3 



(UNKNOWN) 



I 69 PP 4-5 



( UNKNOWN ) 



I >I P 3 

I 52 P 5 



I 69 p 



I 52 F 5 



I 63 PP 3-15 



(UNKNOWN) 



(UNKNOWN) 



(unknown) 



( UNKNOWN' ) 



I 69, ITEM 13 



I 121 P 9 



T 2122 



(UNKNOU'N) 



(unknown) 



( unknown ) 



1 

I 



RESULTS 



OF 



EUROPEAN 



AXIS 



CRYPTANALYSIS 



AS 



(WITH ANNOTATIONS 



LEARNED FROM TICOM SOURCES 

FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) 



COUNTRY 
OF 
ORIGIN 



YUGOSLAVIA Uk 



YUGOSLAVIA 1*5 



YUGOSLAVIA U6 



YUGOSLAVIA- kf 
SERBIA 



YUGOSLAVIA kS 



YUGOSLAVIA 1*9 



YUGOSLAVIA 50 



YUGOSLAVIA 51 



YUGOSLAVIA 52 



YUGOSLAVIA- 53 
SERBIA 



YUGOSLAVIA- 5!* 
CROATIA 



YUGOSLAVIA- 55 
SERBIA 



YUGOSLAVIA- 56 
SERBIA 



SERVICE 



MILITARY 



MILITARY 



DESCRIPTION 



OF 



SYSTEM 



NAME OF SYSTEM 



COUNTRY 
OF ORIGIN 



5-FIGURE PROBABLE 1-PART CODE 



5-nGURE CODE PROBABLY 1-PART. 



5-FIGURE ^-PART CODE WITH ABOUT 30,^0-it0,000 
GROUPS. CLEAR TEXT IN SERBIAN. 



5-FIGURE PROBABLY 1-PART CODE 



AXIS 



STOCKHOLM 
250-499 



-9 



5-FIGURE 1-PART CODE. 



i*-FIGURE PROBABLY J-PART CODE 



4-FIGURE PROBABLY 1-PART CODE. 



DETAILS OF SYSTEM UNKNOWN 



DETAILS OF SYSTEM UNKNOWN 



DETAILS OF SYSTEM UNKNOU'N. 



CIPHER TRANSPOSITION WITH INCOMPLETE RECTANGLES. 



"TABLE OF 28 X 28, 
IN 5-LETTER jGROUPS 



ABOUT 500 WORDS 
DAILY KEY." 



TRANSMITTED 



S D IV 



S 0 V. II 



S D V. I 



SIMPLE TRANSPOSITION WITH VARIABLE LENGTH NUMERl 
CAL KEY. ALL MESSAGES BEGAN WITH BRX CITIRI. 
INCOMPLETE RECTANGLES. 



HOF CODE 



5 D VI 



9 



us. A. 



DATES I WHEN 
OF ATTACKED 
USE AND BY WHOM 



9-9 



7 GERMANS 



? GERMANS 



1931* - ■? 



? SIM 



RESULTS 



TICOM 
REFERENCE 



STATUS 



OF 
AT 



THE SYSTEM 
ASA REMARKS 



APPROXn 
^0iS RECOVERED 



RECOVERED 
LESS THAN i0^ 



COMPROMISED 



9 - -9 



? GERMANS 



191*1 - ? 



? ? 



? - ? 



? GERMANS 



? GERMANS 



■9 - '5 



? GERMANS 



APPROXIMATELY 
2516 RECOVERED 



100pf COMPRO- 
MISED 



APPROXIMATELY 
15^ RECOVERED 



APPROXIMATELY 
1556 RECOVERED 



? - ? 



? GERMANS 



?-i933- 



^ GERMANS 



I 



? - ? 



AFTER APRIL 
191*1 SIM 



? - ? 



9 _ ^ 



? SIM 



9 



? SIM 



WORKED ON 



WORKED ON 



RECONSTRUCTED 



"HAS BEEN RE- 
CONSTRUCTED." 



READABLE 



T 2139 



(unknown) 



T 2124 



, (UNKNOWN) 



IF 1525 P 2 



( UNKNOWN ) 



T 2123 



( UNKNOWN ] 



T 2570 



(unknown) 



T 212 



(unknown) 



T 2113 



(unknown) 



T 2123 



(unknown) 



T 2123 



(unknown ) 



T 2123 



IF 1517 P U 



IF llSc, P k 



IF ii8c, P k 



(unknown) 



( 



) 



(unknown) 



(unknown) 



'1 — : 



L 



t 



D 



D : 






1 



1. 



I 
1 



i 
I 



